Week 9 Assignment : Key Vault And
Encryption (Implementing Secure Data by
setting up Always Encrypted)




Introduction

Key Vault is a service for securely managing cryptographic keys and secrets, while
encryption is the process of scrambling data to protect it. Key Vault protects data by
generating and storing encryption keys and then using them to encrypt and decrypt data as
needed, ensuring the keys themselves are never exposed. Always Encrypted is a specific
technology that is designed to protect sensitive data by ensuring it is encrypted even while
it is being used in an application or database. This technology encrypts sensitive data within
the client application, so it remains encrypted both in transit and at rest on the database,
and only the authorized client applications with the necessary encryption keys can
access the unencrypted version.This integration is used in applications, databases, and
cloud services to secure sensitive information like connection strings and user data.
Azure Key Vault can be used to Securely store and tightly control access to tokens,
passwords, certificates, APl keys, and other secrets. Additionally, Azure Key Vault lets one
easily provision, manage, and deploy public and private Transport Layer Security/Secure
Sockets Layer (TLS/SSL) certificates for use with Azure and their internal connected

resources.

Azure Key Vault offers two service tiers to meet different security and compliance
requirements. In the standard tier, data is encrypted using software libraries validated to
FIPS 140 Level 1. The premium tier offers Hardware Security Module (HSM) -protected keys,
generated and protected by FIPS 140-3 Level 3 validated Marvell LiquidSecurity HSMs,
for the highest level of cryptographic protection

Lab scenario

| was asked to create a proof of concept application that makes use of the Azure SQL
Database support for Always Encrypted functionality. All of the secrets and keys used in
this scenario should be stored in Key Vault. The application should be registered in
Microsoft Entra ID in order to enhance its security posture. To accomplish these objectives,
the proof of concept should include:

e Creating an Azure Key Vault and storing keys and secrets in the vault.



e Create a SQL Database and encrypting content of columns in database tables

by using Always Encrypted.

To keep the focus on the security aspects of Azure, related to building this proof of concept,
| started from an automated ARM template deployment, setting up a Virtual Machine with
Visual Studio 2019 and SQL Server Management Studio 19.

Lab objectives
In this lab, | completed the following exercises:

e Exercise 1: Deploy the base infrastructure from an ARM template

e Exercise 2: Configure the Key Vault resource with a key and a secret

e Exercise 3: Configure an Azure SQL database and a data-driven application

e Exercise 4: Demonstrate the use of Azure Key Vault in encrypting the Azure SQL

database
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Lab files:

e \Allfiles\Labs\10\az-500-10_azuredeploy.json

e \Allfiles\Labs\10\program.cs

Exercise 1: Deploy the base infrastructure from an ARM

template

Task 1: Deploy an Azure VM and an Azure SQL database

In this task, | deployed an Azure VM, which | automatically installed Visual Studio 2019 and

SQL Server Management Studio 19 as part of the deployment.

Setting

. Sign-in to the Azure portal [(\8d ST IR FATLRL Tl

Sign in to the Azure portal using an account that has the Owner or
Contributor role in the Azure subscription you are using for this lab. In this
Cloudslice lab, this account is LabUser-57171145@cloudslice.onmicrosoft.com
with TAP #h%9am%a.

In the Azure portal, in the Search resources, services, and docs text box at
the top of the Azure portal page, type Deploy a custom template and
press the Enter key.

On the Custom deployment blade, click the Build your own template in
the editor option.

On the Edit template blade, click Load file, locate the
\Allfiles\Labs\10\az-500-10_azuredeploy.json file and click Open.

On the Edit template blade, click Save.

On the Custom deployment blade, under Deployment Scope ensure that
the following settings are configured (leave any others with their default

values):

Value



Subscription

Resource

group

Location

Username

Password

the name of the Azure subscription you will be

using in this lab

Use the existing Resource Group
AZ500Lab10-10d57171145

East US

Student

Please use your personal password created in Lab
02 > Exercise 2 > Task 1 > Step 3.

7. While you can change the administrative credentials used for logging on to

the Virtual Machine, you don't have to.

To identify Azure regions where you can provision Azure VMs, refer to

https://azure.microsoft.com/en-us/regions/offers/

8. Click the Review and Create button, and confirm the deployment by

clicking the Create button.

This initiates the deployment of the Azure VM and Azure SQL Database

required for this lab.



m Key Vault (Implementing Secure Data by setting up Always Encrypted) - Google Chrome

25 labclient.labondemand.com/LabClient/a98ad28d-fd57-4906-8ed7-1067fe62a084

e a

Key Vault (Implementing Secure Data by
Deploy from a custom template setting up Always Encrypted)

Microsoft assumes no responsibility for any actions performed by third-party templates and does not provide rights for
third-party products or services. See the Azure Marketplace Terms for additional terms.

Instructions  Resources [

Deploying this template will create one or more Azure resources or Marketplace offerings. You acknowledge that you B To identify Azure regions where
are responsible for reviewing the applicable pricing and legal terms associated with all resources and offerings deployed you can provision Azure VMs,
as part of this template. Prices and associated legal terms for any Marketplace offerings can be found in the Azure refer to
Marketplace; both are subject to change at any time prior to deployment a .
Neither subscription credits nor monetary commitment funds may be used to purchase non-Microsoft offerings. These https://azure.microsoft.com/en-
purchases are billed separately. us/regions/offers/
If any Microsoft products are included in a Marketplace offering (e.g. Windows Server or SQL Server), such products are
licensed by Microsoft and not by any third party. [[] 7. click the Review and Create button, and

confirm the deployment by clicking the

. Create button.

Basics

Subscription AZ-500T00-A CSR T B This initiates the deployment of

rce g AZS500LAB10-l0d57173201 the Azure VM and Azure SQL
Region East US Database required for this lab.
Admin Username Student

Admin Pas
B Do not wait for the ARM template
deployment to be completed, but

[oreons ) [ v N

- Previous ] [ End —0]
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us - 1 Hr 21 Min Remaining
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n
AP Search resources, services, and docs (G+/) ™ Copilot setting up Always Encrypted)
Home
Instructions  Resources Q %
% Microsoft.Template-20251130021130 | Overview Database required for this lab.
Deployment I
Se [i] Delete O cancel " Redeploy ¥ Download () Refresh
B Do not wait for the ARM template
| Overview Denl - deployment to be completed, but [ ]
S Inputs ep Oyment Isn progress instead continue to the next
Deployment name : Microsoft.Template-20251130021130 exercise. The deployment might
Outputs Subscription 00T00-A CSR 1 take between 20-25 minutes.
Template Resource group AB10-lod57173201

: 30/2025, 2:11:2; A R
Strttime  : 11/30/2025, 21128 A { install the az500-10-DB.json Custom
Correlation ID : 22e31c3d-3b2f-4b42-9286-eabc3c3afh34
Template

Deployment details [] 1.Inthe Azure portal, in the Search
resources, services, and docs text box at
the top of the Azure portal page, type

Resource Type Status Deploy a custom template and press the
Enter key.
o vhdstoragekug... = Storage account Accepted .
[] 2. 0nthe Custom deployment blade, click the
@  3z500-10-vmetl &> Virtual network oK i y' T
o 2500-10-pip1 B Public 1P K -
a 0-pip ublic IP address o [‘_ Previous ] [ End _']
o az500-10-nsg1 @ Network security group oK
- 1 Hr 21 Min Remaining
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&

The deployment took around 20-25 minutes.



Install the az500-10-DB.json Custom Template

1. In the Azure portal, in the Search resources, services, and docs text box at
the top of the Azure portal page, type Deploy a custom template and
press the Enter key.

2. Onthe Custom deployment blade, click the Build your own template in
the editor option.

3. Onthe Edit template blade, click Load file, locate the
\Alifiles\Labs\10\az-500-10_DB.json file and click Open.

4. Ensure the correct Resource Group is selected.

Set the Admin Password to the same password you used for the previous

step.
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O A MicrosoftTemplate-2025113002" X =+ setting up Always Encrypted)
tps:// [#view/ te /DeploymentDetailsB! /~/overview/id/%2F: ti.. B ©
& O @ nttps//portalazure.com/#view/HubsExtension/DeploymentDetailsBlade/~/overview/id, subscripti (5] ) Instructions Resources @ 0
= TS WU USRIV IS UIGUS, UITUN UG
P Search resources, services, and docs (G+/) O Copilot Build your own template in the editor
option.
Home
. . [] 3. 0n the Edit template blade, click Load file,
Microsoft.Template-20251130021436 | Overview locate the \Allles\Labe\10\az-500- °
Deployment 10_DB.json file and click Open.
il Delete * Redeploy & Download () Refresh [] 4. Ensure the correct Resource Group is
) selected.
Overview O Y d | t . | t
2 Inputs our deployment Is complete . [] 5. set the Admin Password to the same
Deployment name : Microsoft.Template-20251130021436 password you used for the previous step.
Outputs Subscription : AZ-500T00-A CSR 1
Y Template Resource group AB10-lod57173201 Exercise 2: Configure the Key Vault

Start time : 11/30/2025, 2:14:41 AM

Correlation ID : 35ealdef-3490-4fbf-9140-279b6ebf77b7 resource with a keV and a secret

B For all the resources in this lab, we are using
the East (US) region. Verify with your
instructor this is the region to use for your

> Deployment details

Next steps

Go to resource group

- Previous ] [ End —»]

- 1 Hr 17 Min Remaining

I ENG 1315 []

Exercise 2: Configure the Key Vault resource with a key

and a secret

In this exercise, | completed the following tasks:



e Task 1: Create and configure a Key Vault
e Task 2: Add a key to the Key Vault
e Task 3: Add a secret to the Key Vault

Task 1: Create and configure a Key Vault

In this task, you will create an Azure Key Vault resource. You will also configure the Azure
Key Vault permissions.

1. Open the Cloud Shell by clicking the first icon (next to the search bar) at the
top right of the Azure portal. If prompted, select PowerShell and Create
storage.

2. Ensure PowerShell is selected in the drop-down menu in the upper-left
corner of the Cloud Shell pane.

3. Inthe PowerShell session within the Cloud Shell pane, run the following to
create an Azure Key Vault in the resource group AZ500Lab10-lod57171145.
(If you chose another name for this lab's Resource Group out of Task 1, use
that name for this task as well). The Key Vault name must be unique.

Remember the name you have chosen. You will need it throughout this lab.

$kvName = 'az500kv' + $(Get-Random)

$location = (Get-AzResourceGroup -ResourceGroupName

'AZ500Lab10-lod57171145'").Location

New-AzKeyVault -VaultName $kvName -ResourceGroupName 'AZ500Lab10-lod57171145'

-Location $location -DisableRbacAuthorization
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[i] Delete Ea Redeploy ¥ Download ‘,‘ Refresh

Overview .
@ Your deployment is complete
= Inputs
u Deployment name : Microsoft.Template-20251130021436
Outputs Subscription : AZ- 1
) Template Resource group 0-lods
Starttime  : 11/30/2025, 2:14:41 AM
B ~ Correlation ID : 35ealdef-3490-4fbf-9140-279b6ebf77b7
Add or remove favorites by pressing CtrL+Shift+F

& switch to Bash S Restart @ Manage files ™ [§ Newsession ¢ Editor [p web preview 4 Settings (@) Help

PS /home/labuser-57173201>
PS /home/labuser-57173201> $location
PS /home/labuser-57173201>
PS /home/labuser-57173201> New-AzKeyVault

(Get-AzResourceGroup

$kvName

: az500kv2120226065

: AZ500Lab10-10d57173201

: eastus

: /subscriptions/25761271-1ab@-4f3c-8ef1-be9b5ddedeld/resourceGroups/AZY
3201/providers/Microsoft.KeyVault/vaults/az500kv2120226065

: https://az500kv2120226065.vault.azure .net/

: 8eb87abe-8055-4135-b69d-f19c799ec045

Vault Name

Resource Group Name
Location

Resource ID

ENG
us

Key Vault (Implementing Secure Data by
setting up Always Encrypted)

Instructions  Resources
-

$kvName = 'az5@0kv' + $(Get-Random)

$location = (Get-AzResourceGroup -Ri

New-AzKeyVault -VaultName $kvName -

B The output of the last command
will display the vault name and
the vault URL. The vault URI is in
the format
https://(vault_name).vault.azure.net/

[] 4. Close the Cloud Shell pane.

[] 5. Inthe Azure portal, in the Search
resources, services, and docs text box at
the top of the Azure portal page, type

|EsEE———
) {

Previous End b ]

1 Hr 14 Min Remaining

z ) P ENG 1318 []

The output of the last command will display the vault name and the vault

URI. The vault URI is in the format https://(vault_name).vault.azure.net/

Close the Cloud Shell pane.

In the Azure portal, in the Search resources, services, and docs text box at

the top of the Azure portal page, type Resource groups and press the Enter

key.

On the Resource groups blade, in the list of resource group, click the

AZ500Lab10-10d57171145 (or other name you chose earlier for the

resource group) entry.
created Key Vault.
then click + Create.

10.

all others with their default values):

On the Resource Group blade, click the entry representing the newly

On the Key Vault blade, in the Overview section, click Access Policies and

On the Create an access policy blade, specify the following settings (leave



Setting Value

Configure from template Key, Secret, & Certificate
(optional) Management
Key permissions click Select all resulting in total of

9 selected permissions

Key click Sign resulting in total of 1
permissions/Cryptographic selected permissions

Operations

Secret permissions click Select all resulting in total of

7 selected permissions

Certification permissions click Select all resulting in total of

15 selected permissions

Select principal On the Principal blade, select

your user account, and click Next

Application (optional) click Next

Review + create click Create

11. The previous Review + create operation returns to the Access policies page
that lists Application, Email, Key Permissions, Secret Permissions, and

Certificate Permissions.

10
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- Create %23 Manage view [il Delete resource group () Refresh *** {= Group by none Instructions  Resources @ 0
Essentials SON View will display the vault name and
) o the vault URI. The vault URI is in
Resources Recommendations the format
JAM) _— https://(vault_name).vault.azure.net/
Y Filter for any field Type equals all Location equals all > + Add filter
4. Close the Cloud Shell pane. []
zer [\ Name 1 Type Location a
7 [] 5. Inthe Azure portal, in the Search
] Network Interface East US resources, services, and docs text box at
the top of the Azure portal page, type
[\ Network security group East US . P P page, typ
Resource groups and press the Enter key.
nt \7‘ Public IP address East US . .
— D 6. On the Resource groups blade, in the list of

Virtual machine East US resource group, click the AZ500Lab10-
10d57173201 (or other name you chose

A Virtual network EastUs earlier for the resource group) entry.
Key |
UJ L = '] 7. 0n the Resource Group blade, click the
[l Storage account South Africa North entry representing the newly created Key
- 5 Vault.
] @ vdtéxyscfnzs/medical) *++ SQL database East US
— |
[[] & sqlserverjvdtéxyscfnzs -+ sQLserver East US
— — +  Previous ] [ End - ]
Jm - ENG a 2:20 AM
L L] Q - g L > | us ) 11/30/2025 |  cmmm— 1 Hr 12 Min Remaining
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< G (O https//portal.azure.com/#@cloudslice.onmicrosoft.com/resource/subscriptions/25761271-1ab0-4f3c-.. B & {7
P Search resources, services, and docs (G+/) l O Copilot - Instructions - Resources e
—_— g
Certification permissions total of 15
Home > Resource Manager | Resource groups > AZS500LAB10-lod571 selected
L. permissions
v— az500kv2120226065 | Access policies onthe
v
Key vault Principal
. - blade, select
create () Refresh Select principal your user
account,and @
Overview click
Access policies enable you to have fine grained control over access to vault items. Learn more ick Next
B Activity log Application (optional) click Next
R, Access control (AM) / Permissions : All X Type: All X . Review + create click Create
¢ Tags Showing 1 to 1 of 1 records.
) ] name * Email * Key Permissions Secret Per, B The previous Review + create
X Diagnose and solve problems operation returns to the Access
V' USER i N
Access policies policies page that lists
. [ Labuser-57173201 LabUser-57173201@clou... Get, List, Update, Create, .. Get, List, S Application, Email, Key
«i» Resource visualizer Permissions, Secret Permissions,
and Certificate Permissions.
Events
> Objects
> Settings
+  Previous ] [ End - ]
> Monitoring
Automation - 1 Hr 9 Min Remaining

ENG 1323 []

&

Task 2: Add a key to Key Vault

In this task, you will add a key to the Key Vault and view information about the key.

11



1. In the Azure portal, open a PowerShell session in the Cloud Shell pane.

2. Ensure PowerShell is selected in the upper-left drop-down menu of the
Cloud Shell pane.

3. Inthe PowerShell session within the Cloud Shell pane, run the following to
add a software-protected key to the Key Vault:

powershellTypeCopy

$kv = Get-AzKeyVault -ResourceGroupName 'AZ500Lab10-lod57171145'

'Software'

The name of the key is MyLabKey

4. In the PowerShell session within the Cloud Shell pane, run the following to

verify the key was created:

-VaultName $kv.VaultName

12



m Key Vault (Implementing Secure Data by setting up Always Encrypted) - Google Chrome

25 labclient.labondemand.com/LabClient/a98ad28d-fd57-4906-8ed7-1067fe62a084
X2 a
v— az>UUKkv
v

Key vault

Key Vault (Implementing Secure Data by X

A
ccess policies  # setting up Always Encrypted)

Instructions  Resources [

Create ‘1,‘ Refresh

»

‘MyLabKey' -Destination 'Software’
Overview

Access policies enable you to have fine grained control over access to vault items. Learn more
B Activity log

N Search Permissions : All < Type : All X

QA control (IAM) i

R Access control ( B The name of the key is MyLabKey
Showing 1 to 1 of 1 records.

€ Tags

- D Name T Email T Key Permissions Secret Pe|
¥ Diaannse and solve nroblems
Add or remove favorites by pressing CtrL+

["] 4.Inthe PowerShell session within the Cloud o
4 Shell pane, run the following to verify the
key was created:

2 switch to Bash C' Restart @ Managefiles > [§ Newsession ¢ Editor [b Web preview €32 Settings (@ Help ™

powershell @ Type I Copy

MO Azure Cloud Shell now includes Predictive IntelliSense! Learn more: https://aka.ms/CloudShell/Intelli!
Get-AZKeyVaultKey -VaultName $kv.Va

VERBOSE: Authenticating to Azure ...
VERBOSE: Building your Azure drive ...
PS /home/labuser-57173201> Get-AzKeyVault D 5. In the PowerShell session within the Cloud

PS /home/labuser-57173201> Shell pane, run the following to display the
PS /home/labuser-57173201> y Add-AZKeyVaultKey .VaultName key identifier:
PS /home/labuser-57173201> Get-AZKeyVaultKey VaultName

P

Vault/HSM Name : az500kv2120226065
: MylabKey [0— Previous ] [ End —o]

a— 1 Hr 7 Min Remaining

&> ENG 1325 [ ]

5. In the PowerShell session within the Cloud Shell pane, run the following to
display the key identifier:

13
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Search = Create () Refresh Instructions Resources

a
' Access policies enable you to have fine grained control over access to vault items. Learn more

Overview

powershell & Type I Copy

B Activity log
o Search Permissions : All  * Type : All
R Access control (IAM) Get-AZKeyVaultKey -VaultName $kv.Va!

¢ Tags Showing 1 to 1 of 1 records.

o [ Name Email T Key Permissions Secret Pef ’

“ on.mm?:m :m,_,g nryp}h\a‘nm ) [] 5.Inthe PowerShell session within the Cloud ol
! ‘ Shell pane, run the following to display the

key identifier:

2 switch to Bash C Restart G Manage files ™ [§ Newsession ¢ Editor [p web preview £33 Settings (@) Help

: https://az500kv2120226065. vault . azure . net : 443 /keys /Myl abKey powershell & Type 0 Copy

: True

$key.key. kid

Not Before

Created : 11/30/2025 10:24:49 AM
Updated : 11/30/2025 10:24:49 AM
Recovery Level : Recoverable+Purgeable
Tags H

[] 6. Minimize the Cloud Shell pane.

[[] 7. Backin the Azure portal, on the Key Vault
blade, in the Objects section, click Keys.

PS /home/labuser-57173201> $key.key.kid . e wea .
https: //az500kv2120226065 . vault . azure. net/keys /Myl abKey/d5487fa4a996490d89882c3f51d@ee7a “
PS /home/labuser-57173201> [

[ - Previous ] [ End b ]

- w ENG|
i= -c_r'E: Us ] e

1 Hr 7 Min Remaining

AL ENG 1325 [ ]

Minimize the Cloud Shell pane.
Back in the Azure portal, on the Key Vault blade, in the Objects section, click
Keys.

8. Inthe list of keys, click the MyLabKey entry and then, on the MyLabKey
blade, click the entry representing the current version of the key.
Examine the information about the key you created.
You can reference any key by using the key identifier. To get the most current
version, reference https://(key_vault_name).vault.azure.net/keys/MyLabKey or get

the specific version with: https://.vault.azure.net/keys/MyLabKey/(key_version)

14
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¥ Download public key
11/30/2025, 2:24:49 AM powershell

Updated

11/30/2025, 2:24:49 AM $key.key. kid

Key Identifier
https://az500kv2120226065.vault.azure.net/keys/MyLabKey/d5487fa... D

[] 6. Minimize the Cloud Shell pane.

[] 7. Backin the Azure portal, on the Key Vault [ ]
Settings blade, in the Objects section, click Keys.
2 switch to Bash C' Restart G Managefiles v [§ Newsession ¢ Editor [b Web preview €32 Settings @ el ~ M) [] 8. Inthe tist of keys, click the MyLabKey entry

and then, on the MyLabKey blade, click the
entry representing the current version of
the key.

: https://az500kv2120226065 . vault . azure.net:443/keys/MylLabKey

Not Before

Created : 11/30/2025 10:24:49 AM
Updated : 11/30/2025 10:24:49 AM
Recovery Level : Recoverable+Purgeable

Tags : I ‘

PS /home/labuser-57173201> $key.key.kid

B Examine the information about
the key you created.

https: //az500kv2120226065 . vault . azure. net/keys/Myl abKey/d5487fa4a996490d89882c3f51d0ee7a Previ ] [ End _']
PS /home/labuser-57173201> [] revious n
a— 1Hr 6 Min Remaining
o W &> ENG 1326 [ ]

- I noted that the Key Identifier in powershell and Azure portal were the same.

- lalso noted that the keys created were RSA encryption keys.

Task 3: Add a Secret to Key Vault

Secrets in Azure Key Vault are any sensitive pieces of data, such as passwords, API keys,
and connection strings, that are stored securely. Storing secrets in Key Vault removes the
need to hardcode them in applications, which enhances security by centralizing credential

management and reducing the risk of them being exposed in code.

1. Switch back to the Cloud Shell pane.

2. Inthe PowerShell session within the Cloud Shell pane, run the following to

create a variable with a secure string value:

15
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$secretvalue = ConvertTo-SecureString 'Pa55w.rd1234' -AsPlainText -Force

3. Inthe PowerShell session within the Cloud Shell pane, run the following to

add the secret to the vault:

powershellTypeCopy

$secret = Set-AZKeyVaultSecret -VaultName $kv.VaultName -Name 'SQLPassword'

-SecretValue $secretvalue

The name of the secret is SQLPassword.

4. In the PowerShell session within the Cloud Shell pane, run the following to

verify the secret was created.

Get-AZKeyVaultSecret -VaultName $kv.VaultName
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2 8 @ A Poor Connection

d5487fa4a996490d89882c3f51d0ee7a =
L Download public key

Properties
Key type
RSA

RSA key size
2048

& switch to Bash S Restart @ Manage files ™ [ Newsession ¢ Editor [ web preview

Vault Name : az500kv2120226065
: SQLPassword

: https://az500kv2120226065.vault.azure.net:443/secrets/SQLPassword
: True

Not Before

Created : 11/30/2025 10:28:07 AM
Updated : 11/30/2025 10:28:07 AM
Content Type :

Tags 2

PS /home/labuser-57173201> ||

5. Minimize the Cloud Shell pane.

¢ Settings

7) Help ™

Key Vault (Implementing Secure Data by X
setting up Always Encrypted)

Instructions  Resources

B The name of the secret is
SQLPassword.

[] 4. Inthe PowerShell session within the Cloud
Shell pane, run the following to verify the
secret was created.

. powershell & Type I Copy

Get-AZKeyVaultSecret -VaultName $kv|

D 5. Minimize the Cloud Shell pane.

[] 6. Inthe Azure portal, navigate back to the
Key Vault blade, in the Objects section,
click Secrets.

[ - Previous ] [ End b ]

c—— 1 Hr 4 Min Remaining
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6. Inthe Azure portal, navigate back to the Key Vault blade, in the Objects

section, click Secrets.

7. Inthe list of secrets, click the SQLPassword entry and then, on the

SQLPassword blade, click the entry representing the current version of the

secret.

Examine the information about the secret you created.

To get the most current version of a secret, reference

https.//<key vault name>.vault.azure.net/secrets/<secret name>fge:]

specific version, reference

https://<key vault name>.vault.azure.net/secrets/<secret name>/<secret versio

17




m Key Vault (Implementing Secure Data by setting up Always Encrypted) - Google Chrome

25 labclient.labondemand.com/LabClient/a98ad28d-fd57-4906-8ed7-1067fe62a084

~
@2 g

Key Vault (Implementing Secure Data by
setting up Always Encrypted)

Instructions  Resources [

71 a9078126e60b46e2869cb76118a83bb3 =

powershell @ Type I Copy

Get- eyVaultSecret -VaultName $kv|

Set expiration date ©

O 5. Minimize the Cloud Shell pane.
Enabled
et 6. In the Azure portal, navigate back to the
M Key Vault blade, in the Objects section, o
Tags . click Secrets.
0 tags ] 7.Inthelist of secrets, click the
SQLPassword entry and then, on the
Secret SQLPassword blade, click the entry
Content type (optional) representing the current version of the
secret.

B Examine the information about
the secret you created.

Secret value

- Previous ] [ End —»]

a— 1 Hr 2 Min Remaining
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- The secret ‘'SQLPassword’ can be seen with its secret value ‘Pa55w.rd1234’' in Azure

Key Vault
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e a
Key Vault (Implementing Secure Data by
[ A 29078126e60b46e2869cb76118: X setting up Always Encrypted)

& C O ntips//portal.azure.com/#@cloudslice.onmicrosoft.com/asset/Microsoft_Azure_KeyVault/Secret/https:/.. B () ) Instructions Resources 0 B

P Search resources, services, and docs (G+/) l D Copilot -

powershell @ Type I Copy

Home 0

[l a9078126e60b46e

Get-AZKeyVaultSecret -VaultName $kv

5. Minimize the Cloud Shell pane.

R 6. In the Azure portal, navigate back to the

11/30/2025, 2:28:07 AM Key Vault blade, in the Objects section, [ ]
click Secrets.

Updated .

11/30/2025, 2:28:07 AM []  7.Inthelist of secrets, click the

SQLPassword entry and then, on the

- SQLPassword blade, click the entry
https://az500kv2120226065.vault.azure.net/secrets/SQLPassword/a... D representing the current version of the

Secret Identifier

secret.
Settings

2 switch to Bash C Restart G Manage files ~ [§ Newsession ¢ Editor Web preview 8% Settings @ Help ™ B Examine the information about

Vault Name 1 az500kv2120226065 the secret you created.

Name : SQLPassword
Version :

Id : https://az500kv2120226065 . vault.azure.net:443/secrets/SQLPassword -

Enabled : True +  Previous ] [ End —']
Expires :

Not Before : a— 1 Hr 1 Min Remaining

&

ENG 1331 [ ]
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Exercise 3: Configure an Azure SQL database and a

data-driven application
In this exercise, | completed the following tasks:

e Task 1: Enable a client application to access the Azure SQL Database service.

e Task 2: Create a policy allowing the application access to the Key Vault.

e Task 3: Retrieve SQL Azure database ADO.NET Connection String

e Task 4: Log on to the Azure VM running Visual Studio 2019 and SQL
Management Studio 19

e Task 5: Create a table in the SQL Database and select data columns for
encryption

Task 1: Enable a client application to access the Azure SQL Database service.

In this task, you will enable a client application to access the Azure SQL Database service.
This will be done by setting up the required authentication and acquiring the Application ID
and Secret that you will need to authenticate your application.

1. Inthe Azure portal, in the Search resources, services, and docs text box at

the top of the Azure portal page, type App Registrations and press the
Enter key.

2. Onthe App Registrations blade, click + New registration.

3. On the Register an application blade, specify the following settings (leave all others
with their default values):

Setting Value
Name sqlApp
Redirect URI Web and
(optional) https://sqlapp
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4. On the Register an application blade, click Register.

Once the registration is completed, the browser will automatically redirect

you to sqlApp blade.

5. Onthe sqlApp blade, identify the value of Application (client) ID.

Record this value. You will need it in the next task.
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i sqlApp #

[i] Delete & Endpoints [ Preview features

Search

| B Overview

A Essentials

Quickstart

#" Integration assistant -

Copied

tion (client) ID

X Diagnose and solve problems
66-c2bd-4d6a-88a7-5e66bd66e5ba 1Y

0 public client

S M
> Manage Obj D ation ID UR

a56c0781-5e59-4066-9696-293672fcf4ds

> Support + Troubleshooting

nant) ID
135-b69d-19c799ec045

@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App
registrations (Legacy)? Leam more

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authent
Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support an
updates but we will no longer provide feature updates. Applications will need to be upgraded to
Authentication Library (MSAL) and Microsoft Graph. Learn more

Key Vault (Implementing Secure Data by
setting up Always Encrypted)

Instructions  Resources Q %
[ | 4. 0n the Register an application blade, click

Register.

B Once the registration is
completed, the browser will
automatically redirect you to
sqlApp blade.

[] 5. 0nthe sqlApp blade, identify the value of

Application (client) ID. 0
B Record this value. You will need it
in the next task.

[] 6. 0nthe sqlApp blade, in the Manage

section, click Certificates & secrets.
[] 7. 0nthe sqlApp | Certificates & secrets

: tn mmtian Alial 4 Kl

[0— Previous ] [ End —»]
CEEE—— 59 Minutes Remaining
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L)

On the sqlApp blade, in the Manage section, click Certificates & secrets.

On the sqlApp | Certificates & secrets blade / Client Secrets section, click

+ New client secret

Setting Value

Descriptio  Key1
n
Expires 12 months

20
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ations > salApp Add a client secret
Certificates & secrets =

Instructions  Resources

Description ‘ Key1 ‘ [ | J
o ? .
A Got feedback? Expires ‘ 365 days (12 months) v ‘ [[] 6. 0nthe sqlApp blade, in the Manage
. section, click Certificates & secrets.
Credentials enable confid [] 7. 0nthe sqlApp | Certificates & secrets
a web addressable locatic blade / Client Secrets section, click + New
nt (instead of a client secret) client secret
‘e problems [] 8.Inthe Add a client secret pane, specify the
following settings:
© Application registra . 9 9 °
roperties Setting Value
n Certificates (0) Clie Description & Keyl
secrets Expires & 12 months
A secret string that the ¢
application password.
ration D 9. Click Add to update the application
ns + New client secret credentials.
Description ["] 10. On the sqlApp | Certificates & secrets
blage identi he valie of Kevl

No client secrets have b

[ - Previous ] [ End b ]

ninistrators
58 Minutes Remaining
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9. Click Add to update the application credentials.

10. On the sqlApp | Certificates & secrets blade, identify the value of Key1.
Record this value. You will need it in the next task.
Make sure to copy the value before you navigate away from the blade. Once

you do, it is no longer possible to retrieve its clear text value.
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ations sqlApp

Certificates & secrets = X Instructions  Resources
| &’ Got feedback? Setting Value
a Description B Keyl
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at * Expires E3 12 months
a web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate
(instead of a client secret) as a credential. . P
nt D 9. Click Add to update the application
credentials.
'e problems
@ Application registration certificates, secrets and federated credentials can be found in the tabs below. [L] 10. 0n the sqlApp | Certificates & secrets
. blade, identify the value of Key1. (]
roperties
2 Certificates (0) Client secrets (1) Federated credentials (0) B Record this value. You will need it
in the next task.
secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.
iration
ns T~ New client secret B Make sure to copy the value
before you navigate away from
Description Expires Value © Copied acret ID the blade. Once you do, it is no
...... ibla tn ratriava ite
Key1 11/30/2026 tcZ8Q~gTMBtPto_gDw...[ D] 21928fff-4f5c-4721-a8.. 0 [d
4+ Previous ] [ End —0]
ninistrators v v
— 58 Minutes Remaining
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Task 2: Create a policy allowing the application access to the Key Vault.

In this task, you will grant the newly registered app permissions to access secrets stored in
the Key Vault.

1. Inthe Azure portal, open a PowerShell session in the Cloud Shell pane.

2. Ensure PowerShell is selected in the upper-left drop-down menu of the
Cloud Shell pane.

3. Inthe PowerShell session within the Cloud Shell pane, run the following to
create a variable storing the Application (client) ID you recorded in the
previous task (replace the (Azure_AD_Application_ID) placeholder with the
value of the Application (client) ID):

powershellTypeCopy

$applicationld = '<Azure_AD_Application_ID>'
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Searct A Got feedback? Instructions  Resources
B overview - § ;
Credentials enable configential 3pplications to identity themselves to the authentication service when
Quickstart ' a web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend| powershell & Type I Copy
vickstal (instead of a client secret) as a credential.
7 Integration assistant $applicationId = '<Azure_AD_Applica
X Diagnose and solve problems J
- @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
v Manage [] 4. Inthe PowerShell session within the Cloud
Add o remove favorites by pressing Ctrl+ShiftsF Shell pane, run the following to create a
N —~ § . variable storing the Key Vault name.
& Switch to Bash Restart (i» Manage files DT New session / Editor [} Web preview 23 Settings (2) Help ™

Name : SQLPassword

Version

Id : https://az500kv2120226065 . vault.azure.net:443/secrets/SQLPas sword
Enabled True

Expires

Not Before

& Type I Copy 0

$kvName = (Get-AzKeyVault -Resource

$kvName

11/30/2025 10 07 AM
11/30/2025 10:28:07 AM
Content Type
Tags H

P

[] 5. Inthe PowerShell session within the Cloud
Shell pane, run the following to grant
permissions on the Key Vault to the

PS /home/labuser-57173201> $.

PS /home/labuser-57173201>

[ - Previous ] [ End b ]

ENG|
us aE— 55 Minutes Remaining
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4. In the PowerShell session within the Cloud Shell pane, run the following to

create a variable storing the Key Vault name.

ypeCopy

$kvName = (Get-AzKeyVault -Resource Lab10-lod571711

5. In the PowerShell session within the Cloud Shell pane, run the following to

grant permissions on the Key Vault to the application you registered in the

previous task:
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Set-AZKeyVaultAccessPolic

-VaultName $kvName -ResourceGroupName
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2 8 @ A Poor Connection

Search
B overview
Quickstart
7 Integration assistant

X Diagnose and solve problems

v
Vv Manage
Add or remove fa

vorites by pressing Ctrl +Shift+F

2 switch to Bash ¢ Restart

—7 Got feedback?

Credentials enable configential applications 1o Identity themselves to the autnentication service when
web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend
(instead of a client secret) as a credential.

av

G Manage files ™

© Application registration certificates, secrets and federated credentials can be found in the tabs below.

[ Newsession ¢ Editor [b web preview 32 Settings 7) Help ™

Key Vault (Implementing Secure Data by
setting up Always Encrypted)

Instructions Resources

D 5. In the PowerShell session within the Cloud
Shell pane, run the following to grant
permissions on the Key Vault to the
application you registered in the previous
task:

powershell @ Type |0 Copy

Created : 11/30/2025 10:28:07 AM
Updated : 11/30/2025 10:28:07 AM
Content Type :
Tags ]

Set-AZKeyVaultAccessPolicy -VaultNal ﬂ

[] 6. Close the Cloud Shell pane.
PS /home/labuser-57173201> $applicationId

PS /home/labuser-57173201> $kvName (Get-AzKeyVault
PS /home/labuser-57173201>

PS /home/labuser-57173201> $kvName

az500kv2120226065

PS /home/labuser-57173201> Set-AZKeyVaultAccessPolicy
I $applicationId get,wrapKey, unwrapKey, sign,verify,list

IRE] | Task 3: Retrieve SQL Azure database

ADO.NET Connection String

The ARM-template deployment in Exercise 1

J

AZ500Lab10-1od5

$kvName

- Previous End b ]
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54 Minutes Remaining

z ) P ENG 1338 [ ]

6. Close the Cloud Shell pane.

Task 3: Retrieve SQL Azure database ADO.NET Connection String

The ARM-template deployment in Exercise 1 provisioned an Azure SQL Server instance and
an Azure SQL database named medical . You will update the empty database resource
with a new table structure and select data columns for encryption

1. In the Azure portal, in the Search resources, services, and docs text box at
the top of the Azure portal page, type SQL databases and press the Enter
key.

2. Inthe list of SQL databases, click the medical() entry.

On the SQL database blade, in the Settings section, click Connection

strings.
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The interface includes connection strings for ADO.NET, JDBC, ODBC, PHP,
and Go.

4. Record the ADO.NET (SQL authentication) connection string. You will need
it later.
When you use the connection string, make sure to replace the
placeholder with the password that you configured with
the deployment in Exercise 1.
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a ADO.NET JDBC ODBC PHP Go

3. On the SQL database blade, in the Settings

2 probl
problems ADO.NET (Microsoft Entra passwordless authentication) section, click Connection strings.
ew) . . .
icrosoft.Da IClient Quickstart
Fabric Entity uickstart B The interface includes connection
strings for ADO.NET, JDBC,
Server=tcp:sglserverjvdtéxyScfnzs.database.windows.net,1433;Initial ODBC. PHP. and Go
Catalog=medical;Encrypt=True;TrustServerCertificate=False;Connection Timeout=30;Authentication="Active ' ! :
Directory Default";
[[] 4. Record the ADO.NET (SQL authentication)
rage o . connection string. You will need it later.
rings
ADONET (sQL authentication) B When you use the connection °
string, make sure to replace the
Server=tcp:sqlserverjvdtéxyScfnzs.database.windows.net, 1433;Initial Catalog=medical;Persist Security Info=False;User
ID=Student;Password= [=] {your_password}
{your_password};MultipleActiveResultSets=False;Encrypt=True; TrustServerCertificate=False;Connection Timeout=30; placeholder with the password
that you configured with the
deployment in Exercise 1.
Download ADO.NET driver for SQL server &7 S
v
ssing Cerleshiftsf [ +  Previous ] [ End - ]
am - i ENG 241 AM
Fl ] Q - e ‘ E u = us LF % 11/30/2025 COEEEE— 51 Minutes Remaining
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Task 4: Log on to the Azure VM running Visual Studio 2019 and SQL

Management Studio 19

In this task, you log on to the Azure VM, which deployment you initiated in Exercise 1. This
Azure VM hosts Visual Studio 2019 and SQL Server Management Studio 19.

1. Inthe Azure portal, in the Search resources, services, and docs text box at

the top of the Azure portal page, type virtual machines and press the

Enter key.
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2. Inthe list of Virtual Machines shown, select the az500-10-vm1 entry. On the
az500-10-vm1 blade, on the Essentials pane, take note of the Public IP

address. You will use this later.
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- @ / 1 v .
Search & Help me copy this VM in any region Instructions Resources @ 0
2 Overview a & Connect C' Restart [ stop > Move [ Delete () of the Azure resource group "AZ500Lab710-

10d57173201" (or other name you chose)

i Activity log and selecting Deployments from the
X Settings pane.

2 Access control (IAM) A Essentials

P Tags [] 1.Inthe Azure portal, in the Search

resources, services, and docs text box at

7~

Diagnose and solve problems o

= olze the top of the Azure portal page, type

!, Resource visualizer Running virtual machines and press the Enter key.
Location

» Connect East US . []  2.Inthelist of Virtual Machines shown, select

> Networking Subscription (move the az500-10-vm1 entry. On the az500-10-

vmi1 blade, on the Essentials pane, take °
» Settings von I note of the Public IP address. You will use
scription ID .
> Availability + scale 25761271-1ab0-4f3c-8ef1-bedbSddede1d this later.
> Security Task 5: Create a table in the SQL

> Backup + disaster recovery Database and select data columns for

encryption
> Operations yp
> Monitoring . |
Tags (edit)
dd or remove favorites by pressing Ctrl+Shift+F e [ -~ Previous ] [ End - ]
am - w ENG [
m Q - e n > | u = us = CE— 50 Minutes Remaining
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Task 5: Create a table in the SQL Database and select data columns for

encryption

In this task, you will connect to the SQL Database with SQL Server Management Studio and
create a table. You will then encrypt two data columns using an autogenerated key from
the Azure Key Vault.

1. Inthe Azure portal, navigate to the blade of the medical SQL database, in
the Essentials section, identify the Server name (copy to clipboard), and
then, in the toolbar, click Set server firewall.

Record the server name. You will need the server name later in this task.

2. Onthe Firewall settings blade, scroll down to Rule Name, click + Add a

firewall rule, and specify the following settings:
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Setting Value

Rule Allow Mgmt VM

Name

Start IP the Public IP Address of the
az500-10-vm1

End IP the Public IP Address of the
az500-10-vm1
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h =+ Add a virtual network rule Instructions  Resources
a T TOUTwar, LItk OTL ST Vel ITewdll.
view
ity lo Rule Virtual netw... Subnet Address r...  Endpointsta..  Resource gro..  Subscr|
nity log B Record the server name. You will
155 control (IAM) L\O virtual network rules found. need the server name later in this
task.
Firewall rules
k start Allow certain public internet IP addresses to access your resource. Learn more? D 2. On the Firewall settings blade, scroll down
to Rule Name, click + Add a firewall rule,
Inose and solve problems if f N .
—T= Add your client IPv4 address (185.254.59.127) —+ Add a firewall rule and specify the following settings:
wurce visualizer .
Setting Value
ngs
AA e rule Rule
| management Add a firewall rule Name & Allow Mgmt VM °
ity Rule name Start 1P End IP I Start IP the Public IP Address of the
_ Allow Mgmt VM 521864822 52.186.48.22 2500-10-vm1
Networking N
the Public IP Address of the
End IP
Microsoft Defender for “ Cancel az500-10-vm1
Cloud
[] 3. cClick Save to save the change and close
rption (———
encryption v
ove favorites by pressing CtrlsShiftsF [ - Previous ] [ End - ]
am - = S
| ] Q - g ‘ .| u = us & % S 46 Minutes Remaining
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3. Click Save to save the change and close the confirmation pane.
This modifies the server firewall settings, allowing connections to the
medical database from the Azure VM's public IP address you deployed in
this lab.

4. Navigate back to the az500-10-vm1 blade, click Overview, next click

Connect and, in the drop down menu, click Connect.
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5. Download the RDP file and use it to connect to the az500-10-vm1 Azure VM via

Remote Desktop. When prompted to authenticate, provide the following credentials:

Setting Value

Usernam  Student

e

Passwor  Please use your personal password created in Lab 02 >
d Exercise 1 > Task 1 > Step 9.

6. Wait for the Remote Desktop session and Server Manager to load. Close
Server Manager.
The remaining steps in this lab are performed within the Remote Desktop

session to the az500-10-vm1 Azure VM.

Key Vault (Implementing Secure Data by X
setting up Always Encrypted) End

T Server Manager Instructions  Resources Q %

~—COMNEcT 10 TNe azsUU=1U=VIMT AZUTE VIVI

“«“ Dashboard - @ | [' Manage  Tools  View Help via Remote Desktop. When prompted to
authenticate, provide the following

credentials:
I8 Dashboard WELCOME TO SERVER MANAGER

= 3 Setting Value
0 Local Server

Username B3 Student

0 Configure this local server & Please use your
personal password

Password created in Lab 02 >
Exercise 1> Task 1>
Step 9.

i Al Servers

¥R File and Storage Services P

WHAT'S NEW L Create A <arver aralin B Wait for the Remote Desktop
- R session and Server Manager to
load. Close Server Manager.

LEARN MORE
B The remaining steps in this lab

are performed within the Remote
ROLES AND SERVER GROUPS Desktop session to the az500-10-
Roles: 1 | Servergroups:1 | Servers total: 1 vm1 Azure VM.

= File and Storage -
L} ! . 9 1 B Local Server 1 _
Services

+  Previous ] [ End -

aEEE—— 43 Minutes Remaining
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7. Install
https://learn.microsoft.com/en-us/sqgl/ssms/download-sql-server-managem
ent-studio-ssms?preserve-view=true&view=sql-server-2017 on
az500-10-vm1. Azure VM.

Open SQL Server Management Studio.

In the Connect to Server dialog box, specify the following settings:

Setting Value
Server Type Database Engine
Server Name the server name you identified earlier in this
task
Authentication SQL Server Authentication
Username Student
Password Please use your personal password created in

Lab 02 > Exercise 2 > Task 1 > Step 3.

10. In the Connect to Server dialog box, click Connect.

11. Within the SQL Server Management Studio console, in the Object
Explorer pane, expand the Databases folder.

12.In the Object Explorer pane, right-click the medical database and click
New Query.
The medical database can be found in the menu.

13. Paste the following code into the query window and click Execute. This will

create a Patients table.

sqlTypeCopy
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[BirthDate] [date] NOT NULL

PRIMARY KEY CLUSTERED ([Patientld] ASC) ON [PRIMARY1]);



File Edit View Query Git Project Tools Extensions Window Help Q Search v %Signin - X

o~ BANewQuey B 9 v M Bg & v || ADMIN

b Execute v &3 3"’5’33@ EEED k
X

Object Explorer v *

“F  medical v

SQLQuery.s...tudent O1)* £ X |

- @

Connect v ¥ ¥ C 4 [FirstName] [nvarchar](50) NULLES
[LastName] [nvarchar] 5{7 »
[MiddleName] [nvarchar]
[StreetAddress] [m
[City] [nvarch:

[ZipCode]

= (3 sqlserverjvdtbxyScfnzs.database.windows.net (SQL Serve,
Databases
@ Wil System Databases
® @ medical

DLJE=y [State]
1 [ei
12 PF

O
00% v

© No issues found Ln:12,Ch: 98 SPC CRLF Wind

B Messages
Commands completed successfully.

Completion time: 2025-11-30T11:04:56.5666775+00:00 <I>

Key Vault (Implementing Secure Data by X
setting up Always Encrypted) End
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medical database and click New Query.

@ The medical database can be
found in the menu.

12. Paste the following code into the query
window and click Execute. This will create
a Patients table.

sql & Type I Copy

CREATE TABLE [dbo].[Patients](
[PatientId] [int] IDENTITY(1,1),
[SSN] [char](11) NOT NULL,
[FirstName] [nvarchar](5€) NULL,
[LastName] [nvarchar](5©) NULL,
[MiddleName] [nvarchar](5@) NULL
[SstreetAddress] [nvarchar](58) N
[City] [nvarchar](58) NULL,

[zipCode] [char](5) NULL,

[state] [char](2) NULL,

[BirthDate] [date] NOT NULL
PRIMARY KEY CLUSTERED ([PatientId]

0% v @ No issues found Ln:4,Ch:1 TABS MIXED UTF

hlserverjvdtbxyScfnzs.data... ' Student (91)  medical | 00:00:00 Row: 0, Col: 0

[ Ready Q
11:04 AM ] [

A B x4 /3072005 8 4+ Previous End -

O 27 Minutes Remaining

14. After the table is created successfully, in the Object Explorer pane, expand
the medical database node, the tables node, right-click the dbo.Patients node,
and click Encrypt Columns.

This will initiate the Always Encrypted wizard.

14. On the Introduction page, click Next.

15. On the Column Selection page, select the SSN and Birthdate columns, set
the Encryption Type of the SSN column to Deterministic and of the
Birthdate column to Randomized, and click Next.

- Deterministic Encryption: Always produces the same encrypted value for a given
plaintext value. This means if you encrypt "ABC" twice, the resulting ciphertext will
be identical each time.

- Randomized Encryption: Generates a different encrypted value for the same
plaintext value each time it's encrypted. This is achieved by using a randomly

generated Initialization Vector (IV) for each encryption operation.
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& Always Encrypted

| _ | Column Selection

Introduction

Enable Secure Enclaves

Column Selection [seo

CEK_Auto1 (New)

Column Assessment

Master Key Configuration [J Apply the same encryption type to all checked columns:  Randomized

Encryption Type &

In-Place Encryption Settings

Encryption Key '

Name Encryption Type
Patientld
SSN Deterministic

Encryption Key

Run Settings

Summary

~ CEK_Autol (New)

FirstName

LastName

MiddleName

StreetAddr...

City

ZipCode

State

BirthDate Randomized

Results

[JOO0o0OoooogOo

Ml CEK_Autol (New)

<Provos Cancel

11:07 AM

A
B ds 11/30/2025 R
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D 13. After the table is created successfully, in
the Object Explorer pane, expand the
medical database node, the tables node,
right-click the dbo.Patients node, and click
Encrypt Columns.

B This will initiate the Always
Encrypted wizard.

D 14. On the Introduction page, click Next.

D 15. On the Column Selection page, select the
SSN and Birthdate columns, set the
Encryption Type of the SSN column to
Deterministic and of the Birthdate column
to Randomized, and click Next.

B While performing the encryption if
any error thrown like Exception

has been thrown by the target of

an invocation related to
Rotary(Microsoft.SQLServer.Managen
then make sure the Key

o inliinn Af Dababian

]

nent.

4+ Previous ] [ End

-

O 25 Minutes Remail

While performing the encryption if any error thrown like Exception has been thrown

by the target of an invocation related to

Rotary(Microsoft.SQLServer.Management.ServiceManagement) then make sure

the Key Permission's values of Rotation Policy Operations are unchecked, if not in

the Azure portal navigate to the Key Vault >> Access Policies >> Key Permissions >>

Uncheck all the values under the Rotation Policy Operations >> Under Privileged

Key Operations >> Uncheck Release.

16. On the Master Key Configuration page, select Azure Key Vault, click Sign

in, when prompted, authenticate by using the same user account you used

to provision the Azure Key Vault instance earlier in this lab, ensure that that

Key Vault appears in the Select an Azure Key Vault drop down list, and

click Next.
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& Always Encrypted

[ b I Master Key Configuration

Introduction

any error thrown like Exception
has been thrown by the target of
an invocation related to
Rotary(Microsoft.SQLServer.Management.
then make sure the Key
Permission's values of Rotation
Policy Operations are unchecked,
if not in the Azure portal navigate
to the Key Vault >> Access
Policies >> Key Permissions >>
Uncheck all the values under the
Rotation Policy Operations >>
Under Privileged Key Operations
>> Uncheck Release.

Enable Secure Enclaves X .
To generate a new column encryption key, select a column master key to protect it.
Column Selection Select column master key:

Column Assessment Auto generate column master key v

s Select the key store provider: Azure Key Vault o

B oErCnR e You are not signed in to Microsoft Azure || Change User

Run Settings

Summary Select the tenant to use:

Results ["] 16. On the Master Key Configuration page,
select Azure Key Vault, click Sign in, when
prompted, authenticate by using the same
user account you used to provision the
Azure Key Vault instance earlier in this lab, [ ]
ensure that that Key Vault appears in the
Select an Azure Key Vault drop down list,
and click Next.

Select the subscription to use:

On the Run Settings page, click Next.

< Previous

) 11:09 AM -
A s 1 aoons B [4— Previous ] [ End -

O 23 Minutes Remaining

17. On the Run Settings page, click Next.

18. On the Summary page, click Finish to proceed with the encryption. When
prompted, sign in again by using the same user account you used to

provision the Azure Key Vault instance earlier in this lab.
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& Always Encrypted -

| - | Summary

Introduction © Help

16. On the Master Key Configuration page,
select Azure Key Vault, click Sign in, when
prompted, authenticate by using the same
user account you used to provision the
Azure Key Vault instance earlier in this lab,
ensure that that Key Vault appears in the
Select an Azure Key Vault drop down list,
and click Next.

Enable Secure Enclaves
Verify the choices made in this wizard.

Column Selection o o ) )
Click Finish to perform the operations with the following settings:

Column Assessment

Encryption approach: Offline ~
Master Key Configuration - Create new master key
New master key name: CMK_Auto1
New master key in Azure Key Vault: 'az500kv2120226065'
Run Settings Enclave computations: Disallowed
=- Create new encryption key
New encryption key: CEK_Autol
Results =- Encrypt column SSN
Table name: Patients

D 17. On the Run Settings page, click Next.

In-Place Encryption Settings ["] 18. On the Summary page, click Finish to

proceed with the encryption. When
prompted, sign in again by using the same
user account you used to provision the
Azure Key Vault instance earlier in this lab.

Summary

Encryption key name: CEK_Autol
Encryption type: Deterministic
Operation mode: Client-side

=- Encrypt column BirthDate
Table name: Patients

D 19. Once the encryption process is complete,
on the Results page, click Close.

[] 20. In the SQL Server Management Studio [ ]
console, in the Object Explorer pane, under
the medical node, expand the Security and
Always Encrypted Keys subnodes.

Encryption key name: CEK_Autol
Encryption type: Randomized

< Previous Cancel

11:16 AM :
A % 473072005 S +  Previous ] [

End -

N 16 Minutes Remaining

19. Once the encryption process is complete, on the Results page, click Close.
20. In the SQL Server Management Studio console, in the Object Explorer
pane, under the medical node, expand the Security and Always
Encrypted Keys subnodes.
The Always Encrypted Keys subnode contains the Column Master Keys
and Column Encryption Keys subfolders.
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_+ SQLQueryl.sql - sqlserverjdt database.wind
File Edit View Project Tools Window Help
B oo~ B BNewauey 35 Q& & )

Execute

Object Explorer

Connect~ ¥ ¥

net.medical (Student (78)... Quick Launch (Ctrl+Q Pla &

Views
External Resources
Synonyms
Programmability
Query Store
Extended Events
XEvent Profiler
Storage
Security
Users
Roles
Schemas
Asymmetric Keys
Certificates
Symmetric Keys
Always Encrypted Keys
% 1 Column Master Keys
& 1 Column Encryption Keys
Security Policies

char](5@) NULL,
varchar](58) |
me] [nvarchar](5@) NULL,
etAddress] [nvarchar](5@) |
City] [nvarchar](58) NULL
[ZipCode] [char](5) NULL,
[State] [char](2) N

100% ~ 4

B Messages
Msg 2714, Level 16, State 6, Line 1
Thy

100% ~ 4

1 Query com... @ sqlserverjvdtfxyScfnzs.data...

[BirthDate] [date] NOT NULL

e is already an object named 'DPatients’

in the database

Completion time: 2025-11-30T11:21:16.0175538+00:00

»
Student (78)  medical = 00:00:00 =0 rows

11:25 AM
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7 1.

] 20.

Resources

On the Summary page, click Finish to
proceed with the encryption. When
prompted, sign in again by using the same
user account you used to provision the
Azure Key Vault instance earlier in this lab.

Once the encryption process is complete,
on the Results page, click Close.

In the SQL Server Management Studio
console, in the Object Explorer pane, under
the medical node, expand the Security and
Always Encrypted Keys subnodes.

B The Always Encrypted Keys
subnode contains the Column
Master Keys and Column
Encryption Keys subfolders.

Exercise 4: Demonstrate the use of
Azure Key Vault in encrypting the

Previous End

Exercise 4: Demonstrate the use of Azure Key Vault in

encrypting the Azure SQL database

In this exercise, | completed the following tasks:

e Task 1: Install Visual Studio 2022

e Task 2: Run a data-driven application to demonstrate the use of Azure Key Vault

in encrypting the Azure SQL database

Task 1: Install Visual Studio 2022

35

1. Switch to your Server virtual machine if you are not already there.

W

Open Server Manager.

Select Local Servers.

Set IE Enhanced Security Configuration to Off.

(2

52 Minutes Remaining
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MZCUTT UWE UUutuuow

T Server Manager

@ v« Llocal Server Manage  Tools

In this exercise, you will complete the following tasks:

s Task 1: Install Visual Studio 2022

e Task 2: Run a data-driven application to
demonstrate the use of Azure Key Vault in
encrypting the Azure SQL database

S8 PROPERTIES
ss Dashboard . For az500-1(

0-vm1 TASKS ¥

Local Server

Today at 10:17 AM

W& All Servers nstall updates automatically usi

H§ File and Storage Services b Last ch Today at 10:16 AM Task 1: Install Visual Studio 2022

. Switch to your Server virtual machine if
you are not already there.

N

. Open Server Manager.
(UTC) Coord

00454-6000( . Select Local Servers.

>

Set IE Enhanced Security Configuration to
Off.

S

. Open the Browser and bypass the warning
about IE ESC being turned off. []

O 0o oodg oo

o

. Go to
https://visualstudio.microsoft.com/downloads.

dio 2022 hox under

TASKS ¥

11:26 AM :
A % 473072005 S +  Previous ] [

End -

O 51 Minutes Remaining

Open the Browser and bypass the warning about IE ESC being turned off.
Go to https://visualstudio.microsoft.com/downloads.
In the Visual Studio 2022 box, under Community select Free download.

When the download finishes, select Open File.

5.
6.
7.
8.
9.

Select continue to start the install.
o Install takes about 10 minutes

10. Choose .Net Desktop Development in the Workloads screen.
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(V] ~Switch to your Server virtual machine if
Installing — Visual Studio Community 2026 — November 2025 Feature Update (18.0.2) you are not already there.

Workloads  Individual components  Language packs  Installation locations 2. Open Server Manager.

3. Select Local Servers.

Desktop & Mobile (5)

4. Set IE Enhanced Security Configuration to
Off.

EE .NET Multi-platform App Ul development

Build Android, i0S, Windows, and Mac apps from a single
codebase using C# with .NET MAUL. 5. Open the Browser and bypass the warning
about IE ESC being turned off.

6. Go to
https://visualstudio.microsoft.com/downloads.

n;l {NET desktop development
Build WPF, Windows Forms, and console applications

using C#, Visual Basic, and F# with .NET and .NET Frame... 7.In the Visual Studio 2022 box, under

Community select Free download.

8. When the download finishes, select Open
File.

Location

C:\Program Files\Microsoft Visual Studio\18\Community Change.. 9. Select continue to start the install.

o Install takes about 10 minutes

By continuing, you agree to the license for the product edition you selected. We also offer the ability to download other software. This software [] 10. Choose .Net Desktop Development in the

is licensed separately, as set out in the 3rd Party Notices or in its accompanying license. By continuing, you also agree to those licenses. Norkload

[ 4+ Previous ] [ End -

N 48 Minutes Remaining

Task 2: Run a data-driven application to demonstrate the use of Azure Key

Vault in encrypting the Azure SQL database

You will create a Console application using Visual Studio to load data into the encrypted
columns and then access that data securely using a connection string that accesses the
key in the Key Vault.

1. From the RDP session to the az500-10-vm1, launch Visual Studio 2019
from the Start menu.

2. Switch to the window displaying Visual Studio 2019 welcome message, click
the Sign in button and, when prompted, provide the credentials you used to
authenticate to the Azure subscription you are using in this lab.

On the Get started page, click Create a new project.

4. In the list of project templates, search for Console App (.NET Framework),
in the list of results, click Console App (.NET Framework) for C#, and click
Next.
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5. On the Configure your new project page, specify the following settings (leave other
settings with their default values), then click Create:

Setting Value

Project name  OpsEncrypt

Solution OpsEncrypt

name

Framework .NET Framework
4.7.2

m Key Vault (Implementing Secure Data by setting up Always Encrypted) - Google Chrome

25 labclient.labondemand.com/LabClient/a98ad28d-fd57-4906-8ed7-1067fe62a084

Xxea
Key Vault (Implementing Secure Data by
setting up Always Encrypted)

Configure your new project

Instructions  Resources

Console App (NET Framework) c  Windows  Console of results, click Console App (NET

Framework) for C#, and click Next.

Project name

o

. On the Configure your new project page,
specify the following settings (leave other
Location settings with their default values), then

OpsEncryp |

CAUsers\Student\source\repos click Create:
Solution name @ Setting Value
OpsEncrypt Project name & OpsEncrypt

Solution name & OpsEncrypt

Place solution and project in the same directory

Framework .NET Framework 4.7.2
Framework
NET Framework 47.2 - ['] 6. 1Inthe Visual Studio console, click the Tools
menu, in the drop down menu, click NuGet
Project will be created in "C:\Users\Student\source\repos\OpsEncrypt\OpsEncrypt\* Package Manager, and, in the cascading
menu, click Package Manager Console. [ ]

D 7. In the Package Manager Console pane, run

ST S

November 2025 Feature Update ] [ End - ]

31 Minutes Remaining

&> ENG 1446 [ ]

6. Inthe Visual Studio console, click the Tools menu, in the drop down menu,
click NuGet Package Manager, and, in the cascading menu, click Package
Manager Console.
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- NuGet is the official package manager for .NET, enabling developers to create,
share, and consume reusable .NET libraries and components. These libraries are
distributed as "packages," which are essentially single ZIP files with a .nupkg
extension.

7. Inthe Package Manager Console pane, run the following to install the first

required NuGet package:

P41 Key Vault (Implementing Secure Data by setting up Always Encrypted) - Google Chrome

25 labclient.labondemand.com/LabClient/a98ad28d-fd57-4906-8ed7-1067fe62a084

g a
Key Vault (Implementing Secure Data by
File Edit View Git Project Build Debug Test Tools Extensions Q v OpsEncrypt X setting up Always Encrypted)

Window Hel
L Instructions Resources [ -}
T+ g g i o
the following to install the first required
NuGet package:

(e PevSsxAemaa 9V Debug ~ AnyCPU ~ - AC

Program.cs £ X What

() OpsEncrypt v % OpsEncryptPn v 4 Main(string[] a v

1
powershell & Type I Copy

olution 'OpsEnc
s« 4 [ OpsEncrypt
/* Properties

Install-Package Microsoft.SqlServer

OnsE t 50 References Y
; PESICEYP &) App.config

= [] 8.inthe Package Manager Console pane, run
&) packages.config

the following to install the second required
NuGet package:

N C# Program.cs
100% v © No issues found § Ln:1,Ch:1 SPC  CRLI

powershell @ Type |0 Copy

Package Manager Console v oA X

Install-Package Microsoft.IdentityM|

crypted.AzureKey

pted.AzureKey ﬂ
D 9. Minimize the RDP session to your Azure
virtual machine, then navigate to

Solution Explorer  Git C

End —»]

T Add to Source Control Select Repository ~ L) ] [

S 27 Minutes Remaining

&> ENG 1450 []

8. Inthe Package Manager Console pane, run the following to install the

second required NuGet package:
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powershellTypeCopy

Install-Packa

m Key Vault (Implementing Secure Data by setting up Always Encrypted) - Google Chrome
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Xxea
Key Vault (Implementing Secure Data by
\) File Edit View Git Project Build Debug Test Tools Extensions Q v OpsEncrypt x setting up Always Encrypted)

Window Help
o s S (3 o 0 _ - Instructions  Resources (2
DvDv&avymE B 9 Debug ~ AnyCPU ~ -  AC ..

the following to install the second required

Program.cs £ X What's New? ution Explorer . x NuGet package:

@ OpsEncrypt v %G OpsEncryptPn v a Main(string[] a v
1 @ t

powershell & Type I Copy

)
lution 'OpsEncrypt’ (1 of 1 project]

s« 4 [ OpsEncrypt
b/ Properties

entityModel.Clients.ActiveDirectory

b 56 References ~

OpsEncrypt D Ann e
{ &) App.config [] 9. Minimize the RDP session to your Azure
&) packages.config virtual machine, then navigate to
c# Program.cs

Y A A sK \Allfiles\Labs\10\program.cs, open it in
100% v © No issues found i Ln:1,Ch:1 SPC CRUI Notepad, copy its content into Clipboard.

Package Manager Console
B These files are located on the
Desktop.

["] 10. Return to the RDP session, and in the [ |
Visual Studio console, in the Solution
grer window click Praaram es and

Solution Explorer Git CF

End —»]

M

11/30/2025 E2 26 Minutes Remaining

&> ENG 1451 [

9. Minimize the RDP session to your Azure virtual machine, then navigate to

\Alifiles\Labs\10\program.cs, open it in Notepad, copy its content into
Clipboard.
These files are located on the Desktop.

10. Return to the RDP session, and in the Visual Studio console, in the Solution
Explorer window, click Program.cs and replace its content with the code
you copied into Clipboard.

11. In the Visual Studio window, in the Program.cs pane, in line 15, replace the
(connection string noted earlier) placeholder with the Azure SQL database
ADO.NET connection string you recorded earlier in the lab. In the
connection string, replace the placeholder, with the

password that you specified in the deployment in Exercise 1. If you saved
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the string on the lab computer, you may need to leave the RDP session to
copy the ADO string, then return to the Azure virtual machine to paste it in.

12.In the Visual Studio window, in the Program.cs pane, in line 16, replace the
(client id noted earlier) placeholder with the value of Application (client) ID
of the registered app you recorded earlier in the lab.

13. In the Visual Studio window, in the Program.cs pane, in line 17, replace the
(key value noted earlier) placeholder with the the value of Key1 of the
registered app you recorded earlier in the lab.

14. In the Visual Studio console, click the Start button to initiate the build of the
console application and start it.

15. The application will start a Command Prompt window. When prompted for
password, type the password that you specified in the deployment in
Exercise 1 to connect to Azure SQL Database.

16. Leave the console app running and switch to the SQL Management Studio
console.

17.1n the Object Explorer pane, right-click the medical database and, in the
right-click menu, click New Query.

18. From the query window, run the following query to verify that the data that

loaded into the database from the console app is encrypted.

sqlTypeCopy

SELECT FirstName, LastName, SSN, BirthDate FROM Patients;
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2 8 @ A Poor Connection )
Key Vault (Implementing Secure Data by

..‘-j SQLQuery3.sql - sql fjvdtéxyScfnzs.datab indows.net.medical (Student (34)...| Quick Launch (Ctrl+Q P o B x setting up Always Encrypted)
File Edit View Query Project Tools Window Help

©-0[f- -2 Brwaey BRIRAD KTa|D-
“F | medical - | P Execute = f 32 | &
Object Explorer SQLQuery3.sql - sql...dical (Student (94))* & X
Connect~ ¥ % ¢ SELECT FirstName, LastName, SSN, BirthDate FROM Patients

= (3 sqlserverjvdtbxyScfnzs.database.wir A

Instructions  Resources [

14. In the Visual Studio console, click the Start
button to initiate the build of the console
application and start it.

15. The application will start a Command
Prompt window. When prompted for
password, type the password that you

= 1 Databases
@ W System Databases

- . specified in the deployment in Exercise 1 to
gme‘z;‘:'h o fied in the depl tin E 1t
atabase Diagrams
N T 9 connect to Azure SQL Database.
= ables
System Tabl
: ;(;:I.:a;; 16. Leave the console app running and switch
@ Graph Tables ~ to the SQL Management Studio console.
% BB dbo.Patients % -4 ' ) ) )
- Dropped Ledger Tabl EH Resuts [l Messages D 17. In the Object Explorer pane, right-click the
o Views LastName ~ SSN BithDate medical database and, in the right-click
& External Resources 1 999-95-0001  1964-01-04 menu, click New Query.
0 Synonyms 2 Keith Hanis 999-99-0002 1977-06-20
# W Programmability 3 Doma Cameras 999990003 19730209 [] 18. From the qugry window, run the following
® Query Store 4 Janet Gates 999-93-0004 1985-08-31 query to verify that the data that loaded
4 [¥] Extended E\{En(s 5 Lucy Hamington ~ 999.99:0005 19930506 into the database from the console app is [ ]
% [¥] XEvent Profiler encrypted.
@ ¥ Storage

[

@ Query exec... @ sqlserverjvdtfxyScfnzs.data.. | Student (94)  medical 00:00:00 ' 5 rows

- Previous ] [ End —0]

9 Minutes Remaining

ENG 15:08 [ ]

P>

19. Switch back to the console application where you are prompted to enter a

valid SSN. This will query the encrypted column for the data. At the

Command Prompt, type the following and press the Enter key:
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File Edit View Query Project Tools Window Help
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C:\Users\Student\source\repos\OpsEncrypt\OpsEncrypt\bin\Debug\OpsEncrypt.exe

i in 44 6-c2bd-4d6a-88a7-5e66bd6

D 19. Switch back to the console application
where you are prompted to enter a valid
SSN. This will query the encrypted column
for the data. At the Command Prompt, type
the following and press the Enter key:

B Verify that the data returned by
the query is not encrypted.

[] 20. To terminate the console app, press the
Enter key .

[ - Previous ] [ End b ]

12:09PM . -
8 Minutes Remainin
1 dx 11/30/2025 ] o

) P ENG 1509 [ ]

20. Verify that the data returned by the query is not encrypted.

21.To terminate the console app, press the Enter key

Clean up resources

Remember to remove any newly created Azure resources that you no longer use. Removing
unused resources ensures you will not incur unexpected costs.

1. In the PowerShell session within the Cloud Shell pane, run the following to
remove the resource groups you created in this lab:

powershellTypeCopy

Remove-AzResourceGroup -Name "AZ500Lab10-lod57171145" -Force -Asjob
4. Close the Cloud Shell pane.
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- v

[Vl VTN O Search resources, services, and docs (G+/) l O Copilot m

Home > Compute infrastructure | Virtual machines > az500-10-vm1

M A 22500-10-vm1 - Microsoft Azure X

& G O https//portal.azure.com/#@cloudslice.onmicrosoft.com/resource/s... B A = Instructions  Resources (2§
& T T The Azure portal, open the Cioud shel
by clicking the first icon in the top right of

the Azure portal.

»

2. In the upper-left drop-down menu of the
Cloud Shell pane, if needed select
PowerShell and, when prompted, click
Confirm.

§ az500-10-vm1 | Connect

machine

Search Source machine

D 3. In the PowerShell session within the Cloud
Shell pane, run the following to remove the
resource groups you created in this lab:

2 switch to Bash C Restart P Manage files E New session ¢ P Editor - ./ X

ell/IntelliSense

powershell & Type I Copy

VERBOSE: Authenticating to Azure ...
VERBOSE: Building your Azure drive ...
PS /home/labuser-571732081> Remove-AzResourceGroup

Remove-AzResourceGroup -Name "AZ500)|

g — SIS D 4. Close the Cloud Shell pane.

1 Long Running O.. AzurelongRunni.. Running localhost

PS /home/labuser-57173201> | End - ]

11/30/2025 5 Minutes Remaining

DA NG 1512 [

Conclusion

This lab provided hands-on experience in implementing secure data practices using Azure
Key Vault and Always Encrypted for Azure SQL Database. By deploying the foundational
infrastructure, configuring Key Vault, and integrating it with a client application and SQL
database, | gained practical understanding of how encryption keys and secrets can be
centrally managed and securely consumed by applications. Implementing Always
Encrypted demonstrated how sensitive data remains protected both at rest and in transit,
with decryption only occurring within trusted client applications. The lab also reinforced
key security concepts such as identity-based access control, application registration in
Microsoft Entra ID, and securely retrieving credentials from Key Vault rather than
embedding them in code. Overall, this exercise strengthened my ability to design and
implement secure cloud architectures that safeguard sensitive information while

maintaining application functionality and compliance with security best practices.
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