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Introduction

A Network Security Group (NSG) is a decentralized, basic firewall that controls inbound and
outbound traffic to Azure resources. It contains zero or multiple inbound and outbound security
rules that enable one to filter traffic to and from cloud resources. They specify five-tuple
information i.e source port, source IP, destination IP, destination port, and the protocol. NSG can
be associated with either a subnet or individual network interfaces. They are also stateless;
traffic must be explicitly given permission unless there is a setting to automatically handle the
traffic by rules set.

ASGs are used within a NSG to apply a network security rule to a specific workload or group of
VMs — defined by ASG worked as being the “network object” & explicit IP addresses are added
to this object. This provides the capability to group VMs into associated groups or workloads,
simplifying the NSG rule definition process. Another great use of this is for scalability, creating
the virtual machine and assigning the newly created virtual machine to its ASG will provide it
with all the NSG rules in place for that specific ASG

Lab scenario

You have been asked to implement your organization's virtual networking infrastructure and test

to ensure it is working correctly. In particular:

e The organization has two groups of servers: Web Servers and Management
Servers.

e Each group of servers should be in its own Application Security Group.

e You should be able to RDP into the Management Servers, but not the Web Servers.

e The Web Servers should display the 1IS web page when accessed from the
internet.

e Network security group rules should be used to control network access.



For all the resources in this lab, we are using the East US region. Verify with your instructor this
is the region to use for class.

Lab objectives

In this lab, you will complete the following exercises:

e Exercise 1: Create the virtual networking infrastructure

e Exercise 2: Deploy virtual machines and test the network filters
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For all the resources in this lab, we are using the East (US) region. Verify with your instructor

this is the region to use for your class.

In this exercise, you will complete the following tasks:

e Task 1: Create a virtual network with one subnet.

e Task 2: Create two application security groups.

e Task 3: Create a network security group and associate it with the virtual network
subnet.

e Task 4: Create inbound NSG security rules to all traffic to web servers and RDP to

the management servers.

Task 1: Create a virtual network

A Virtual Network is the fundamental building block for private communications in Azure
and it enables many types of Azure resources, such as Azure Virtual Machines (VM), to

securely communicate with each other, the internet, and on-premises networks

In this task, you will create a virtual network to use with the network and application security

groups.

1. Sign-in to the Azure portal IS RISV URPPITSRetY

Sign in to the Azure portal using an account that has the Owner or Contributor
role in the Azure subscription you are using for this lab. In this Cloudslice lab,
this account is LabUser-57057525@LODSPRODMCA.onmicrosoft.com with
TAP @E46$BH4.

2. In the Azure portal, in the Search resources, services, and docs text box at
the top of the Azure portal page, type Virtual networks and press the Enter key.

3. On the Virtual networks blade, click + Create.

4. On the Basics tab of the Create virtual network blade, specify the following settings

(leave others with their default values) and click Next: IP Addresses:



Setting Value

Subscription Name of the Azure subscription you are using in this lab

Resource group Use the provided Resource Group named AZ500LAB07

Name myVirtualNetwork
Region East US
5. On the IP addresses tab of the Create virtual network blade, set the IPv4 address

space t0 10.0.0.0/16, and, if needed, in the Subnet name column, click default, on the Edit

subnet blade, specify the following settings and click Save:

Setting Value

Subnet name default

Subnet address range 10.0.0.0/24

6. Back on the IP addresses tab of the Create virtual network screen, click
Review + create.

7. On the Review + create tab of the Create virtual network screen, click Create.
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In this task, you will create an application security group.

1. In the Azure portal, in the Search resources, services, and docs text box at
the top of the Azure portal page, type Application security groups and press the

Enter key.
2. On the Application security groups blade, click + Create.

3. On the Basics tab of the Create an application security group blade, specify the

following settings:

Setting Value

Resource group AZ500LABO7

Name myAsgWebServers

Region East US

This group will be for the web servers.
5. Click Review + create and then click Create.

6. Navigate back to the Application security groups blade and click + Create.

7. On the Basics tab of the Create an application security group blade, specify the

following settings:

Setting Value

Resource group AZ500LABO7

Name myAsgMgmtServers

Region East US



8.

This group will be for the management servers.

9. Click Review + create and then click Create.
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Task 3: Create a network security group and associate the NSG to the subnet



In this task, you will create a network security group.

1. In the Azure portal, in the Search resources, services, and docs text box at
the top of the Azure portal page, type Network security groups and press the
Enter key.

2. On the Network security groups blade, click + Create.

3. On the Basics tab of the Create network security group blade, specify the following
settings:
Setting Value
Subscription Name of the Azure subscription you are using in this lab

Resource group AZ500LABO7

Name myNsg

Region East US

4. Click Review + create and then click Create.

10
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5. In the Azure portal, navigate back to the Network security groups blade and

select the myNsg entry. Or select Go to resource if available.
6. On the myNsg blade, in the Settings section, click Subnets and then select +

Associate.

7. On the Associate subnet blade, specify the following settings and select OK:

Setting Value

Virtual network myVirtualNetwork

Subnet default

11
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Task 4: Create inbound NSG security rules to all traffic to web servers and RDP

to the servers.

1. On the myNsg blade, in the Settings section, click Inbound security rules.
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2. Review the default inbound security rules and then click + Add.

3. On the Add inbound security rule blade, specify the following settings to allow TCP

ports 80 and 443 to the myAsgWebServers application security group (leave all other values

with their default values):

Setting

Source

Source port

ranges

Destination

Service

Destination port

ranges

Protocol

Action

Priority

Name

Value

Any

in the drop-down list, select Application security

group and then click myAsgWebServers

Custom

80,443

TCP

Allow

100

Allow-Web-All

4. Select the Add button on the Add inbound security rule page, to create the

new inbound rule.

13
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5. On the myNsg blade, in the Settings section, click Inbound security rules,
and then click + Add.

6. On the Add inbound security rule blade, specify the following settings to allow

the RDP port (TCP 3389) to the myAsgMgmtServers application security

group (leave all other values with their default values):

Setting Value

Source Any

Source port *

ranges

Destination in the drop-down list, select Application security

group and then click myAsgMgmtServers

Service Custom

14



Destination port 3389

ranges

Protocol TCP

Action Allow

Priority 110

Name Allow-RDP-All

7. Select Add on the Add inbound security rule page, to create the new inbound

rule.
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Result: You have deployed a virtual network, network security with inbound security rules, and

two application security groups.
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Exercise 2: Deploy virtual machines and test network

filters

Estimated timing: 25 minutes

In this exercise, you will complete the following tasks:

e Task 1: Create a virtual machine to use as a web server.

e Task 2: Create a virtual machine to use as a management server.

e Task 3: Associate each virtual machines network interface to it's application security

group.

e Task 4: Test the network traffic filtering.

Task 1: Create a virtual machine to use as a web server

In this task, you will create a virtual machine to use as a web server.

1. In the Azure portal, in the Search resources, services, and docs text box at

the top of the Azure portal page, type Virtual machines and press the Enter key.

2. On the Virtual machines blade, click + Create and, in the dropdown list, click

Virtual machine.

3. On the Basics tab of the Create a virtual machine blade, specify the following settings

(leave others with their default values):

Setting

Subscription

Resource group

Virtual machine name

16

Value

the name of the Azure subscription you will

be using in this lab

AZ500LABO7

myVmWeb



Region

Availability options

Security type

Image

Size

Username

Password

Confirm password

Public inbound ports

Would you like to use an

existing Windows Server

License

(US)East US

No infrastructure redundancy required

Standard

Windows Server 2022 Datacenter: Azure
Edition- x64 Gen2

Standard D2s v3

Student

Please create your own password and

record it for future reference in subsequent

labs

Retype your password

None

No

For public inbound ports, we will rely on the precreated NSG.

5. Click Next: Disks > and, on the Disks tab of the Create a virtual machine
blade, set the OS disk type to Standard HDD and click Next: Networking >.

6. On the Networking tab of the Create a virtual machine blade, select the

previously created network myVirtualNetwork and the default (10.0.0.0/24)

subnet.

7. Under NIC network security group select None.

17



8. Click Next: Management >, then click Next: Monitoring >. On the Monitoring tab of

the Create a virtual machine blade, verify the following setting:

Setting Value

Boot diagnostics  Enabled with managed storage account (recommended)

9. Click Review + create, on the Review + create blade, ensure that validation

was successful and click Create.
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Showing 1 - 1 of 1. Display count: | auto /| @
‘ " [ 4 Previous ] [ End - ]
v
- ENG 2:21 AM O 23 Minutes Remaining
QeCmom = B mre
3 ® 7 = =

Task 2: Create a virtual machine to use as a management server.

In this task, you will create a virtual machine to use as a management server.
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1. In the Azure portal, navigate back to the Virtual machines blade, click +

Create, and, in the dropdown list, click Virtual machine.

2. On the Basics tab of the Create a virtual machine blade, specify the following settings

(leave others with their default values):

Setting

Subscription

Resource group

Virtual machine name

Region

Availability options

Security type

Image

Size

Username

Password

Public inbound ports

20

Value

the name of the Azure subscription you will be

using in this lab

AZ500LABO7

myVMMgmt

(US)East US

No infrastructure redundancy required

Standard

Windows Server 2022 Datacenter: Azure
Edition - x64 Gen2

Standard D2s v3

Student

Please use your personal password created in
Lab 02 > Exercise 2 > Task 1 > Step 3.

None



Already have a Windows No

Server license

For public inbound ports, we will rely on the precreated NSG.
4. Click Next: Disks > and, on the Disks tab of the Create a virtual machine
blade, set the OS disk type to Standard HDD and click Next: Networking >.
5. On the Networking tab of the Create a virtual machine blade, select the

previously created network myVirtualNetwork and the default (10.0.0.0/24)

subnet.

6. Under NIC network security group select None.

7. Click Next: Management >, then click Next: Monitoring >. On the Monitoring tab of

the Create a virtual machine blade, verify the following setting:
Setting Value

Boot diagnostics  Enabled with managed storage account (recommended)

8. Click Review + create, on the Review + create blade, ensure that validation

was successful and click Create.
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0 oup d App 0
M A Create avirtual machine - Micros: X = = oup d
Close
.
& G O nttpsy/portal.azure.com/#create/Microsoft.VirtualMachine-ARM B o & o= : (X1) ',h Instructions Resources [}
[V @Y O Search resources, services, and docs (G+/) D Copilot m [] 6. Click Next: Management >, then click
. Next: Monitoring >. On the Monitoring tab
Home > Compute infrastructure | Virtual machines of the Create a virtual machine blade,
. . verify the following setting:
Create a virtual machine M)  Help me choose the right VM size for my workload || +2 v 9 9
Setting Value
@ \Validation passed & Enabled with
Boot managed storage
@ diagnostics account
' (recommended)
Help me create a low cost VM Help me create a VM optimized for high availability
7. Click i on the i
Help me choose the right VM size for my workload D ick Review + create, . Reylew *
create blade, ensure that validation was
successful and click Create.
a
Basics Disks Networking Management Monitoring Advanced Tags Review + create [ |
B wait for both virtual machines to
be provisioned before
Price continuing.
subscription credits apply © [
0.1880 USD/hr
Pricing for other VM sizes - Previous ] [ End -
v
Am - ENG 2228 AM aEE—— 16 Minutes Remaining
[ ] Q - ¢ > | us (B 11/26/2025

Wait for both virtual machines to be provisioned before continuing.

Task 3: Associate each virtual machine's network interface to its application

security group.

In this task, you will associate each virtual machines network interface with the corresponding

application security group. The myVMWeb virtual machine interface will be associated to the

myAsgWebServers ASG. The myVMMgmt virtual machine interface will be associated to the

myAsgMgmtServers ASG.

1. In the Azure portal, navigate back to the Virtual machines blade and verify that

both virtual machines are listed with the Running status.
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\ Infrastructure @  You are viewing a new version of Browse experience. Click here to access the machine interface will be associated to the
old experience. myAsgWebServers ASG. The myVMMgmt virtual
K3 virtual machines machine interface will be associated to the
Y Filter for any field myAsgMgmtServers ASG.
% Virtual Machine Scale Set
IMSS)
(VMSS) Subscription equals all Type equals all ' D 1. In the Azure portal, navigate back to the
# Compute Fleet R . s all s all Virtual machines blade and verify that
esource Group equa’s soconcmas both virtual machines are listed with the
> i .
> Disks + images + Add filter Running status.

a

v

Capacity + placement
pacty = P []  2.Inthe list of virtual machines, click the

S Related services :eGroup  Location Status Operating syst... ~ Size myVMWeb entry. [ |
»> Monitoring+Policy ABO7 East US Running Windows Stanc [] 3.0nthe myVMWeb blade, in the
> Help . i Networking section, click Network
/ ABO! East US Running Windows Stancw settings and then, on the myVMWeb I
Add or remove favorites by pressing Ctri+Shift+F ‘ r
Showing 1 - 2 of 2. Display count: | auto 27 Give feedback
N " [ +  Previous ] [ End - ]
v
Al - ENG 2:32 AM O 12 Minutes Remaining
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2. In the list of virtual machines, click the myVMWeb entry.

3. On the myVMWeb blade, in the Networking section, click Network settings
and then, on the myVMWeb | Networking settings blade, click the
Application security groups tab.

4. Click + Add application security groups, in the Application security group
list, select myAsgWebServers, and then click Save.

5. Navigate back to the Virtual machines blade and in the list of virtual machines,
click the myVMMgmt entry.

6. On the myVMMgmt blade, in the Networking section, click Networking
settings and then, on the myVMMgmt | Networking settings blade, click the
Application security groups tab.

7. Click + Add application security groups, in the Application security group

list, select myAsgMgmtServers, and then click Add.
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R Access control (IAM) (primary) click the myVMMgmt entry.

Tags

¢ g [] 6.0nthe myVMMgmt blade, in the
X Diagnose and solve problems ‘j Name Resource group ' Networking section, click Networking

settings and then, on the myVMMgmt |

4 \ ] yAsgMgmtServers - LABO7 2 . "
“i Resource visualizer [ myasgMgmtser AZ300LAEOT Networking settings blade, click the
> Connect Application security groups tab.
v Networking [] 7. ciick + Add application security groups, in
- the Application security group list, select
R Network settings myAsgMgmtServers, and then click Add.
<» Load balancing o .
Task 4: Test the network traffic filtering
@ Application security D
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Task 4: Test the network traffic filtering

In this task, you will test the network traffic filters. You should be able to RDP into the
myVMMgmnt virtual machine. You should be able to connect from the internet to the myVMWeb

virtual machine and view the default IIS web page.

1. Navigate back to the myVMMgmt virtual machine blade.
2. On the myVMMgmt Overview blade, click Connect and, in the drop down

menu, click Connect.

3. Download the RDP file and use it to connect to the myVMMgmt Azure VM via Remote

Desktop. When prompted to authenticate, provide the following credentials:

Setting Value

User name  Student
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Password Please use your personal password created in Lab 02 >

Exercise 1 > Task 1 > Step 9.

4. Verify that the Remote Desktop connection was successful. At this point you

have confirmed you can connect via Remote Desktop to myVMMgmt.
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b1-b5e 46e62a

Rl 172.190.60.90 = [u] X e oup d

Instructions  Resources [ -]

credentials:

Setting Value

User

name & Student
B3 Please use your
personal password

Password  created in Lab 02 >
Exercise 1> Task 1>
Step 9.

de

B Verify that the Remote Desktop
connection was successful. At
this point you have confirmed
you can connect via Remote
Desktop to myVMMgmt.

o o []  4.Inthe Azure portal, navigate to the

[ 4 Previous ] [ End - ]

C— 47 Minutes Remaining

A Network Security Groups and Application Security Groups - Google Chrome

25 labclient.labondemand.com/LabClient/b635936f-134c-49b1-b5e7-2253746e62af

Network Security Groups and Application
172.190.60.90 Security Groups

Manage  Tools  View Instructions  Resources

credentials:
Setting Value
0 Local Server
User B Student
name

W& All Servers

B3 Please use your
personal password

Password  created in Lab 02 >
Exercise 1> Task 1>
Step 9.

WHAT'S NEW B Verify that the Remote Desktop

connection was successful. At
this point you have confirmed
you can connect via Remote
Desktop to myVMMgmt.

LEARN MORE

0
ROLES AND SERVER GROUPS [] 4.Inthe Azure portal, navigate to the
rrrrr myVMWeb virtual machine blade.
Local Server All Servers -
_ _ [ rmion ) [ 5)
1047 AM
arc [ ~ Y e B —— 42 Minutes Remaining

& NG 1347 R

5. In the Azure portal, navigate to the myVMWeb virtual machine blade.

6. On the myVMWeb blade, in the Operations section, click Run command and

then click RunPowerShellScript.
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7. On the Run Command Script pane, run the following to install the Web server

role on myVmWeb:
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m Network Security Groups and Application Security Groups - Google Chrome

25 labclient.labondemand.com/LabClient/b635936f-134c-49b1-b5e7-2253746e62af

Xxea
Network Security Groups and Application

[ A RunCommand Script - Microsoft X — ] % Security Groups

& C O nttps//portalazure.com/#@LODSPRODMCA.onmicrosoft.com/res... B (= = Instructions  Resources (2§

powershell & Type I Copy

[Vl §.VTT O Search resources, services, and docs (G+/)

- Install-WindowsFeature -name Web-S{

Run Command Script

RunPow

@ script execution complete B Wait for the installation to

complete. This might take a
couple of minutes. At that point,
you can verify that myVMWeb
can be accessed via
HTTP/HTTPS.

PowerShell Script
1 Install-WindowsFeature -name Web-Server -IncludeManagementTools

O

. In the Azure portal, navigate back to the
myVMWeb blade.

O

. On the myVMWeb blade, identify the
Public IP address of the myVmWeb Azure
VM. .

+  Previous ] [ End —»]

ENG 3:05 AM
us = @

11/26/2025 24 Minutes Remaining

IIQ-C_;-E!

NG 1405 B

A Network Security Groups and Application Security Groups - Google Chrome
25 labclientlabondemand.com/LabClient/b635936f-134c-49b1-b5e7-2253746e62af

Zoa

Network Security Groups and Application
[ A RunCommand Script - Microsoft X = — a X Security Groups

< G & htpsy

/portal.azure.com/#@LODSPRODMCA.onmicrosoft.com/res... B (- o=

P Search resources, services, and docs (G+/) ™ Copilot m

a

Instructions Resources Q %

powershell & Type I Copy

Microsoft Azury

Install-WindowsFeature -name Web-S{

Output

B Wait for the installation to
complete. This might take a
couple of minutes. At that point,
you can verify that myvVMWeb

. can be accessed via
Success {Common HTTP Features, Default Document, D... HTTP/HTTPS.

] 7.Inthe Azure portal, navigate back to the
myVMWeb blade.

D 8. On the myVMWeb blade, identify the
Public IP address of the myVmWeb Azure o
VM.

+  Previous ] [ End e ]

ENG 3:.05 AM
()
us = B

11/26/2025 24 Minutes Remaining

IIQ-C_;-

) ENG 1405 B

8. Wait for the installation to complete. This might take a couple of minutes. At that

point, you can verify that myVMWeb can be accessed via HTTP/HTTPS.
9. Inthe Azure portal, navigate back to the myVMWeb blade.
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10. On the myVMWeb blade, identify the Public IP address of the myVmWeb

1.

Azure VM.

Open another browser tab and navigate to IP address you identified in the
previous step.

The browser page should display the default 1IS welcome page because port 80
is allowed inbound from the internet based on the setting of the
myAsgWebServers application security group. The network interface of the

myVMWeb Azure VM is associated with that application security group.



m Network Security Groups and Application Security Groups - Google Chrome

25 labclient.labondemand.com/LabClient/b635936f-134c-49b1-b5e7-2253746e62af
Xxea
(]

& > G O nttpsy/portalazure.com/#@LODSPRODMCA.onmicrosoft.co... B

Network Security Groups and Application
A myVmWeb - Microsoft Azure x 4 Security Groups

&) ot :’ 9

L @V O Search resources, services, and docs (G+/) F

Instructions  Resources [

-name I

eature

orking
Location

& Network settings East US
Subscription (move)
MOC Subscriptior
@ Application security groups Subscription ID
eefdcd23-9a23-4741-8561-d6b6663a34db

B Wait for the installation to
complete. This might take a
couple of minutes. At that point,
you can verify that myVMWeb
can be accessed via
HTTP/HTTPS.

€» Load balancing

51

& Network manager
Operating system
Settings Windows (Windows Server 2025 Datacenter Azure Edition)

v

Size
Standard D2s v3 (2 vcpus, 8 GiB memory)

Availability + scale
[[] 7.Inthe Azure portal, navigate back to the

myVMWeb blade.

v

Securit,
y Primary NIC public IP

v

Backup + disaster recovery 40.71.206.44

D 8. On the myVMWeb blade, identify the
Public IP address of the myVmWeb Azure
VM.

Operations

0 Auto-shutdown myVirtual rk/default

DNS name [[] 9. 0pen another browser tab and navigate to o
£ Run command Not configured IP address you identified in the previous
@ Updates Health state
%% Health monitoring v [ Ll Previous ] [ End - ]
- ENG 3:06 AM ' .
1 Q - e - = Y 117262005 —— 23 Minutes Remaining
® ¢ [ /] & ENG 1406 B

A Network Security Groups and Application Security Groups - Google Chrome

25 labclientlabondemand.com/LabClient/b635936f-134c-49b1-b5e7-2253746e62af

X8 a

bR =] ] -

Network Security Groups and Application X
(im] |A myVmWeb - Microsoft Azure X @ IS Windows Server x IS = a X Security Groups

& (A Notsecure 40.71.206.44 A T o= :' 9 Instructions  Resources Q %

Public IP address of the myVmWeb Azure

=m Windows Server VM.

[] 9. Open another browser tab and navigate to
IP address you identified in the previous

Internet Information Services e

B The browser page should display
the default IIS welcome page
because port 80 is allowed
inbound from the internet based
on the setting of the

Welcome Bienvenue Tervetuloa myAsgWebServers application

security group. The network

-~ interface of the myVMWeb Azure
&£>3cz% Benvenuto #0 VM is associated with that

application security group.

‘ 3 ‘.' Bienvenido Hos geldiniz | oxan ooma

. Result: You have validated that the NSG and
Bem-vindo L

Kowg Jobpo
1388clcid=0x409 i +«  Previous ] [ End - ]

IIQ-gﬁB

ENG 307 AM
4
us = B
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Result: You have validated that the NSG and ASG configuration is working and traffic is being

correctly managed.

30



Clean up resources

Remember to remove any newly created Azure resources that you no longer use. Removing

unused resources ensures you will not incur unexpected costs.

1. Open the Cloud Shell by clicking the first icon in the top right of the Azure Portal.
If prompted, select PowerShell and No storage account required, select the
name of your subscription, and then select Apply.

2. Ensure PowerShell is selected in the drop-down menu in the upper-left corner
of the Cloud Shell pane.

3. In the PowerShell session within the Cloud Shell pane, run the following to

remove the resource group you created in this lab:

Remove-AzResourceGroup —-Name "AZ500LABQO7"

6. Close the Cloud Shell pane.

PA) Network Security Groups and Application Security Groups - Google Chrome

25 labclient.labondemand.com/LabClient/b635936f-134c-49b1-b5e7-2253746e62af
Xxea

Network Security Groups and Application X
X ‘ + — ] X Security Groups

O A myVmWeb - Microsoft Azure x @ S Windows Server

& > G O httpsy//portal.azure.com/#@LODSPRODMCA.onmicrosoft.co.. B ) % ¢= Instructions  Resources 0 %
TTZTTTSU S FuwSTOTIon 19 STISULISU 1T IS WU
down menu in the upper-left corner of the

Cloud Shell pane.

[V 8. YA © Search resources, services, and docs (G+/)

Location

East US

D 3. In the PowerShell session within the Cloud
Shell pane, run the following to remove
4> Load balancing o0dS 1607073 the resource group you created in this lab:

& Network settings

@ Application security groups

powershell & Type I Copy

9323-4741-8561-d6b6663a34db v

2 switch to Bash C' Restart G Managefiles > [§ Newsession ¢ Editor *** - 72 X

Remove-AzResourceGroup -Name "AZ504

Update-PSResource Az -WhatIf -- Simulate updating your Az modules.
Update-PSResource Az -- Update your Az modules.
There will be breaking changes from 14.6.0 to 15.0.0. Open https://go.microsoft.com/fwlink/?1link [] 4. cClose the Cloud Shell pane.
id=2241373 and check the details.
VERBOSE: Building your Azure drive ...

PS /home/labuser-57057525> Remove-AzResourceGroup CongratUIatlonS

< Name PSJobTypeName  State HasMoreData You have successfully completed this lab. Click End
to mark the lab as Complete.

1 Long Running O.. AzurelongRunni.. Running

PS /home/labuser-57057525> I (< Previous ) End -]
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us 7 e 11/26/2025 aEEEE——— 20 Minutes Remaining
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Conclusion

In this lab, | successfully designed, deployed, and tested a secure virtual networking
environment in Azure using Network Security Groups (NSGs) and Application Security
Groups (ASGs). By creating a virtual network, defining ASGs for workload-based grouping, and
applying NSG rules at the subnet level, | demonstrated how Azure enables granular control over
inbound and outbound traffic. The deployment of two virtual machines—one acting as a web
server and the other as a management server—allowed me to validate the effectiveness of the

configured security rules.

| confirmed that RDP access was only permitted to the management server through the
ASG-based filtering and that the web server was safely exposed to the internet through ports
80 and 443. The successful display of the IS welcome page verified correct configuration of
web traffic rules. This exercise highlighted the importance of segmentation, least-privilege
network access, and scalable security management in cloud environments. Overall, the lab
demonstrated how NSGs and ASGs work together to provide structured, efficient, and secure

network traffic control within Azure.
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