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Introduction

Data moving through a network is broken down into smaller pieces and identified so that the
pieces can be put back together at the data’s destination. Each piece of data is given a specific
name(a Protocol Data Unit) and is associated with a specific layer of the TCP/IP and OSI (Open
Systems Interconnection) models.

The OSI model is a theoretical internetwork reference model that standardizes network
communication functions into seven distinct layers: Application, Presentation, Session,
Transport, Network, Data Link, and Physical. It is used for data network design, operation
specifications, and troubleshooting.

The TCP/IP model, also known as the Internet model, is a modern dominant commercial
protocol architecture, powered by the Transmission Control Protocol(TCP) and Internet
Protocol(IP). It is a four-layer communication framework for networks that defines how data is
packetized, addressed, transmitted, routed, and received. The four layers are Application,
Transport, Internet, and Network Access.

This simulated activity in Packet Tracer aims to provide a foundation for understanding the
TCP/IP protocol suite and the relationship to the OSI model by allowing one to view the data
contents being sent across the network at each layer and visualize the encapsulation process
(Process of adding information such as headers containing addressing info that identifies the
source and destination hosts to the pieces of data that make up the message).

Objectives

1. Examine HTTP web traftic.
2. Display Elements of the TCP/IP protocol suite.

PART 1: Examine HTTP web traffic

In part 1 of this activity, [ used Packet Tracer(PT) Simulation mode to generate web traffic and
examine the contents of the HTTP packet.

Step 1: Switch from Realtime to Simulation mode.

In the lower right corner of the Packet Tracer interface are buttons that toggle between Realtime
and Simulation mode. PT always starts in Realtime mode, in which networking protocols operate
with realistic timings. However, a powerful feature of Packet Tracer allows the user to “stop
time” by switching to Simulation mode. In Simulation mode, packets are displayed as animated
envelopes, time is event driven, and the user can step through networking events.



a. Click the Simulation mode icon to switch from Realtime mode to Simulation mode.
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b. Select HTTP from the Event List Filters.

1) HTTP may already be the only visible event. If necessary, click the Edit Filters
button at the bottom of the simulation panel to display the available visible events. Toggle
the Show All/None check box and notice how the check boxes switch from unchecked to
checked or checked to unchecked, depending on the current state.

2) Click the Show All/None check box until all boxes are cleared and then select HTTP
from the Misc tab of the Edit Filters window. Click the X in the upper right hand corner

of the window to close the Edit Filters window. The Visible Events should now only
display HTTP.
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Step 2: Generate web (HTTP) traffic.

Currently the Simulation Panel is empty. There are five columns listed across the top of the
Event List within the Simulation Panel. As traffic is generated and stepped through, events
appear in the list.

Note: The Web Server and Web Client are displayed in the left pane. The panels can be adjusted

in size by hovering next to the scroll bar and dragging left or right when the double-headed arrow
appears.

a. Click Web Client in the far left pane.
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b.  Click the Desktop tab and click the Web Browser icon to open it.
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c. Inthe URL field, enter www.osi.local and click Go.

Because time in Simulation mode is event-driven, you must use the Capture/Forward button to
display network events. The capture forward button is located at the left hand side of the blue
band that is below the topology window. Of the three buttons there, it is the one on the right.
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d. Click Capture/Forward four times. There should be four events in the Event List
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Look at the Web Client web browser page. Did anything change?

Answer: The web browser page changed to show the home page of the web server from the
request made.
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Click the first colored square box under the Event List > Type column. It may be necessary

The PDU Information at Device: Web Client window displays. In this window, there are only
two tabs (OSI Model and Outbound PDU Details) because this is the start of the transmission. As
more events are examined, there will be three tabs displayed, adding a tab for Inbound PDU
Details. When an event is the last event in the stream of traffic, only the OSI Model and Inbound
PDU Details tabs are displayed.
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Ensure that the OSI Model tab is selected.

Under the Out Layers column, click Layer 7.
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In the URL field, enter www.osi.local and click Go.
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Questions:

What information is listed in the numbered steps directly below the In Layers and Out Layers
boxes for Layer 7?

Answer: 1. The HTTP client sends a HTTP request to the server.
What is the Dst Port value for Layer 4 under the Out Layers column?

Answer: Dst Port value is 80(Port 80 is the default TCP port for the HTTP (Hypertext

Transfer Protocol) protocol, used to transmit web pages between web browsers and servers
on the World Wide Web.)
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PDU Details tabs are displayed ent segment information: the Sequence number 1, the ACK number 1, and the data len
play 1. Sent seg it inf tion: the q ber 1, the ACK ber 1, and the data length
f. Ensure that the OSI Model tab is selected. 102
Under the Out Layers column, click Layer 7
What information is listed in the numbered steps directly
below the In Layers and Out Layers boxes for Layer 72 < >
What s the Dst Port value for Layer 4 under the Out
Layers column? Constant Delay C?‘?S’S?wms
What s the Dest. IP value for Layer 3 under the Out £
Layers column? Play Controls
What information is displayed at Layer 2 under the Out mom
Layers column?
g. Click the Outbound PDU Details tab E [ ]
Infarmation listed under the PDU Formats is reflactive of 7 Challenge Me << Previous Layer = NextLayer>> Event List Filters - Visible Events
Time Elapsed: 01:56:42 HTTP
Dock T Edit Filters Show Al/None

Time: 00:14:01.777(() )PLA

@ Realtime @ Simulation

Fire  LastStatus Souce Destinaion Type Color Time(sec) Periodic Num Edit Delete

5 F5 &5 &5 P
=

Imswe PP

oEmyg e < >
819HGW

& ENG 2236 EA

What is the Dest. IP value for Layer 3 under the Out Layers column?

Answer: Dest. IP is 192.168.1.254
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4 CapturelForward four times. There should be four PDU Information at Device: Web Client n A | Simuiation Panel

avents in the Event List
Event List

Lok at the Web Client web browser page. Did anything 2SI Model | Outbound PDU Details
change? L

e Clickgthe first colored square box under the Event List > At Device: Web Client ) |Last Deviee AtDeuce re
Type column. It may be necessary to expand the Source: Web Client - Web Client | g
Simulation Panel or use the scrollbar directly below the Destination: HTTP CLIENT _ Web Client | Gu
Event List In Layers Out Layers Web Client Web Server W HTTP
The PDU Information at Device: Web Client window = e
displays. In this window, there are only two tabs (0S| v 7 [Layer 7: HTTP ] Web Server Web Client | G

Model and Outbound PDU Details) because this is the Layer 6 Layer 6
start of the transmission. As more events are examined. Layer 5 &5
there will be three tabs displayed, adding a tab for Yel Yel
Inbound PDU Details. When an event s the last event eyl Layer 4: TCP Src Port: 1025, Dst Port:
in the stream of trafic. only the 0S| Model and Inbound ars 80
PDU Details tabs are displayed. EeE TN

f. Ensure that the OSI Model tab is selected Layer 3: 1g\§e£6é 11 eDaeSetr Iﬁrf'wz' 168.1.254
Under the Out Layers column, cick Layer 7. Tayer 2: Ethemet 11 Header
What information is isted in the numbersd stsps directly Laviar 2 0060.47CA.4DEE >> 0001.96A9.401D.
below the In Layers and Out Layers boxes for Layer 77 Tovedl Layer 1: Port(s):

What s the Dst Port value for Layer 4 under the Out
Layers column?
What is the Dest. IP value for Layer 3 under the Out
Layers column?

1. The destination IP address is in the same subnet. The device sets the next-hop to destination.

What information s displayed at Layer 2 under the Out
Layers column’

< >
Click the Outbound PDU Details tab. AT
Information listed under the PDU Formats is reflective of "‘1[’53’;710
the layers within the TCP/IP model S
Note: The information listed under the Ethernet Il Play Controls
section of the Outbound PDU Details tab provides even
more detailed information than is listed under Layer 2 on

Constant Delay

the OSI Model tab. The Outbound PDU Details
provides more descriptive and detailed information. The
values under DEST MAC and SRC MAC within the

Event List Filters - Visible Events
Time Elapsed: 02:04:36 Challenge Me << Previous Layer = Next Layer == o | |HTTP
Edit Filters Show Al/None

@ Realtime @ Simulation

O Last Status  Source  Destination  Type  Color Time(sec) Periodic Num Edit  Delete

3 &9

2911 | B1010K rGw | 829 | 1260 | oo eromy 1841 as2om| 2e2ven | 211

Router-PT

& NG 2244 R

What information is displayed at Layer 2 under the Out Layers column?
Answer: Ethernet II Header 0060.47CA.4DEE >> 0001.96A9.401D
0060.47CA.4DEE - This is the source MAC address

0001.96A9.401D - This is the destination MAC address

11
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4 Click CapturelForward four times. There should be four PDU Information at Device: Web Client n A | simulation Panel
events in the Event List.
Event List
Look at the Web Client web browser page. Did anything 2SI Model | Outbound PDU Details
change? 2c) Last Device At Device Type
e. Click the first colored square box under the Event List > At Device: Web Client ! i
Type column. It may be necessary to expand the Source: Web Client - Web Client | g
Simulation Panel or use the scrollbar directly below the Destination: HTTP CLIENT = Web Client | G
5:2.: DL[.Jslzf T In Layers Out Layers Web Client Web Server W HTTP
& PDU Information at Device: Web Client window 5
displays. In this window, there are only two tabs (OS] Layer 7 [Layer 7: HTTP ] Web Server Web Client |
Model and Outbound PDU Details) because this is the Layer 6. Layer 6.
start of the transmission. As more events are examined Layer 5 Layer 5
there will be three tabs displayed, adding a tab for A A
Inbound PDU Details. When an event s the last event Layer 4 Layer 4: TCP Src Port: 1025, Dst Port:
in the stream of trafic. only the 0S| Model and Inbound AVFEr A 80
DU Details tabs are displayer Layer 3: 1P Header Src, 17:
T Ensure that the OSI Model tab is selected Layer 3 102.168.1.1, Dest. IP: 192.168.1.254
Under the Out Layers column, click Layer 7 Layer 2: Ethernet 11 Header
Layer 2 5
What information is lsted in the numbered steps directly o 0060.47CA.4DEE >> 0001.96A9.401D
below the In Layers and Out Layers boxes for Layer 72 Layer 1 Layer 1: Port(s):
What is the Dst Port value for Layer 4 under the Out
2
evers coumn 1. The next-hop IP address is a unicast. The ARP process looks it up in the ARP table
Whatis the Dest. IP value for Layer 3 under the Out 2. The next-hop IP address is in the ARP table. The ARP process sets the frame's destination
Layers column?
. . MAC address to the one found in the table.
Vinat information is displayed at Layer 2 under the Out 3. The device encapsulates the PDU into an Ethemet frame.
ayers column? S
g. Click the Outbound PDU Details tab.
Information listed under the PDU Formats is reflective of [SESNE AT [] Constant Delay Ca&lgr;g:a
the layers within the TCP/IP model S
Note: The information listed under the Ethernet II Play Controls
section of the Outbound PDU Details tab provides even
more detailed information than is listed under Layer 2 on
the OSI Model tab. The Outbound PDU Details.
provides more descriptive and detailed information. The
values under DEST MAC and SRC MAC within the - Event List Filters - Visible Events
Time Elapsed: 02:08:59 Challenge Me << Previous Layer = Next Layer >> o| TP
Dock Edit Fitters Show AllNone

(Seventus) @ Realtime)(@ Simulation

O [Scenario0 | |Fire  LastStatus Souce Destination Type Color Time(sec) Periodic Num  Edit  Delete

X

Tog t Window

& NG 2248 B

g.  Click the Outbound PDU Details tab.
Information listed under the PDU Formats is reflective of the layers within the TCP/IP model.

Note: The information listed under the Ethernet II section of the Outbound PDU Details tab
provides even more detailed information than is listed under Layer 2 on the OSI Model tab. The
Outbound PDU Details provides more descriptive and detailed information. The values under
DEST MAC and SRC MAC within the Ethernet II section of the PDU Details appear on the OSI
Model tab under Layer 2, but are not identified as such.

Questions:

What is the common information listed under the IP section of PDU Details as compared to the
information listed under the OSI Model tab? With which layer is it associated?

Answer: The source and destination IP addresses are the common info listed in the PDU
details and OSI model tab. It is associated with layer 3(Network layer).
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File Edit Options View Tools Extensions Window Help

EERNS0Ld AFC13 QARAQAOE B=E ?
QaX H/ med 9
Physical

0OSI Model _Qutbound PDU Details

. Logical(
Inbound lastevent PDU Formats
in the stream of traffic, only the OSI Model and Inbound A | Simulation Panel
PDU Details tabs are displayed ~

Event List

Ensure that the OSI Model tab is selected. Ethernetil
[ S| 8 | | Bytes ec) Last Device At Device Type

Under the Out Layers column, click Layer 7 . Lo
What information is listed in the numbered steps directly PREAMBLE: 101010.10 | v | DESTADDR:0001.96A9 - Web Client W HTTP!
below the In Layers and Out Layers boxes for Layer 77 Web Client T

Whatis the Dst Port value for Layer 4 under the Out SRCADDR: ~ [TYPE:0 | ABLELENG ~ |ch 0x0000000 Web Client Web Server W HTTP
0

Layers column?
0060.47CA 4 x0800
What is the Dest. IP value for Layer 3 under the Out hd TH) A Web Server Web Client | G
Layers column?
What information is displayed at Layer 2 under the Out AL B 1B 20, 24 ..., Bits

Layers column?
VER4 | IHL'5 | DSCP-0100 TL122

P
0,

Click the Outbound PDU Details tab.
Information listed under the PDU Formats is reflective of
the layers within the TCP/IP model ID:0x0004 FLAGS: FRAG OFFSET0x000
Note: The information listed under the Ethernet Il 02

section of the Outbound PDU Details tab provides even
more detailed information than is listed under Layer 2 on TTL128 | PRO:0X06 CHKSUM

the OSI Model tab. The Outbound PDU Details.
provides more descriptive and detailed information. The
values under DEST MAC and SRC MAC within the

Ethernet Il section of the PDU Details appear on the SRCIP:192.168.1.1
OSI Model tab under Layer 2, but are not identified as
such.Questions:

What is the common information listed under the IP DSTIP:192.168.1.254
section of PDU Details as compared to the information DSt 1p:192.168.1.254 | >

listed under the OSI Model tab? With which layer is it
associated? DATA (VARIABLE LENGTH)

‘What is the common information listed under the TCP
section of PDU Details, as compared to the information
Play Controls

listed under the OSI Model tab, and with which layer is it
associated? Icp mam
8. 16 24 1 111 Bis i

4 [N [

Constant Delay Ca&lgr;g 1105

o
e

What is the Host listed under the HTTP section of the
Event List Filters - Visible Events
HTTP

Edit Filters Show Al/None

PDU Details? Vhat layer would this nformation be -
associated vith under the OSI Model tab? . SOURCE PORT-1025 | DESTINATION PORT:80

Time Elapsed: 02:19:08
SEQUENCE NUMBER:1

ACKNOWLEDGEMENT NUMBER:1
Source Destination Type Color Time(sec) Periodic Num Edit Delete

819HGW

& NG 2258 B

What is the common information listed under the TCP section of PDU Details, as compared to
the information listed under the OSI Model tab, and with which layer is it associated?

Answer: The common information is the SOURCE PORT: 1025 and DESTINATION
PORT: 80. It is associated with layer 4(Transport layer)

13



EENS0rd @Acy @a@Qa0E A=A 2
T B med M PDU Information at Device: Web Client n
OSI Model _ Outbound PDU Details

Physical

for Layer 3 under the Out At Device: Web Client
L: lumn? - A | Simulation Panel

ayers column? Source: Web Client
What nformaton s dispayed a Layer 2 under the Out Destination: HTTP CLIENT Event List
ayers column’

g Click the Outbound PDU Details tab. In Layers Out Layers 5c) Last Device At Device Type
Information listed under the PDU Formats is reflective of Layer 7 [Layer 7: HTTP J - Web Client W HTTP!
the layers within the TCP/IP model Laye Layer 6

X . B Web Client | G
Note: The information listed under the Ethernet Il Laye Layer 5 Web Ciient Web S i
Section of the Outbound PDU Details tab provides even = = = eb Client eb Server
more detailed information than is listed under Layer 2 on Ly 4 Layer 4: TCP Src Port: 1025, Dst Port: Web Server Web Client WP
the OSI Model tab. The Outbound PDU Details 80
provides more descriptive and detailed information. The 5 5
Values under DEST MAC and SRC MAC within the Layer 3 (Leyer 38 P eler Sl 1%
Ethernet ll section of the PDU Details appear on the 192.168.1.1, Dest. IP: 192.168.1.254
OS1 Model tab under Layer 2, but are not identiied as Layer 2: Ethernet 11 Header
such.Quesfions: Laver 2 0060.47CA.4DEE >> 0001.96A9.401D
What s the common information listed under the IP vl Layer 1: Port(s):

section of PDU Details as compared to the information
listed under the OSI Model tab? With which layer is it
associated? 1. Sent segment information: the sequence number 1, the ACK number 1, and the data length
What is the common information listed under the TCP 102

section of PDU Details, as compared to the information
listed under the OSI Model tab, and with which layer is it
associated?

What is the Host listed under the HTTP se
PDU Details? What layer would this information
associated vith under the OSI Model tab?

Click the next colored square box under the Event List >
Type column. Only Layer 1 is active (not grayed ou). < >

The device is moving the frame from the buffer and c d
plcing ton to the netuork pre D
Advance to the next HTTP Type box within the Event S
List and click the colored square box. This window Play Controls

contains both In Layers and Out Layers. Notice the
direction of the arrow directly under the In L m ° m

Constant Delay

column: itis pointing upward, indicating the dire
data is travelling. Scroll through these layers maki
th

ing
the

Event List Filters - Visible Events
HTTP

Edit Filters Show Al/None

Challenge Me <<PreviousLayer | NextLayer>> | = gorce Destination Type Color Time(sec) Periodic Num Edit  Delete

& NG 2307 B

What is the Host listed under the HTTP section of the PDU Details? What layer would this
information be associated with under the OSI Model tab?

Answer: The Host is www.osi.local. The layer associated with this information under the
OSI model is layer 7(Application layer)
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0OSI Model

the OSI M thound PDU Details.
provides more descriptive and detailed information. The

PDU Information at Device: Web Client

Qutbound PDU Details

PDU Formats

values under DEST MAC and SRC MAC within the
Ethernet Il section of the PDU Details appear on the
0S| Model tab under Layer 2, but are not identified as

TILA28 | PRO0X06 |

CHKSUM ~

such.Questions:

Whatis the common information listed under the 1P
section of PDU Details as compared to the information

SRCIP:192.168.1.1

listed under the OSI Model tab? With which layer is it
associated?

Whatis the common information listed under the TCP'

DSTIP:192.168.1.254

section of PDU Details, as compared to the information
listed under the OSI Model tab, and with which layer is it
associated?

DATA (VARIABLE LENGTH)

What is the Host listed under the HTTP section of the
PDU Details? \¥hat layer would this information be 1cp
associated with under the OSI Model tab? r‘ ,

40 8 16

24 11 Bits

Click the next calored square box under the Event List >
Type column. Only Layer 1 is active (not grayed out).
The device is moving the frame from the buffer and
placing it on to the network

SOURCE PORT:1025 |

DESTINATION PORT:80

Advance to the next HTTP Type box within the Event
List and click the colored square box. This window
contains both In Layers and Out Layers. Notice the

SEQUENCE NUMBER:1

dectin of he arw drectl under the In Layers
column: tis pointing upward, indicating the d
data is travelling. Scroll through these layers mal

ACKNOWLEDGEMENT NUMBER:1

ot f the Heme previcusly viewed. AL he op of the
column the arrow points to the right. This denotes that
the server is now sending the mkzrmztian back to the
client.

OFFSE
TOx0

RESER | FLAGS:00000110
VED:0 00

WINDOW-65535

Comparing the information displayed in the In Layers
column with that of the Out Layers column, what are the

CHECKSUM:0x0000

URGENT POINTER:0x0000

major differences?

Click the Inbound and Outbound PDU Details tab.
Review the PDU details

OPTION

Click the last colored square box under the Info column.

Hew manu tahs ara disnlavad with this avant? Fxnlain

DATA (VARIABLE LENGTH)

PADDING: 0 |

Time Elapsed: 02:33:23

HTTP REQUEST

400 81 16

Cormec‘uon close

ost: osi.local

5
21 sisiox sivow |82

h.

Source  Destination

A | Simuiation Panel
Event List
2c) Last Device At Device Type
- Web Client | G
= Web Client | G
Web Client Web Server | B
Web Server Web Client | G
< >
Captured to:
CoEmibE 150271 s
Play Controls
Event List Filters - Visible Events
o ||[HTTP
Edit Filters Show AllNone

Type Color Time(sec) Periodic Num Edit Delete

& ENG 2313

Click the next colored square box under the Event List > Type column. Only Layer 1 is

active (not grayed out). The device is moving the frame from the buffer and placing it on to the

network.

»
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fsted under the OSI Model tab? With which layer s
associated?

What is the common information listed under the TCP
section of PDU Details, as compared to the information
listed under the OSI Model tab, and with which layer is it
associated?

What s the Host listed under the HTTP secti
PDU Dotals? it layer would i information b
associated vith under the OSI Model tab?

fthe

Click the next calored square box under the Event List >
Type column. Only Layer 1 s active (not grayed out).
The device is moving the frame from the buffer and
placing it on to the network

Advance to the next HTTP Type box within the Event
List and click the colored square box. This window
contains both I Layers and Out Layers. Notce he
direction of the arrow directly under the In Laye

Column; ks poning upwara, ndicating he drecdn the
data is travelling. Scroll through these layers making
note of the items previously viewed. At the top of the
column the arrow points to the right. This denotes that
the server is now sending the information back to the
client

Comparing the information displayed in the In Layers
column with that of the Out Layers column, what are the
major differences?

Click the Inbound and Outbound PDU Details tab.
Review the PDU details

Click the last colored square box under the Info column
How many tabs are displayed with this event? Explain
Part 2: Display Elements of the TCP/IP
Protocol Suite

In Part 2 of this activity, you will use the Packet Tracer
Simulation mode to view and examine some of the other
protocols comprising of TCPIIP sute.

Time Elapsed: 02:34:57

(OST Model

PDU Information at Device: Web Client

Outbound PDU Details

Simulation Panel

At Device: Web Client
Source: Web Client
Destination: HTTP CLIENT

In Layers
Layer7

Layer6
Layel
Layel
Layel
Layel
Layel

RN G RIS

OutLayers
Layer7
Laye
Laye
Laye
Laye
Laye

NP

[Layer 1: Port(s): FastEthernet0

2. FastEthernet0 sends out the frame.

1. The device takes out this frame from the buffer and sends it.

Event List
BC) Last Device At Device Type
- Web Client | G
= Web Client | G
Web Client Web Server | B
Web Server Web Client | G
< >
Captured to
CoEmibE 150271 s
Play Controls

Challenge Me

819HGW
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Next Layer >>
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Event List Filters - Visible Events
GTHTTP

Edit Filters Show Al/None
@ Realtime @ Simulation
Edit

Type Color Time(sec) Periodic Num Delete

&> ENG 23114



1. Advance to the next HTTP Type box within the Event List and click the colored square box.
This window contains both In Layers and Out Layers. Notice the direction of the arrow directly
under the In Layers column; it is pointing upward, indicating the direction the data is travelling.
Scroll through these layers making note of the items previously viewed. At the top of the column
the arrow points to the right. This denotes that the server is now sending the information back to
the client.

(B Cisco Packet Tracer - C:\Users\Lenovo\Downloads\Investigate the tcp-ip and osi models in action pkt.pka - Guest - 2025-09-16 16:28:09 - X
File Edit Options View Tools Extensions Window Help
IiEN20srd 3¢y QQaoBE B=E ?

TQ@a@X B/ med M

<. Loglcal (= Physici Root #5)(#) &
fisted under the OSI Model tab? With which layer is it~ = Simulation Panel
associated? 0SI Model _ Inbound PDU Details ~ Outbound PDU Details E & X
What is the common information listed under the TCP Event List
section of PDU Details, as compared to the information At Device: Web Server
listed under the OSI Model tab, and with which layer is it Source: Web Client gC) Last Device At Device Type
associated? Destination: HTTP CLIENT - Web Client |
What is the Host listed under the HTTP section of the
PDU Details? WWhat layer would this information be In Layers Out Layers = Web Client | G
associated with under the OSI Model tab? ‘Layer 7. HTTP ‘ ‘Layer 7. HTTP ‘ Web Client Web Server | G
h. Click the next colored square box under the Event List > - -
Type column. Only Layer 1 is active (not grayed out) Layer6 Layer6 WeDiServel VeeniChe WP
The device is moving the frame from the buffer and Ees B
placing ton o the netuork Layer 4: TCP Src Port: 1025, Dst Port Layer 4: TCP Src Port: 80, DSt Port
i Advance to the next HTTP Type box within the Event Bgyer IELCER B5LEs 13%' TELER Bsleis
List and click the colored square box. This window
contains both In Layers and Out Layers. Notice the Layer 3: IP Header Src. IP: Layer 3: IP Header Src. IP;
et i sl s urt i Tl N 102.168.1.1, Dest. IP: 192.168.1.254 192.168.1.254, Dest. 1P: 192.168.1.1
colum: t s pointing upward, indicating the direction the
G s raveling. Srol though theso lyers malng Layer 2: Ethernet 1T Header Layer 2: Ethemet II Header
note of the ftems previously viewed. At the top of the. 0060.47CA.4DEE >> 0001.96A9.401D | |0001.96A9.401D >> 0060.47CA.4DEE
Eolitnaithelenopolhtsjiofthelioiyhifehotsithal Layer 1: Port FastEthernet0 Layer 1: Port(s): FastEthernet0
the server is now sending the information back to the - - -
client.
— 1. FastEthemet0 receives the frame
Comparing the information displayed in the In Layers.
column with that of the Out Layers column, what are the
major differences?
j. Click the Inbound and Outbound PDU Details tab.
Review the PDU details.
k. Click the last colored square box under the Info column. >
How many tabs are displayed with this event? Explain Reset Simulation Constant Delay Ca%&gr;g:os
Part 2: Display Elements of the TCP/IP Play Controls
Protocol Suite mam
In Part 2 of this activity, you will use the Packet Tracer
Simulation mode to view and examine some of the other []
protocols comprising of TCP/IP suite L
- Challenge Me <<Previous Layer| | NextLayer>> = Event List Filters - Visible Events
Time Elapsed: 02:40:50 HTTP
Dock (EEENS @ @ < > Edit Filters Show AllNone

(Seventus) @ Realtime)(@ Simulation

O Fire  LastStatus Source Destination Type Color Time(sec) Periodic Num Edit  Delete

gle st Winc

&> NG 2320 B

Question:

Comparing the information displayed in the In Layers column with that of the Out Layers
column, what are the major differences?

Answer: the differences between the in and out layers

1. The destination and source MAC addresses are interchanged.
2. The source and destination IP addresses are interchanged.
3. The source and destination ports are interchanged.

j. Click the Inbound and Outbound PDU Details tab. Review the PDU details.
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section of ‘mation
listed under the OSI Model tab, and with which layer is it
associated?

What is the Host listed under the HTTP section of the
PDU Details? What layer would this information be
associated vith under the OSI Model tab?

Click the next colored square box under the Event List >
Type column. Only Layer 1 is active (not grayed ou).
The device is moving the frame from the buffer and
placing it on to the network.

Advance to the next HTTP Type box within the Event
List and click the colored square box. This window
contains both In Layers and Out Layers. Notice the
direction of the arrow directly under the In Layers
column: itis pointing upward, indicating the direction the
data is travelling. Scroll through these layers making
note of the items previously viewed. At the top of the
column the arrow points to the right. This denotes that
the server is now sending the information back to the
client

Comparing the information displayed in the In Layers
column with that of the Out Layers column, what are the
major differences?

Click the Inbound and Outbound PDU Details tab
Review the PDU details

Click the last colored square box under the Info column

How many tabs are displayed with this event? Explain

Part 2: Display Elements of the TCP/IP
Protocol Suite

In Part 2 of ths activity. you will use the Packet Tracer

Simulation mode to view and examine some of the other

protocols comprising of TCP/IP suite.
Step 1: View Additional Events

a. Close any open PDU information windows

Filtors > Visihla Fuents serfinn click

b In tha Fuant | ist
Time Elapsed: 02:44:18

PDU Information at Device: Web Server

0SI Model _[Inbound PDU Details|  Outbound PDU Details

Simulation Panel

Event List
PDU Formats
Bc) Last Device At Device Type
Ethernetl - Web Client | G
4 8 i | Bytes - Web Client W HTTP
PREAMBLE: 101010.10 | ¢ | DESTADDR0001.96A9 Web Client Web Server W HTTP|
401D Web Server Web Client | G
SRCADDR: ~ [TYPEO| DATA(VARI ~ | FCs:0x0000000
0060.47CA4 | x0800 | ABLE LENG 0
P
O 1 4, 18 16 L1 2% 000 Bits
VER4 | HL5 | DSCP-0x00 TL122
1D:0x0004 FLAGS:|  FRAG OFFSET:0x000
2
TTL:128 | PRO:0x06 CHKSUM
SRCIP:192.168.1.1
< >
Captured to:
DSTIP:192.168.1.254 Constant Delay 150271 s
Play Controls
DATA (VARIABLE LENGTH) m ° m
1cP E
Event List Filters - Visible Events
HTTP

3 &9

e remy | 1861 2520 262000

Physical

section of PDU Details, as compared to the information
listed under the OSI Model tab, and with which layer is it
associated?

What is the Host listed under the HTTP se
PDU Details? What layer would this information
associated with under the OSI Model tab?

Click the next calored square box under the Event List >
Type column. Only Layer 1 is active (not grayed out).
The device is moving the frame from the buffer and
placing it on to the network

Advance to the next HTTP Type box within the Event
List and click the colored square box. This window
contains both In Layers and Out Layers. Notice the
direction of the arrow directly under the In La
column: itis pointing upward, indicating the dire
data is travelling. Scroll through these layers making
note of the items previously viewed. At the top of the
column the arrow points to the right. This denotes that
the server is now sending the information back to the
client

the

Comparing the information displayed in the In Layers
column with that of the Out Layers column, what are the
major differences?

Click the Inbound and Outbound PDU Details tab.
Review the PDU detais.

Click the last colored square box under the Info column.

How many tabs are displayed with this event? Explain
Part 2: Display Elements of the TCP/IP
Protocol Suite
In Part 2 of this activity, you will use the Packet Tracer
Simulation mode to view and examine some of the other
protocols comprising of TCP/IP suite.
Step 1: View Additional Events

a. Close any open PDU information windows

Filters > Vi

b Intha Fuant I i
Time Elapsed: 02:44:24

&5 5 &5 5 » =99
ot Lear e 201 | aert raoe remy | 1861 2520 262000
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T Edit Filters Show Al/None
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Delete
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PDU Information at Device: Web Server

0SI Model  Inbound PDU Details _[Outbound PDU Details]

PDU Formats

Simulation Panel

Root (#5)(#) <5

TIL128 | PRO-0x08

Ethemetl
. 4 8 i 4 i Byes
| PREAMBLE: 101010.10 | B |DESTADDROOGO,47CA
SRCADDR ~ | TYPEO| DATA (VARI ~ [FCs:0x0000000
0001.96A2.4 ., | x0800 | ABLELENG
P
O 1 1 4 1 1 811111118 | 24 1111 Bits
VER4 | HL5 | DSCP-0x00 TL292
ID:0x0003 FLAGS: |  FRAG OFFSET0x000
02
CHKSUM

SRCIP:192.168.1.254

DSTIP:192168 1.1

DATA (VARIABLE LENGTH)

Event List

BC) Last Device At Device Type
- Web Client | B
= Web Client | G
Web Client Web Server | Biug
Web Server Web Client | G
>
Captured to
Constant Delay A

Play Controls

Event List Filters - Visible Events
HTTP

Fire  LastStatus Souce Destinaion Type Color Time(sec) Periodic Num

k.  Click the last colored square box under the Info column.
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Yy L T PDU Information at Device: Web Client

listed ur:d:;me 08I Model tab? With which layer is it ns,mu,a‘,on Panel 5 X
associate OST Model | Inbound PDU Details E
What is the common information listed under the TCP ——— Event List
section of PDU Details, as compared to the information
listed under the OSI Model tab, and with which layer is it gt:e::‘gc\?vggegg&em Bc) Last Device At Device Type
associated?
b Destination: HTTP CLIENT - Web Client W HTTP
Nhat is the Host listed under the HTTP section of the
PDU Details? What layer would this information be In Layers Out Layers = Web Client W HTTP
associated vith under the OSI Model tab? [Layer 7: FTTP | [Layer? Web Client Web Server TP
: ye

h. Click the next colored square box under the Event List > = =
Type column. Only Layer 1 is active (not grayed out) Layer6 Layer6 WebjSeiver WeblChent L Luig
The device is moving the frame from the buffer and Layers Layer5
placing iton to the network. Layer 4: TCP Src Port: 80, Dst Port: Layerd

i Advance to the next HTTP Type box within the Event 1025 e
List and click the colored square box. This window = =
contains both In Layers and Out Layers. Notice the Layer 3: IP Header Src. IP: e
direction of the arrow directly under the In Layers 192.168.1.254, Dest. IP: 192.168.1.1
column; itis pointing upward, indicating the direction the Layer 2: Ethernet 11 Header
data is travelling. Scroll through these layers making c Layer2
note of the items previously viewed. At the top of the 0001.96A9.401D >> 0060.47CA.4DEE
column the arrow points to the right This denotes that Layer 1: Port FastEthernet0 Layerl
the server is now sending the information back to the
client

1. FastEthemet0 receives the frame

Comparing the information displayed in the In Layers
column with that of the Out Layers column, what are the
major differences’

J. Click the Inbound and Outbound PDU Details tab.
Review the PDU details

k. Click the last colored square box under the Info column. < >
How many tabs are displayed with this event? Explain. Constant Delay Ci‘;‘g’;gfs

Part 2: Display Elements of the TCP/IP E‘ay Controls
Protocol Suite mam

In Part 2 of ths activity. you will use the Packet Tracer

Simulation mode to view and examine some of the other []

protocols comprising of TCP/IP suite E

h Challenge Me <=<Previous Layer | NextLayer== Event List Filters - Visible Events
Time Elapsed: 02:47:18 HTTP
> | Edit Filters Show Al/None

@ Realtime @ Simulation

2 EIT 0508 5 05 mz WE 050505 O Fire  LastStatus Source Destination Type Color Time(sec) Periodic Num Edit Delete

ISR4331
& NG 2327 B

Question:
How many tabs are displayed with this event? Explain.

Answer: There are 2 tabs displayed in this event: the OSI Model tab and the Inbound PDU
Details tab. This is because the web client is at the end of the communication process, only
receiving the inbound data (the home page of www.osi.local) from the web server. Since the
client is not sending any data at this point, no Outbound PDU Details tab is displayed.

PART 2: Display Elements of the TCP/IP Protocol Suite

In Part 2 of this activity, you will use the Packet Tracer Simulation mode to view and examine
some of the other protocols comprising the TCP/IP suite.

Step 1: View Additional Events

a. Close any open PDU information windows.
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http://www.osi.local

b. Inthe Event List Filters > Visible Events section, click Show All/None.

Question:
What additional Event Types are displayed?

Answer: ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCPv6, DNS, DTP, EAPOL,
EIGRP, EIGRPv6, FTP, H.323, HSRP, HSRPv6, HTTP, HTTPS, ICMP, ICMPv6, IPSec,
ISAKMP, IoT, IoT TCP, LACP, LLDP, Meraki, NDP, NETFLOW, NTP, OSPF, OSPFv6,
PAgP, POP3, PPP, PPPoED, PTP, RADIUS, REP, RIPng, RTP, SCCP, SMTP, SNMP, SSH,
STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, USB, VTP

(B Cisco Packet Tracer - C:\Users\Lenovo\Downloads\Investigate the tcp-ip and osi models in action pkt.pka - Guest - 2025-09-16 16:28:09 - X
File Edit Options View Tools Extensions Window Help
IiEN20srd 3¢y QQaoBE B=E ?

Root (#5)( i )

>

Suite Simulation Panel

In Part 2 of this activity, you will use the Packet Tracer Simulation Event List
mode to view and examine some of the other protocals comprising vent Lis

of TCPIIP suite . At Device e A
Step 1: View Additional Events. Web Client
a. Close any open PDU information windows. Web Client ARP
b Inthe Event List Fites > Visible Events secton, cick Show Web Client M ons
Web Client ARP
What additional Event Types are displayed? e Web Server ARP
These extra entries play various roles within the TCP/IP suite.
Address Resolution Protocol (ARP) requests MAC addresses Web Server Web BERA] r Web Client ARP
for destination hosts. DNS s responsible for canverting a name
(for example, www.osi.local) to an IP address. The additional Web Client W ons
TCP events are responsible for connecting, agreeing on Web Client W ons
communication parameters, and disconnecting the
communications sessions between the devices. These Web Server W ons
protocols have been mentioned previously and will be further Web Client M ons
discussed as the course progresses. Currently there are over
35 possible protocols (event types) available for capture within Web Server M ons
Packet Tracer. r Web Client HWons v
¢ Click the first DNS event in the Type column. Explore the OSI >
Model and PDU Detail tabs and note the encapsulation Captured &
process. As you look at the OSI Model tab with Layer 7 ISP aptured to
highlighted. a description of what is occurring is listed directly ) (] Constant Delay 150268 5
below the In Layers and Out Layers (“1. The DNS client sends
a DNS query to the DNS server.”). This is very useful Play Controls
information to help understand what is occurring during the
communication process
d. Click the Outbound PDU Details tab. .
What m!nrmalmg is listed in the NAME field: in the DNS. Event List Filters - Visible Events
QUERY section’ ARP, BGP, Bluetooth, GAPWAP, CDP, DHCP, DHCP6, DNS, DTP,
2. Click the last DNS Info colored square box in the event st EAPOL, EIGRP, EIGRPVG, FTP, H.323, HSRP, HSRPV6, HTTP, HTTPS,
At which device was the PDU captured? ICMP, ICMPVB, IPSec, ISAKMP, 10T, loT TCP, LACP, LLDP, Meraki, NDP,
I ot lte net 16 ADD! NETFLOW, NTP, OSPF, OSPFv6, PAGP, POP3, PPP, PPPOED, PTP,
Y value listed nextto ADDRESS: in the @ RADIUS, REP, RIP, RIPng, RTP, SCCP, SMTP, SNMP, SSH, STP, SYSLOG,
Time Elap: | TACACS, TCP, TFTP, Telnet, UDP, USB, VTP

Dock > Edit Fiters Show AliNone
— e
Shows or hides all event types. |UCASINICIT)

O Fire  LastStatus Source Destination Type Color Time(sec) Periodic Num Edit Delete

&> NG 1330 [

These extra entries play various roles within the TCP/IP suite. Address Resolution Protocol
(ARP) requests MAC addresses for destination hosts. DNS is responsible for converting a name
(for example, www.osi.local) to an IP address. The additional TCP events are responsible for
connecting, agreeing on communication parameters, and disconnecting the communications
sessions between the devices. These protocols have been mentioned previously and will be
further discussed as the course progresses. Currently there are over 35 possible protocols (event
types) available for capture within Packet Tracer.
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c.  Click the first DNS event in the Type column. Explore the OSI Model and PDU Detail tabs
and note the encapsulation process. As you look at the OSI Model tab with Layer 7 highlighted, a
description of what is occurring is listed directly below the In Layers and Out Layers (“1. The
DNS client sends a DNS query to the DNS server.”). This is very useful information to help
understand what is occurring during the communication process.

- Logical)(

Physical

- PDU Information at Device: Web Client B || Simulation Panel X
In Part 2 of this activity, you will use the Packet Tracer Simulation [0ST Modell
mode to view and examine some of the other protocals comprising Outbound PDU Detalls Evenifist
FTCPIIP suite
° sute At Device: Web Client At Device Type A
Step 1: View Additional Events. Source: Web Client Web Client W ons
a. Close any open PDU information windows. Destination: 192.168.1.254 Web Client ARP
b. Inthe Event List Filters > Visible Events section, click Show In Layers Out Layers Web Client W ons
None. Layer7 [Layer 7: DNS J Web Client ARP
What additional Event Types are displayed? Layer6 Layer6 Web Sewer ARP
These extra entries play various roles within the TCP/IP suite Layers Layers
Address Resolution Protocol (ARP) requests MAC addresses Layer 4: UDP Src Port: 1025, Dst Port: Web Client ARP
for destination hosts. DNS s responsible for converting a name Layerd 53 b Web Client M ons
(for example, www.osi.local) to an IP address. The additional
TCP events are responsible for conneciing, agreeing on Layers Layer 3: IP Header Src. IP: Web Client W ons
communication parameters, and disconneciing the ayer3 192.168.1.1, Dest. IP: 192.168.1.254 Web Server W ons
communications sessions between the devices. These Layer2 [E 2:
protocols have been mentioned previously and will be further aye ayer 2: Web Client Wlons
discussed as the course progresses. Currently there are over Layerl Layerl z -
35 possible protocols (event types) available for capture within >
Packet Tracer 1. The DNS client sends an ADNS query to the DNS Captured
¢ Click the first DNS event in the Type column. Explore the O S1 © client sends an Querytothe server. Constant Delay a%‘;’;eéo
Model and PDU Detail tabs and note the encapsulation 5

process. As you ook at the OSI Model tab with Layer 7
highlighted, a description of what is occurring is listed directly Play Controls

below the In Layers and Out Layers (1. The DNS client sends mom
aDNS query to the DNS server.). This is very ussful
information to help understand what is occurring during the []
communication process —
. ’ vent List Filters - Visible Events
Click the Outbound PDU Details tab,
ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP,

What information is isted in the NAME fild: n the DNS DHCPv6, DNS, DTP, EAPOL, EIGRP, EIGRPVS, FTP,
QUERY section? H.323, HSRP, HSRPV6, HTTP, HTTPS, ICMP, ICMP6,
Click the last DNS Info colored square box in the event list > 10T, loT TCP, LACP, LLDP, Meraki,

Atwhich device was the PDU captured?
What s the value listed next to ADDRESS: in the DNS > Challenge Me << Previous Layer | NextLayer>>
Time Elapsed: 04:39:59

Dock

e e e : S O Fire  LastStatus Source Destination Type Color Time(sec) Periodic Num Edit Delete

819HGW

d. Click the Outbound PDU Detalils tab.
Question:
What information is listed in the NAME field: in the DNS QUERY section?

Answer: NAME (VARIABLE LENGTH):www.osi.local

20



€

Challenge Questions

BE/me¢ um

Click the first NS event in the Type column. Explore the O'SI
Model and PDU Detail tabs and note the encapsulation
process. As you look at the OSI Model tab with Layer 7
highlighted, a description of what is occurring s listed directly
below the In Layers and Out Layers (-1. The DNS client sends
a DNS query to the DNS server.”). This is very useful
information to help understand what is occurring during the
communication process.

Click the Outbound PDU Details tab.

What information is listed in the NAME field: in the DNS
QUERY section?

ck the last DN Info colored square box in the event list

Atwhich device was the PDU captured?

What is the value listed next to ADDRESS: in the DNS.
ANSWER section of the Inbound PDU Details?

Find the first HTTP event in the list and click the colored square
box of the TCP event immediately following this event. Highlight
Layer 4 n the OSI Model tab.

In the numbered lst directly below the In Layers and Out
Layers, what is the information displayed under items 4 and 57
TCP manages the connecting and disconnecting of the
communications channel along with other responsibiliies. This
particular event shows that the communication channel has
been ESTABLISHED

Click the last TCP event. Highlight Layer 4 in the OSI Model
tab. Examine the steps listed directly below In Layers and Out
Layers

What is the purpose of this event, based on the information
provided in the last item in the list (should be item 4)7

PDU Information at Device: Web Client

0SI Model

Qutbound PDU Details

PDU Formats

I 1 |
DATA (VARIABLE LENGTH) |
DNS Header
O v v v 1 8 v 1 16 1 24 111 Bits
Transaction ID:0xcect OPCOD Z |RCODE
E:0x1 0x0
QDCOUNT1 ANCOUNTO
NSCOUNT0 ARCOUNTO
DNS Query
O v v v 1 8 v 1 16 i 24 111 Bits
NAME (VARIABLE LENGTH)-www_osi local
TYPEA CLASS1
TTL:86400
LENGTH:0

&5

629 | 1200 oo premy

C Last Status

0] Fre

Click the last DNS Info colored square box in the event list.

Questions:

At which device was the PDU captured? Answer: at the Web Client
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Router-PT

Simulation Panel

Event List

e At Device Tpe A

Web Client W ons

Web Client ARP

Web Client W ons

Web Client ARP

Web Server ARP

r Web Client ARP

Web Client [l ons

Web Client W ons

Web Server W ons

Web Client [l ons

Web Server W ons
r Web Client HWoNs v

< >
Captured to
Constant Delay 1"50 P

Play Controls

[ ]
Event List Filters - Visible Events
ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCPV6, DNS, DTP,
EAPOL, EIGRP, EIGRPVS, FTP, H.323, HSRP, HSRPV6, HTTP, HTTPS,
ICMP, ICMPVB, IPSec, ISAKMP, 10T, loT TCP, LACP, LLDP, Meraki, NDP,
NETFLOW, NTP, OSPF, OSPF6, PAGP, POP3, PPP, PPPOED, PTP,

RADIUS, REP, RIP, RIPng, RTP, SCCP, SMTP, SNMP, SSH, STP, SYSLOG,
TACACS, TCP, TFTP, Telnet, UDP, USB, VTP

Edit Filters Show AllNone
@ Realtime )@ Simulation
Edit

Color Delete

Type Time(sec) Periodic Num
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Challenge Questions

This simulation provided an example of a web session b
da ork he

BE/me¢ um

Packet Tracer

Click the first NS event in the Type column. Explore the O'SI
Model and PDU Detail tabs and note the encapsulation
process. As you look at the OSI Model tab with Layer 7
highlighted, a description of what is occurring s listed directly
below the In Layers and Out Layers (-1. The DNS client sends
a DNS query to the DNS server.”). This is very useful
information to help understand what is occurring during the
communication process.

Click the Outbound PDU Details tab.

What information is listed in the NAME field: in the DNS
QUERY section?

ck the last DN Info colored square box in the event list

Atwhich device was the PDU captured?

What is the value listed next to ADDRESS: in the DNS
ANSWER section of the Inbound PDU Details?

Find the first HTTP event in the list and click the colored square
box of the TCP event immediately following this event. Highlight
Layer 4 n the OSI Model tab.

In the numbered lst directly below the In Layers and Out
Layers, what is the information displayed under items 4 and 57
TCP manages the connecting and disconnecting of the
communications channel along with other responsibiliies. This
particular event shows that the communication channel has
been ESTABLISHED

Click the last TCP event. Highlight Layer 4 in the OSI Model
tab. Examine the steps listed directly below In Layers and Out
Layers

What is the purpose of this event, based on the information
provided in the last item in the list (should be item 4)7

G

s reny | 1861

PDU Information at Devi

Web Client

Challenge Me

B

<< Previous Layer

Fire

O [scemaics ~ |

Next Layer >

Last Status

Source  Destination

~ | simulation Panel
OSI Modell_ Inbound PDU Details
—_— Event List
At Device: Web Client . At Device e A
Source: Web Client
Destination: 192.168.1.254 r Web Client M ons
In Layers OutLayers Web Client Tcp
[Layer 7: DNS ] [Layer7 r Web Client M ons
Layer6 Layer6 Web Server TCP
Layer5 Layer5 Web Client TCp
Layer 4: UDP Src Port: 53, Dst Port: ym— Web Server Tcp
B r Web Client TcP
Layer 3: 1P Header Src. 1P -
102.168.1.254, Dest. IP: 192.168.1.1 | -2V d \Web Client ee
Layer 2: Ethernet 11 Header p— Web Server ce
0001.96A9.401D >> 0060.47CA.4DEE . Web Client W HTP
Layer 1: Port FastEthernet0 Layert Web Server TCp
Web Client WHTTP v
1. FastEthernet0 receives the frame. < >
Caplured to
fic Constant Delay A

Play Controls
[ ]

Event List Filters - Visible Events

ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCPV6, DNS, DTP,

EAPOL, EIGRP, EIGRPVS, FTP, H.323, HSRP, HSRPV6, HTTP, HTTPS,

ICMP, ICMPVB, IPSec, ISAKMP, 10T, loT TCP, LACP, LLDP, Meraki, NDP,

NETFLOW, NTP, OSPF, OSPFV8, PAP, POP3, PPP, PPPOED, PTP,

RADIUS, REP, RIP, RIPng, RTP, SCCP SMTP, SNMP SSH, STP SYSLOG,
TACACS TCP, TFTP, Telnet, UDP, USB, VTP

Edit Filters Show AllNone
@ Realtime )@ Simulation
Edit

Type Color Time(sec) Periodic Num Delete

What is the value listed next to ADDRESS: in the DNS ANSWER section of the Inbound PDU
Details? Answer: 192.168.1.254 - this is the IP address of the DNS server

»
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Challenge Questions

T
client and a server on a local area network (LAN). The client mal

Time Elapsed: 04:57-26
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Packet Tracer.

Click the first DNS event in the Type column. Explore the OSI
Model and PDU Detail tabs and note the encapsulation
process. As you look at the OSI Model tab with Layer 7
highlighted, 2 description of what is occurring s listed directly
below the In Layers and Out Layers (1. The DNS client sends
a DNS query to the DNS server”). This is very useful
information to help understand what is occurring during the
communication process

Click the Outbound PDU Details tab.

What information is listed in the NAME field: in the DNS
QUERY section?

ck the last DN Info colored square box in the event list
At which device was the PDU captured?

What is the value listed next to ADDRESS: in the DNS

/ANSWER section of the Inbound PDU Details?

Flnd Lhe first HTTP event in the list and click the colored square
the TCP eventimmediately following this event. Highlight

Layerl in the OSI Model ta

In the numbered list directly below the In Layers and Out
Layers, what s the information displayed under items 4 and 57

TCP manages the connecting and disconnecting of the
communications channel along with other responsibiliies. This
particular event shows that the communication channel has
been ESTABLISHED
Click the last TCP event
b, Examin the siops sted
Layers

ht Layer 4 in the OSI Model
ectly below In Layers and Out

What is the purpose of this event, based on the information
provided in the last item in the list (should be item 4)7

n between a
kes

lation provided an example of a web se:

i
200 2011 9108 mnew | 829 | 1240

5 &5

e prengy

PDU Information at Device: Web Client

0SI Model _Inbound PDU Details
PDU Formats
| ~
DNS Query
00 1 i 1By 16 i1 124 i1 i1 Bis
NAME (VARIABLE LENGTH):-www.osi local
TYPE1 | CLASS:1
TTL:86400
LENGTH:0
DNS Answer
00 1 1 1By 16 1 124 i1 i1 Bis
NAME (VARIABLE LENGTH):www.osi local
TYPE1 CLASS:1

TTL:86400

LENGTH:4

IP:192 168 1.254

1091 2o 20 | 2911

Router-PT

Fire

Q [seemoo -]

Last Status

Source  Destination

A | simulation Panel

Event List

e At Device Tipe A

r Web Client W ons
Web Client TCcP

r Web Client W ons
Web Server TCcP
Web Client TCP
Web Server TcP

r Web Client TcP

r Web Client TCcP
Web Server TcP
Web Client | B
Web Server TcP
Web Client WHTTP v

< >

e

Play Controls mam

[ ]

Event List Fiters - Visible Events

ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCP6, DNS, DTP,

EAPOL, EIGRP, EIGRPVS, FTP, H.323, HSRP, HSRP6, HTTP, HTTPS,

ICMP, ICMPV6, IPSec, ISAKMP, IoT, IoT TCP, LACP, LLDP, Meraki, NDP,

NETFLOW, NTP, OSPF, OSPFV8, PAP, POP3, PPP, PPPOED, PTP,

RADIUS, REP, RIP, RIPng, RTP, SCCP, SMTP, SNMP, SSH, STP, SYSLOG,

TACACS, TCP, TFTP, Telnet, UDP, USB, VTP

© Realtime (@ Simulation

Type Color Time(sec) Periodic Num Edit Delete

& ENG 13:47
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f.  Find the first HTTP event in the list and click the colored square box of the TCP event
immediately following this event. Highlight Layer 4 in the OSI Model tab.

Question:

In the numbered list directly below the In Layers and Out Layers, what is the information
displayed under items 4 and 5?7 Answer:

4. The TCP connection is successful.
5. The device sets the connection state to ESTABLISHED

rocess. A you reTrI— PDU Information at Device: Web Server Simuation Panel 8 x
highlighted, a description of what is occurring is listed directly T B2
below the In Layers and Out Layers (‘1. The DNS client sends 0SI Model  Inbound PDU Details
a DNS query to the DNS server.). This is very useful [r— Event List
information to help understand what Is occurring during the
AlDerce i1eb Server tDevce ADeuce e A
d. Click the Outbound PDU Details tab. Destination 192.168.1 254 b Server Web Client Il ons
What information is listed in the NAME field: in the DNS In Layers Out Layers b Client Web Server TCP
QUERY section? e Taveia Web Client TCcP
e Click the last DNS Info colored square box in the event list. Layer6 Layer6 b Client Web Server TCcP
Atwhich device was the PDU captured? Layer5 Layer5 b Server Web Client TCP
What is the value listed next to ADDRESS: in the DNS Layer 4: TCP Src Port: 1026, Dst Port: b Server Web Client TCcP
[ i ils? ’ Layerd
I T st it and it s @ ‘ e MR =2
ind the firs event in the list and click the colored square 5 5
bos of the TCP svent immeditely ollowing tis event. Highiight = %PIHeDadetr Sre. 1Dy enaasa | |Lavers Web Client | s
Layer 4 in the OSI Model tab 10210811 eSt b 1921081, b Client Web Server TCP
ayer 2: Ethemel eader
Inthe numbered list directly below the In Layers and Out Layer2 Web Client HTTP
Layers, what is the information displayed under items 4 and 57 0060.47CA.4DEE >> 0001.96A9.401D b Client Web Semer = TP
TCP manages the connecting and disconnacting of the Layer 1: Port FastEthernet0 Lzl v
communications channel along with other responsibiles. This b Server Web Client W HTTP
particular event shows hat the communication chann has 1. The device receives a TCP ACK segment on the connection to 192.168.1.1 on port 1026 < >
cen 2. Received segment information the sequence number 1, the ACK number 1, and the data Captured to
g Click the last TCP event. Highlight Layer 4 in the OSI Model length 20 Constant Delay 150.268
tab. Examin th stops Fsted diecly beowIn Layers and Out 3 The TCP segment has the expected peer sequence number S
ayers
’ 4.The TCP connection is successiul BlvCotine
Whatis the purpose of this event, based on the information 5. The device sets the connection state to ESTABLISHED. mom
provided in the last tem in the lst (should be item 4)? |
Challenge Questions
lenge Questic ) Event List Filters - Visible Events
'Ef‘::s" ‘S::\dﬂ:ﬂ:enr&r?::Zﬁ:g;:f:ﬂpr"ee‘n\':rlﬁiﬁf/swg Eﬁ:ﬁ.?"a Ses ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCPV6, DNS, DTP, EAPOL,
requests to specific services running on the server. The server must EIGRP, EIGRPV6, FTP, H.323, HSRP, HSRPV6, HTTP, HTTPS, ICMP, ICMPV6,
be setup to listen on specific ports for a client request (Hint: Look IPSec, ISAKMP, IoT, IoT TCP, LACP, LLDP, Meraki, NDP, NETFLOW, NTP, OSPF,
at Layer 4 in the OS1 Model tab for port information ) OSPFv6, PAGP, POP3, PPP. PPPoED, PTP, RADIUS, REP, RIP, RIPng, RTP,
Rased an the information that was insnectad durina the Packat e Challenge Me << Previous Layer | NextLayer >> SCCP, SMTP, SNMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP,
Time Elapsed: 04:59:27 USB, VTP
Dock Edit Filters Show AllNone

Time: 00:16:05.322(() JPLAY CONTRO 1) @Realtime)(@ Simulation

e e doe e 5= e O Fire lastStatus Source Destination Type Color Time(sec) Periodic Num Edit Delete

) P ENG 1349 [ ]

TCP manages the connecting and disconnecting of the communications channel along with other

responsibilities. This particular event shows that the communication channel has been
ESTABLISHED.

g.  Click the last TCP event. Highlight Layer 4 in the OSI Model tab. Examine the steps listed
directly below In Layers and Out Layers.

Question:

What is the purpose of this event, based on the information provided in the last item in the list
(should be item 4)?
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Answer: The device closes the TCP connection communication channel and sets its state to
CLOSED.

PDU Information at Device: Web Server
communication process. 5 n
d. Click the Outbound PDU Details tab. 1| S & X
0SI Model _ Inbound PDU Details
What information is isted in the NAME fild: n the DNS Evenifist
QUERY section? At Device: Web Server st Device At Device e A
e Click the last DNS Info colored square box in the event list Source: Web Client
At which dovi e PDU cantured? Destination: 192.168.1.254 b Server Web Client TCP
which device was the PDU capture b Client Web Server Tcp
What s the value listed next to ADDRESS: in the DNS In Layers OutLayers Web Ciient e
ANSWER section of the Inbound PDU Details? Layer7
£ Find the first HTTP event in the list and click the colored square Layer6 b Client Web Server CcP
box of the TCP event immediately following this event. Highiight e Web Client WP
Layer 4in the OSI Model tab
Inth bered list directly below the In L 40 Layer 4: TCP Src Port: 1026, Dst Port: b Client Web Server | Gl
n the numbered list directly below the In Layers and Out
Layers, what is the information displayed under items 4 and 57 fo ST b Server Web Client W HTTP
. . ayer 3: IP Header Src. IP: 5 Web Client TcP
TCP manages the connecting and disconnecting of the < Layer3
communicatons channl along wih oier responsbics Tris igz- 1623-;;‘— Destt.HIii- 132-163-1-254 b Client Web Server TcP
particular event shows that the communication channel has ayer 2: Etherne eader o
been ESTABLISHED 0060.47CA.4DEE >> 0001.06A9.401D | -7V¢™2 DS WebGhert JICE
g. Click the last TCP event. Highlight Layer 4 in the OSI Model Layer 1: Port FastEthernet0 Layerl b Client Web Server TcP
tab. Examine the sieps listed directly below In Layers and Out v
Layers
ettt " T 1. The device receives a TCP ACK segment on the connection to 192.168.1.1 on port 1026 < >
Nhat is the purpose of this event, based on the information 2. Received segment information: the sequence number 104, the ACK number 273, and the data C
ided i tom i et p - 3 3 g aptured to:
provided in the last item in the list (should be ftem 4)? g 50, Constant Delay 1p50 2o
Challenge Questions 3.The TCP segment has the expected peer sequence number.
9 4. The device Sefs the connection state to CLOSED. (M @il
This simulation provided an example of a web session between a | mom
client and a server on a local area network (LAN). The client makes
requests to specific sevices running on the server. The server must []
be set up to lsten on specific pors for a client request. (Hint: Lok
at Layer 4 in the OSI Model tab for port information ) Event List Fifters - Visible Events
Based on the information that was inspected during the Packet ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCPV6, DNS, DTP, EAPOL,
Tracer caplure, what port number is the Web Server listening on for EIGRP. EIGRPVS, FTP. H.323. HSRP. HSRPVG, HTTP. HTTPS. ICMP. ICMPY6
the web request IPSec, ISAKMP, [oT, IoT TCP, LACP, LLDP, Meraki, NDP, NETFLOW, NTP, OSPF,
What portis the Web Server listening on for a DN request? OSPFV6, PAGP, POP3, PPP, PPPOED, PTP, RADIUS, REP, RIP, RIPng, RTP,
Challenge Me << Previous Layer | | NextLayer>> SCCP, SMTP, SNMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP,
Time Elapsed: 05:11:31 USB, VTP
Dock Edit Fitters Show AllNone
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Challenge Questions

This simulation provided an example of a web session between a client and a server on a local
area network (LAN). The client makes requests to specific services running on the server. The
server must be set up to listen on specific ports for a client request. (Hint: Look at Layer 4 in the
OSI Model tab for port information.)

1. Based on the information that was inspected during the Packet Tracer capture, what port
number is the Web Server listening on for the web request?

Answer: Port number 80
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communicaton p ! - ~ | Simulation Panel
4. Click the Outbound PDU Details tab. 0SI Model  Inbound PDU Details
What information is isted in the NAME fild: n the DNS Bzl
QUERY section? At Device: Web Server st Device At Device Type ~
& Click the last DNS Info calored square box in the event list Source: Web Client
At dovce wae e POU coptoreds Destination: 192.168.1.254 b Server Web Client M ons
which device was the PDU capture
What s the value listed next to ADDRESS: in the DNS In Layers OutLayers b Clert azg i?::{ 122
ANSIWER section of the Inbound PDU Details? Layer7 Layer7
1. Find the first HTTP event in the list and click the colored square Layel Layer6 b Client Web Server cp
box of the TCP event immediately following this event. Highlight Layer5 Layer5 b Server Web Client cP
Layer 4 in the OSI Model tab
. bered st drecty bolow the I L o Layer 4: TCP Src Port: 1026, Dst Port: Layerd b Server Web Client cP
i the numbered list directly below the In Layers and Out el
Layers, what is the information displayed under items 4 and 57 : O o T DiChert WEDSE = Ch
N - ayer eader Src. o Web Client HTTP
TCP manages the connecting and disconnecting of the Layer3
communications channel along with other responsibilties. This 192.168.1.1, Dest. IP: 192.168.1.254 b Client Web Server TcP
particular event shows that the communication channel has. Layer 2: Ethernet 11 Header ,
been ESTABLISHED, 0060.47CA.4DEE >> 0001.96A9.401D |  -2Ye2 Web Client WP
g Click the last TCP event. Highlight Layer 4 in the OSI Model Layer 1: Port FastEthernetO Layerl b Client Web Server | Gl
tab. Examine the steps listed directly below In Layers and Out b Server Web Client WHTTP v
Layers
W n b based on the inf 1. The device receives a TCP ACK segment on the connection to 192.168.1.1 on port 1026 < >
at s the purpose of this event, based on the information 2. Received segment information: the sequence number 1, the ACK number 1, and the data
provided in the last item in the list (should be item 4)? ength 20 Constant Delay Ca%&;r;géos
Challenge Questions 3. The TCP segment has the expected peer sequence number. Play Controls
e st " e of 2 e scscion b 4. The TCP connection is successful Y
is simulation provided an example of a web session between a
client and a server on a local area network (LAN). The ciient makes 5. The device sets the connection state to ESTABLISHED mam
requests to specific services running on the server. The server must
be set up to listen on specific ports for a client request. (Hint: Lok
atLayer 4 in the O S Model tab for port information.) Event List Filters - Visible Events
Based on the information that was inspected during the Packet ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCPv6, DNS, DTP, EAPOL,
Tracer capture, what port number is the Web Server listening on for EIGRP, EIGRPV6, FTP, H.323, HSRP, HSRPvG, HTTP, HTTPS, ICMP, ICMPV6
the web request? IPSec, ISAKMP, IoT, IoT TCP, LACP, LLDP, Meraki, NDP, NETFLOW, NTP, OSPF,
What port i the Web Server listening on for a DNS request? OSPFv6, PAGP, POP3, PP, PPPOED, PTP, RADIUS, REP, RIP, RIPng, RTP,
Challenge Me <<Previous Layer | NextLayer »> SCCP, SMTP SNMP, SSH STP, SVSLOG TACACS, TCP TFTP, Telnet, UDP,
Time Elapsed: 05:13:37 USB, VTP
Edit Filters Show Al/None
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What port is the Web Server listening on for a DNS request?
Answer: Port number 53

»
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Root (#3)(4)

communication process. PDU Information at Device: Web Clien n
Click the Outbound PDU Details tab.

0SI Model  Outbound PDU Details

Simulation Panel

What information is isted in the NAME fild: n the DNS Evenifist
QUERY secton? At Device: Web Client st Device At Device Tpe A
e. Click the last DNS Info colored square box in the event ist. Source: Web Cliont s Wons
Atwhich device was the PDU captured? Destination: 192.168.1.254 WeDlCher —
Whatis the value listed next to ADDRESS: in the DNS In Layers Out Layers
ANSWER section of the Inbound PDU Details? B [Layer 7: DNS | Web Client W ons
£ Find the first HTTP event in the list and click the colored square Loy Layer6 Web Client ARP
box of the TCP event immediately following this event. Highlight = b Client Web Server ARP
Layer 4in the OSI Model tab. Layer5 Layer5 ST Web Ciient
In the numbered lst directly below the In Layers and Out ey Layer 4: UDP Src Port: 1025, Dst Port: Web Client
Layers, what s the information displayed under items 4 and 57
TCP manages the connecting and disconnecting of the — Layer 3: 1P Header Src. 1P: Web Client Mons
communications channel along with other responsibilities. This AyfER 192.168.1.1, Dest. IP: 192.168.1.254 b Client Web Server [l ons
particular event shows tha the communication channel has ~ -
been ESTABLISHED Layer2 Layer 2: Web Client [l ons
9. Click the last TCP event_Highlight Layer 4 in the OSI Model Layerl Layerl b Client Web Server W ons
b, Examine the siope isted directly below In Layers and Out b Server Web Client Hons v
Layers. 1. The device encapsulates the PDU into an UDP segment. < >
Whatis the purpose of this event, based on the information
provided in the last item in the list (should be tem 4)? Constant Delay Cﬂ%‘g’;géo
s

Challenge Questions Play Controls
This simulation provided an example of a web session between a m ° m
client and a server on a local area network (LAN). The client makes

requests to specific services running on the server. The server must
be set up to listen on specific ports for a client request. (Hint: Look
atLayer 4 in the O S Model tab for port information.)

Event List Filters - Visible Events

Based on the information that was inspected during the Packet

ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCPV6, DNS, DTP, EAPOL,
Tracer capture, what port number is the Web Server listening on for EIGRP. EIGRPV6, FTP. H.323. HSRP. HSRPV6. HTTP. HTTPS. ICMP. ICMPV6.

the web request? IPSec, ISAKMP, [oT, loT TCP, LACP, LLDP, Meraki, NDP, NETFLOW, NTP, OSPF,
What port is the Web Server listening on for a DNS request?

OSPFv6, PAGP. POP3, PP, PPPOED, PTP, RADIUS, REP, RIP RIPng, RTP,
Grlzzzil g ovous Caveq| [INexiaver SCCP, SMTP, SNMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP,

USB, VTP
Edit Filt Show Al/None
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Conclusion

This activity showed how the OSI and TCP/IP models work together to facilitate communication
across the network and how the encapsulation process works. I was able to generate and examine
HTTP web traffic, DNS resolution, and how TCP manages connections in detail. Similarly, I was
also able to observe the Protocol Data Units(PDUs) at each layer and see how IP addressing, port

numbers, and protocol headers allow data to move from a client to a server and back.

Moreover, the activity also helped me understand the difference between outbound and inbound
traffic, how to identify different services such as HTTP and DNS by the port numbers, and how

TCP manages establishment and closed connections.

Hence, my understanding of the theory of TCP/IP and the OSI model was further enhanced by a
practical approach to how protocols work and interact in different layers to ensure web services

are delivered across a network.
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