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Introduction

Network Traffic Analysis (NTA) is a high-value and highly-transferable skill in cybersecurity
that is used in monitoring network activity and looking for threats that could capitalize on
security and operational issues. It is described as the act of examining network traffic to
characterize common ports and protocols, establish a baseline for our environment, monitor and
respond to threats, and ensure the greatest possible insight into our organization's network.

Offensive security practitioners use network traffic analysis to search for sensitive data such as
credentials, hidden applications, reachable network segments, or other potentially sensitive
information. For defenders, they use network traffic analysis to collect and analyze real-time and
historical data of what is happening on the network. Network traffic analysis can also be used by
both sides to search for vulnerable protocols and ciphers in use.

In this assignment, I explored the principles of network traffic analysis and practically
demonstrated the use of traffic analysis tools such as Wireshark and tcpdump in Hack The Box.
Wireshark is GUI-based while tcpdump is command line-based for Linux/UNIX. Tecpdump can
be particularly useful if you have to analyze a non-GUI based system or a remote system where a
GUI would be slow, inefficient, and not very stealthy.

Some of the prerequisites for this assignment are:

1. Linux fundamentals
2. Introduction to Networking
3. Web Requests

Use Cases of NTA include:

1. Collecting real-time traffic within the network to analyze upcoming threats.
Setting a baseline for day-to-day network communications.

3. Identifying and analyzing traffic from non-standard ports, suspicious hosts, and issues
with networking protocols such as HTTP errors, problems with TCP, or other networking
misconfigurations.

4. Detecting malware on the wire, such as ransomware, exploits, and non-standard
interactions.

5. Useful when investigating past incidents and during threat hunting.
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Questions

Answer the question(s) below to complete this Section and earm cubes!

+08 How many layers does the 0S| model have?

7

+08 How many layers are there in the TCP/IP model?

4

+0@ True or False: Routers operate at layer 2 of the OS! model?

™

+08 What addressing mechanism is used at the Link Layer of the TCP/IP model?

MAC Addrass

(the number)

+08 Wnat addressing mechanism utiizes a 32-bit address?

~@E Bz P ED NG 0032
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(the number)

+08 Wnat addressing mechanism utiizes a 32-bit address?

1Pua

+08 What Transport layer protocol is connection oriented?

e

+08 Wnat Transport Layer protocol s considered unreliable?

e

1.8yn, 2.5yn & ACK, 3.
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Tepdump Fundamentals

It does not require a GUI and can be used through any terminal or remote connection, such as SSH.

To capture network traffic from "off the wire," it uses the libraries pcap and libpeap, paired with an
interface in promiscuous mode to listen for data. This allows the program to see and capture packets
sourcing from or destined for any device in the local area network, not just the packets destined for us.
Due to the direct access to the hardware, we need the root or the administrator's privileges to run this tool,
hence the need to utilize sudo to execute TCPdump.

Traffic Captures with Tcpdump
Switches modify how tcpdump runs or how it displays data.
Some Basic Capture Options(switches) for Tcpdump include:

Switch Command Result

1. D Will display any interfaces available to capture from.

2. i Selects an interface to capture from. ex. -i ethQ

3. n Do not convert addresses (i.e., host addresses, port numbers, etc.) to
names.

4. e Will grab the ethernet header along with upper-layer data.

5 X Show Contents of packets in hex and ASCII.



6. XX Same as X, but will also specify ethernet headers. (like using Xe)

7. V,VV, VWV Increase the verbosity of output shown and saved.

8. ¢ Grab a specific number of packets, then quit the program.

9. s Defines how much of a packet to grab.

10.8S change relative sequence numbers in the capture display to absolute
sequence numbers. (13248765839 instead of 101)

11.q Print less protocol information.

12. r file.pcap Read from a file.

13. w file.pcap Write into a file

14. 1 Make stdout line buffered. Useful if you want to see the data while
capturing it.e.g allowing us to pipe the contents of a pcap file out to another function such as
'orep'

15. A Shows only the ASCII text after the packet line, instead of both ASCII
and hex.

Nb:

1. Optional best practice used with the switches is Don’t resolve hostnames — -nn (it is faster,
avoids delays in DNS querying).

2. Using modifiers and redirecting output can be a quick way to scrape websites for email addresses,
naming standards, and much more. E.g SuleleReeileioissiofeyatagstanier: o g QIFeavsojeatevl (1o by

More info on the complete list of switches is found in the man pages i.e man tcpdump

There is a great advantage in knowing how a network functions and how to use the filters that TCPDump
provides. With them, we can view the network traffic, parse it for any issues, and identify suspicious
network interactions quickly. Theoretically, we can use tcpdump to create an IDS/IPS system by having a
Bash script analyze the intercepted packets according to a specific pattern. We can then set conditions to,
for example, ban a particular IP address that has sent too many ICMP echo requests for a certain period.

Questions

1. Utilizing the output shown in question-1.png, who is the server in this communication? (IP
Address) Answer: 174.143.213.184



>duny HTTP.cap
_from file WTTP.cap, link-type EN10MB (Ethernet), snapshot length 65535
.2668; .168.1.140.57678 > 174.143.213.184.80: [s], seq 2387613953, win 5840, options [mss 1460,5ack0K,TS val 2216538 ecr 0,nop,wscale 7], length 0
], seq 3344080264, ack 2387613954, win 5792, options [mss 1460,sackOK,TS val 835172936 ecr 2216538,nop,wscale 61, length 0
46, options [nop,nop,TS val 2216543 ecr 835172936, length 0
P.], seq 1:135, ack 1, win 46, options [nop,nop,TS val 2216543 ecr 8351729361, length 134: HTTP: GET /images/layout/logo.png HTTP/1.0
ack 135, win 108, options [nop,nop,TS val 835172948 ecr 2216543], length @

2.168.1.140.57678 seq 1:1449, ack 135, win 108, options [nop,nop,TS val 835172948 ecr 22165431, length 1448: HTTP: HTTP/1.1 200 OK

13.184.80 a .1, ack 1449, win 69, options [nop,nop,TS val 2216548 ecr 835172948], length @

13.18 92.168.1.140.57678 gs [. , ack 135, win 108, options [nop,nop,TS val 835172948 ecr 2216543], length 1448: HTTP
68.1.140.57678 > 174.143.213.184.80 gs [. 7, win 91, options [nop,nop,TS val 2216548 ecr 835172948], length @
3 184.80 > 192.168.1.140.57678: o q 2897:4345, ack 135, win 108, options [nop,nop,TS val 835172948 ecr 2216543], length 1448: HTTP
.1.140.57678 > 174.143.213.184.80: 5 4345, win 114, options [nop,nop,TS val 2216548 ecr 8351729481,
3 184.80 > 19ﬁ 155 1.140.57678 gs [. 4345:5793, ack 135, win 108, options [nop,nop,TS val 835172961 ecr 2216 length 1448: HTTP
.140.57678 > 17 3.184.80: FL 5 ck 5793, win 137, options [nop,nop,TS val 2216553 ecr 835172961], length 0
-80 > NZ .140.5767 gs [. 5793:7241, ack 135, win 108, options [nop,nop,TS val 835172961 ecr 2216548], length 1448: HTTP
k 7241, win 159, options [nop,nop,TS val 2216553 ecr 835172961], length 0
5 5 7241:8689, ack 135, win 108, options [nop,nop,TS val 835172961 ecr 2216548], length 1448: HTTP
1. 1m 576 17 gs [. 8689, win 182, options [nop,nop,TS val 2216553 ecr 835172961], length 0
213.184. 80 > 192 158 1 11.0 J767o s [. 8689:10137, ack 135, win 108, options [nop,nop,TS val 835172961 ecr 2216548], length 1448: HTTP
.140.57678 > 174 5 .1, ack 10137, win 204, options [nop,nop,TS val 2216553 ecr 835172 e
13.184.8 92. .140.5767 gs [. 10137:11585, ack 135, win 108, options [nop,nop,TS val 8 r 22165481, length 1448: HTTP
.1.140.57678 > 174.143.213.184.80 o k 11585, win 227, options [nop,nop,TS val 2216553 ecr 8351 0
.213.184.80 > 192.168.1.140.57678 gs [. 33, ack 135, win 108, options [nop,nop,TS val 8 1 ecr 22165481, length 1448: HTTP
68.1.140.57678 > 174.143.213.184.80 gs [.], a 33, win 250, options [nop,nop,TS val 2216553 ecr 835172961], length 0
13.184.80 > 192.168.1.140.57678 o 481, ack 135, win 108, options [nop,nop,TS val 835172973 ecr 2216553], length 1448: HTTP
.140.57678 > 174.143.213.184.80 gs [.], ack 14481, win 272, options [nop,nop,TS val 2216557 ecr 835172973], length 0
13.184.80 > 192.168.1.140.57678: Flag .1, seq 14481:15929, ack 135, win 108, options [nop,nop,TS val 835172973 ecr 22165531, length 1448: HTTP
8.1.140.57678 > 174.143.213.184.80 a B k win 295, options [nop,nop,TS val 2 58 ecr 835172973], length @
92.16 7377, ack 135, win 108, options [nop,nop,TS val 835172973 ecr 2216553], length 1448: HTTP
win 315, options [nop,nop,TS val 2216558 ecr 835172973], length 0
ack 135, win 108, options [nop,nop,TS val 835172973 ecr 2216553], length 1448: HTTP
J.o, options [nop,nop,TS val 2216558 ecr 835172973], length 0
ck 135, win 108, options [nop,nop,TS val 835172973 ecr 2216553], length 1448: HTTP
options [nop,nop,TS val 2216558 ecr 835172973], length @
5 1721, ack 135, win 108, options [nop,nop,TS val 835172973 ecr 22165531, length 1448: HTTP
.80: Flags [.], ack 21721, win 385, options [nop,nop,TS val 2216558 ecr 835112‘ , length 0
1213.184. o .140. Flags [P. 7 04 ck 135, win 108, options [nop,nop,TS 72974 ecr 2216553], length 325: HTTP
.140.5767; .184. .1, ack 22046, win 408, options [nop,nop,TS val 2216558 ec 5177 4], length 0
11.140.57678 > 174.143.213.184.80: Flags [F.], seq 135, ack 22046, win 408, options [nop,nop,Ts val 2216558 ecr §35172974], length 0
5 184.80 > 192. .140. 8: Flags [F.], seq 220 ck 136, win 108, options [nop,nop,TS val u%lu%e ecr 22165581, length 0
.513650 IP 192. .140.5767 .143 .184.80: Flags [.], ack 22047, win 408, options [nop,nop,TS val 2216563 ec , length 0

2. Were absolute or relative sequence numbers used during the capture? (see question-1.zip to
answer) Relative - These are a human-friendly view where the first sequence number
observed in a flow is normalized to 0 (or 1). The first two packets have tcp headers with
absolute sequence numbers.

3. If I wish to start a capture without hostname resolution, verbose output, showing contents in
ASCII and hex, and grab the first 100 packets; what are the switches used? please answer in the
order the switches are asked for in the question.

-nvXc 100

Hostname resolution: n verbose output: v showing contents in ASCII and hex: X
grab the first 100 packets: -c 100

4. Given the capture file at /tmp/capture.pcap, what tcpdump command will enable you to read from
the capture and show the output contents in Hex and ASCII? (Please use best practices when
using switches)

sudo tcpdump -Xr /tmp/capture.pcap

-X comes before r and sudo is used

5. What TCPDump switch will increase the verbosity of our output? ( Include the - with the proper
switch )

-v
6. What built in terminal help reference can tell us more about TCPDump?

man pages (man tcpdump)



What TCPDump switch will let me write my output to a file?
-w

B Gyber Shujaa LMS: Log @ Hack The Box - Academy X & Network Acce: X @ libpcap - Google Search X | @ HTB Academy Intro To
< > C M academy.hackthebox.com/module/81/section/774 QU Y, N School

Questions
Cheat Sheet

Answer the question(s) below to complete this Section and

+0@ Utilizing the output shown in question-1.png, who is the server in this communication? (IP Address)

174.143213.184

L question-1.zip | B Hint ‘

+0@ Were absolute or relative sequence numbers used during the capture? (see question-1.zip to answer)

relative

+0@ If 1 wish to start a capture without hostname resolution, verbose output, showing contents in ASCII and hex,
and grab the first 100 packets; what are the switches used? please answer in the order the switches are asked for in

the question.

-nvXc 100

P Submit | 53 Hint ‘

+0@ Given the capture file at /tmp/capture.pcap, what tcpdump command will enable you to read from the capture .

and show the output contents in Hex and ASCII? (Please use best practices when using switches)

" 9 S P BE & ® 13 o> ENG 18:07
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+0@ Given the capture file at /tmp/capture.pcap, what tcpdump command will enable you to read from the capture

and show the output contents in Hex and ASCII? (Please use best practices when using switches)

sudo tepdump Xr /tmp/capture.pcap

+10 Streak pts | P8 Submi Hint ‘

+08 What TCPDump switch il increase the verbosity of our output? ( Include the - with the proper switch )

+10 Streak pts Hint ‘

in terminal help reference can tell us more about TCPDump?

+10Streak pts

+08 What TCPDump switch will let me write my output to a file?

+10 Streak pts

&> ENG 18:07
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Tepdump: Fundamentals Lab

This lab exposed me to tcpdump through practice various tcpdump basics such as:

e reading from and writing to files
e utilizing basic switches
e |ocating files in the terminal

This type of work is often used to examine specific hosts and servers in more detail and find out who they
all interact with. This procedure can also be used to identify so-called backdoors or other potential
breaches. This could be used to monitor and log all communication from one server to analyze the
packets sent and received.

Scenario:

As the new network administrator for the Corporation, we have been tasked with capturing some network
traffic to help baseline and validate the Corporation's network. As a test, we start utilizing tcpdump to get
a small capture of our local broadcast domain traffic to ensure our capture device will work to accomplish
this task. We need to ensure the tools and dependencies required are installed and test our ability to read
traffic and capture it to a file.

Steps taken

1. Validate Tecpdump is installed on our machine using command: which tcpdump

File Machine View Input Devices Help

B eomPOdF]-|1 2 3 2|6

ession Actions Edit View Help

neville® kali)-[~]
$ which tcpdump
/usr/bin/tcpdump
neville® kali)-[~]
s 1

y
B O EN I #mErTE @ D rightcrl
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2. Start a capture by checking all possible interfaces we can listen to using switch -D

File Machine View Input Devices Help

B eomPOdF]-|1 2 3 2|6

@ neville@kal: ~
Session Actions Edit View Help

neville® kali)-[~]
$ which tcpdump
/usr/bin/tcpdump

neville® kali)-[~]
$ tcpdump -
1.etho [Up, Running, Connected]
2.any (Pseudo-device that captures on all interfaces) [Up, Running]
3.%l0 [up, Running, Loopback]
4.bluetooth-monitor (Bluetooth Linux Monitor) [Wireless]
5.nflog (Linux netfilter log (NFLOG) interface) [nonel
6.nfqueue (Linux netfilter queue (NFQUEUE) interface) [none]
7.dbus-system (D-Bus system bus) [none]
8.dbus-session (D-Bus session bus) [nonel

neville® kali)-[~]
1 |

»

BOEM T ¢ MO @ D rightcul
&+ ENG 1822 [

3. Utilize Basic Capture Filters such as adding verbosity to our output and displaying contents in
ASCII and Hex using command: tcpdump -i [interface name or #] -vX

e Disable name resolution and display relative sequence numbers for another challenge
would use command: tcpdump -i [interface name or #] -nn

(-S is not used since it is used to show absolute sequence numbers)

4. Save a Capture to a .PCAP file.
e Capture filters modify what we get. We grab our first full capture from the wire and save
it to a PCAP file. This becomes a sample to baseline the enterprise network.

e Command used: tcp -i [interface name or #] -nvw [/path/of/filename.pcap]



File Machine View Input Devices Help
am PO 2 3 2 |H]

neville@kali: -
Session Actions Edit View Help
neville® kali)-[~]
$ tcpdump -i etho -nvw ~/filename.pcap
cpdump: etho: You don't have permission to perform this capture on that device
socket: Operation not permitted)

neville® kali)-[~]
$ sudo tcpdump -i etho -nvw ~/filename.pcap

sudo] password for neville:

borry, try again.

sudo] password for neville:

forry, try again.

sudo] password for neville:

cpdump: listening on etho, link-type EN10MB (Ethernet), snapshot length 262144 byte

fot o

B O dit 5] & 0[O P® &1 48 FA Richt (1l
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5. Read the Capture from a .PCAP file. - Our team members have given us a PCAP they captured
while surveying another section of the enterprise, read the PCAP file into tcpdump, and modify
our view of the PCAP to help us determine what is happening. We can disable hostname and port
resolution for simplicity and ensure we see any TCP sequence and acknowledgment numbers in
absolute values. For the sake of the lab, utilize the PCAP file we created in the previous step for
this task.

e (Command used: tcp -nnSXr [file/to/read.pcap]
e The switches used above will not resolve hostnames or port numbers, apply for absolute

sequence numbers, and show contents in Hex and ASCII when reading from the PCAP
file.

Questions

Questions

1. What TCPDump switch will allow us to pipe the contents of a pcap file out to another function

such as 'grep'? Answer: -1

True or False: The filter "port" looks at source and destination traffic. Answer: true

3. If we wished to filter out ICMP traffic from our capture, what filter could we use? ( word only,
not symbol please.) Answer: not icmp(filter out means remove from view)

4. What command will show you where / if TCPDump is installed? Answer: which tcpdump

N
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How do you start a capture with TCPDump to capture on eth0? Answer: tcpdump -i eth(
What switch will provide more verbosity in your output? Answer: -v

What switch will write your capture output to a .pcap file? Answer: -w

What switch will read a capture from a .pcap file? Answer: -r

What switch will show the contents of a capture in Hex and ASCII? Answer: -X

B Course: Cloud and Network Sec X & Hack The Box - Academy X © Network Access Layer protocol X | +

C M 25 academy.hackthebox.com/module/81/section/786 N School

Questions
Cheat Sheet
Answer the question(s) below to complete this Section and earn cubes!

+0& What TCPDump switch will allow us to pipe the contents of a pcap file out to another function such as 'grep'?

P& Submit

+0@ True or False: The filter "port" looks at source and destination traffic.

true

P& Submit

+0@ If we wished to filter out ICMP traffic from our capture, what filter could we use? ( word only, not symbol

please.)

noticmp

P& Submit

+08® What command will show you where / if TCPDump is installed?

which tepdump

N w7z P NG 2354 BR
Course: Cloud and Network Sec X & Hack The Box - Academy X @ Network Access Layer protocc

C M 25 academy.hackthebox.com/module/81/section/786

+0@ How doyou start a capture with TCPDump to capture on eth0?

tcpdump -i eth0
P& Submit
+0@ What switch will provide more verbosity in your output?
v
PS Submit
+0& What switch will write your capture output to a .pcap file?
w
PS Submit
+0& What switch will read a capture from a .pcap file?
r

P& Submit

~ @i zJ) F E e 2354 B
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PS Submit

+0@ What switch will write your capture output to a .pcap file?

w

P& Submit

+0& What switch will read a capture from a .pcap file?

r

P& Submit

+08 What switch will show the contents of a capture in Hex and ASCII?

X

P& Submit

4 Previous Next = +10 Streak pts ‘ © Mark Complete & Next I
v
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Tcpdump Packet filtering

Tepdump provides a robust and efficient way to parse the data included in our captures via packet filters.
They can be combined with standard tcpdump syntax options to capture as widely as we wish or be
specific to capture packets from a particular host, or even with a particular bit in the TCP header set to on.
They tell tcpdump which packets to capture/show.

Some advanced helpful TCPDump filters include:

Filter Result

host host will filter visible traffic to show anything involving the designated host. Bi-directional

src and dest are modifiers. We can use them to designate a source or destination host or
port.

net will show us any traffic sourcing from or destined to the network designated. It us
notation.

12



proto will filter for a specific protocol type. (ether, TCP, UDP, and ICMP as examples)

port is bi-directional. It will show any traffic with the specified port as the source or
destination.

portrange portrange allows us to specify a range of ports. (0-1024)

less / greater "< >"

less and greater can be used to look for a packet or protocol option of a specific size.

and / && and && can be used to concatenate two different filters together. for example, src host
AND port.

or allows for a match on either of two conditions. It does not have to meet both. It can be
tricky.

not is a modifier saying anything but x. For example, not UDP.

Pre-Capture Filters VS. Post-Capture Processing

Pre-capture filters: any traffic not matching the filter is dropped. The amount of data in the captures is
reduced and potentially, so is traffic that may be needed later. Hence, they are best used when looking for
something specific such as troubleshooting a network connectivity issue.

Post-capture processing: applying a filter to capture that is read from a file will parse the file and remove
anything from our terminal output not matching the specified filter. It helps us investigate while saving
potential valuable data in the captures because it will not permanently change the capture file.

Looking for TCP Protocol Flags

Command used to look for a SYN flag: [igsfsitinsieRegeis Ry RRIR R0

e Tcp[13]: look at byte offset 13 of the TCP header (which is the flags field).
e &2: check the second flag which is SYN by applying bitwise AND
e 1= (: if the result is non-zero() i.e. 1 or ON, is that bit set?

Results would include only packets with the TCP SYN flag set.

13



v - Course: Cloud and Network Sec X @ Hack The Box - Academy X ’* Protocol Numbers x © Network Access Layer protoce
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Waiting to start...

Enable step-by-step solutions for all questions @

Questions
Cheat Sheet

Answer the question(s) bel e S nand eam cubes!

+0® Whatfilter will allow me to see traffic coming from or destined to the host with an ip of 10.10.20.1?

host 10.1020.1
P¢ submit ‘ 53 Hint ‘
+0® Whatfilter will allow me to capture based on either of two options?
or
P¢ submit ‘ 53 Hint ‘
+0® True or False: TCPDump will resolve IPs to hostnames by default.
True

P submit ‘ 53 Hint ‘

‘ © Mark Complete & Next ' '
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Lab: Interrogating Network Traffic With Capture and Display
Filters

This lab aims to provide some exposure to interrogating network traffic and practice in implementing
packet filters such as host, port, protocol, and many more to change our view while digging through a
.PCAP file.

Scenario

Now that we have proven capable of capturing network traffic for the Corporation, management has
tasked us with performing a quick analysis of the traffic our team has captured while surveying the
network. The goal is to determine what servers are answering DNS and HTTP/S requests in our local
network.

Objective

Determine what servers are answering DNS and HTTP/S requests in our local network from
TCPDump-lab-2.pcap

Tasks

1. Read a capture from a file without filters implemented.

14



File Machine View Input Devices Help

Semapko
nevle@lal -Desktop
Session Actions Edit View Help

neville® kali)-[~/Desktop
$ tcpdump -r TCPDump-lab-2.pcap

reading from file TCPDump-lab-2.pcap, link-type EN10MB (Ethernet), snapshot length 262144
58.310209 IP 172.16.146.2.54940 > server-13-35-106-128.mia3.r.cloudfront.net.https: Flags [.], ack 2816075430, win 501, options [nop,nop,TS val 3512036734 ecr 1767785373], length o
58.339426 IP server-13-35-106-128.mia3.r.cloudfront.net.https > 172.16.146.2.54940: Flags [.], ack 1, win 133, options [nop,nop,TS val 1767795554 ecr 3512016550], length 0
IP 172.16.146.2.36918 > 72.21.91.29.http: Flags [.], ack 1583071423, win 501, options [nop,nop,TS val 668700405 ecr 721845285], length 0
IP 72.21.91.29.http > 172.16.146.2.36918: Flags [.], ack 1, win 131, options [nop,nop,TS val 721855485 ecr 668680205], length 0
IP 172.16.146.2.55877 > 23.106.60.92.1337: UDP, length 682
IP 172.16.146.2.57752 > 172.16.146.1.domain: 41819+ A? apache.org. (28)
IP 172.16.146.2.57752 > 172.16.146.1.domain: 46943+ AAAA? apache.org. (28)
IP 172.16.146.1.domain > 172.16.146.2.57752: 41819 2/0/0 A 95.216.26.30, A 207.244.88.140 (60)
IP 172.16.146.1.domain > 172.16.146.2.57752: 46943 0/1/0 (112)
IP 172.16.146.2.43804 > static.30.26.216.95.clients.your-server.de.http: Flags [S], seq 749874084, win 64240, options [mss 1460,sackOK,TS val 3101551032 ecr 0,nop,wscale 7]

IP 172.16.146.2.43806 > static.30.26.216.95.clients.your-server.de.http: Flags [S], seq 3078186339, win 64240, options [mss 1460,sackOK,TS val 3101551040 ecr 0,nop,wscale 7

IP 172.16.146.2.52520 > 207.244.88.140.https: Flags [S], seq 75289295, win 64240, options [mss 1460,sackoK,Ts val 4062857 ecr 0,nop,wscale 7], length 0
IP 207.244.88.140.https > 172.16.146.2.52520: Flags [S.], seq 2053874896, ack 75289296, win 65160, options [mss 1460,sackoK,TS val 3444223749 ecr 4062857,nop,wscale 71, leng

01.296454 IP 172.16.146.2.52520 > 207.244.88.140.https: Flags [R], seq 75289296, win 0, length o

101.389479 IP static.30.26.216.95.clients.your-server.de.http > 172.16.146.2.43804: Flags [S.], seq 2667566931, ack 749874085, win 65160, options [mss 1460,sackoK,TS val 1169094229 ecr
3101551032, nop,wscale 7], length o

01.389497 IP 172.16.146.2.43804 > static.30.26.216.95.clients.your-server.de.http: Flags [R], seq 749874085, win 0, length 0

01.401231 IP static.30.26.216.95.clients.your-server.de.http > 172.16.146.2.43806: Flags [S.], seq 4210180338, ack 3078186340, win 65160, options [mss 146@,sackok,TS val 1169094240 ec
r 3101551040,nop,wscale 7], length o

01.401270 IP 172.16.146.2.43806 > static.30.26.216.95.clients.your-server.de.http: Flags [.], ack 1, win 502, options [nop,nop,TS val 3101551195 ecr 1169094240], length ©

02.216846 IP 172.16.146.2.56506 > 172.16.146.1.domain: 42121+ A? fonts.googleapis.com. (38)

02.216954 IP 172.16.146.2.56506 > 172.16.146.1.domain: 37006+ AAAA? fonts.googleapis.com. (38)

02.217577 IP 172.16.146.1.domain > 172.16.146.2.56506: 42121 1/0/0 A 172.217.164.74 (54)

02.217577 IP 172.16.146.1.domain > 172.16.146.2.56506: 37006 1/0/0 AAAA 2607:f8b0:4002:c06::5f (66)

02.218395 IP 172.16.146.2.36180 > atl26s18-in-f10.1e100.net.https: Flags [S], seq 2010467125, win 64240, options [mss 1460,sackOK,TS val 3047260657 ecr 0,nop,wscale 7], length 0
:34:02.230276 IP 172.16.146.2.57344 > static.30.26.216.95.clients.your-server.de.https: Flags [S], seq 1335291809, win 64240, options [mss 1460,sackOK,TS val 3101552024 ecr 0,nop,wscale 7
length o
:134:02.230400 IP 172.16.146.2.57346 > static.30.26.216.95.clients.your-server.de.https: Flags [S], seq 3703454174, win 64240, options [mss 1460,sackOK,TS val 3101552024 ecr 0,nop,wscale 7

IP 172.16.146.2.50587 > 172.16.146.1.domain: 18737+ A? cse.google.com. (32)
IP 172.16.146.2.50587 > 172.16.146.1.domain: 48695+ AAAA? cse.google.com. (32)

IP 172.16.146.1.domain > 172.16.146.2.50587: 18737 6/0/0 A 64.233.177.100, A 64.233.177.101, A 64.233.177.138, A 64.233.177.139, A 64.233.177.102, A 64.233.177.113 (128)
02.241342 IP 172.16.146.1.domain > 172.16.146.2.50587: 48695 4/0/0 AAAA 2607:f8b0:4002:c08::8b, AAAA 2607:f8b0:4002:c08::66, AAAA 2607:f8b0:4002:c08 ::8a, AAAA 2607:f8b0:4002:c08::65 (

B 0¥ T ¢ mars§ @ Hrightcol
) P ENG 1

2. ldentify the type of traffic seen.

e Common protocols in the traffic are: DNS, HTTP, HTTPS

e Ports utilized: UDP 53, TCP 80, TCP 443, UDP 1337

e Filters to use: tcp, udp, port, host, tcp[13] & 8 != 0 (Show only TCP packets that have the
PSH flag set (i.e., packets carrying data, not just ACKs).

3. Identify conversations.
e  What are the client and server port numbers used in the first full TCP three-way
handshake? Client port = 43806, server port = 80. Switch -S helps to show absolute
sequence numbers to identify the first full TCP three-way handshake.
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03.734088 IP yx-in-f91.1e100.net.https > 172.16.146.2.37106: Flags [P.], seq 68548:68626, ack 1950, win 273, options [nop,nop,TS val 3321848670 ecr 1945791536], length 78
03.736972 IP 172.16.146.2.37106 > yx-in-f91.1e100.net.https: Flags [P.], seq 1950:1989, ack 68626, win 1184, options [nop,nop,TS val 1945791568 ecr 33218486701, length 39
:03.772838 IP yx-in-f91.1e100.net.https > 172.16.146.2.37106: Flags [.], ack 1989, win 273, options [nop,nop,TS val 3321848709 ecr 1945791568], length

neville® kali)-[~/Desktop]
$ tcpdump -S -r TCPDump-lab-2.pcap 'tcpltcpflags] & (tcp-synltcp-ack) = o
reading from file TCPDump-lab-2.pcap, link-type EN10MB (Ethernet), snapshot length 262144

310209 IP 172.16.146.2.54940 > server-13-35-106-128.mia3.r.cloudfront.net.https: Flags [.], ack 2816075430, win 501, options [nop,nop,TS val 3512036734 ecr 1767785373], length o
339426 IP server-13-35-106-128.mia3.r.cloudfront.net.https > 172.16.146.2.54940: Flags [.], ack 1437080716, win 133, options [nop,nop,TS val 1767795554 ecr 3512016550], length o
078138 IP 172.16.146.2.36918 > 72.21.91.29.http: Flags [.], ack 1583071423, win 501, options [nop,nop,TS val 668700405 ecr 721845285], length 0

.100780 IP 72.21.91.29.http > 172.16.146.2.36918: Flags [.], ack 800430096, win 131, options [nop,nop,TS val 721855485 ecr 668680205], length o

237834 IP 172.16.146.2.43804 > static.30.26.216.95.clients.your-server.de.http: Flags [S], seq 749874084, win 64240, options [mss 1460,sackOK,TS val 3101551032 ecr @,nop,wscale 7]

18:34:01.246293 IP 172.16.146.2.43806 > static.30.26.216.95.clients.your-server.de.http: Flags [S], seq 3078186339, win 64240, options [mss 1460,sackoK,TS val 3101551040 ecr 0,nop,wscale 7
, length 0
1 01.254402 IP 172.16.146.2.52520 > 207.244.88.140.https: Flags [S], seq 75289295, win 64240, options [mss 1460,sackOK,TS val 4062857 ecr 0,nop,wscale 7], length o
01.296423 IP 207.244.88.140.https > 172.16.146.2.52520: Flags [S.], seq 2053874896, ack 75289296, win 65160, options [mss 1460,sackOK,TS val 3444223749 ecr 4062857,nop,wscale 7], leng
th
18:34:01.389479 IP static.30.26.216.95.clients.your-server.de.http > 172.16.146.2.43804: Flags [S.], seq 2667566931, ack 749874085, win 65160, options [mss 1460,sackOK,TS val 1169094229 ecr
3101551032, nop,wscale 7], length 0
18:34:01.401231 IP static.30.26.216.95.clients.your-server.de.http > 172.16.146.2.43806: Flags [S.], seq 4210180338, ack 3078186340, win 65160, options [mss 1460,sackok,TS val 1169094240 ec
r 3101551040,nop,wscale 7], length o
1 01.401270 IP 172.16.146.2.43806 > static.30.26.216.95.clients.your-server.de.http: Flags [.], ack [PFUFEIEEE], win 502, options [nop,nop,TS val 3101551195 ecr 1169094240], length o
1 02.218395 IP 172.16.146.2.36180 > at126s518-in-f10.1e100.net.https: Flags [S], seq 2010467125, win 64240, options [mss 1460,sackOK,TS val 3047260657 ecr 0,nop,wscale 7], length o
1 02.230276 IP 172.16.146.2.57344 > static.30.26.216.95.clients.your-server.de.https: Flags [S], seq 1335291809, win 64240, options [mss 1460,sackoK,TS val 3101552024 ecr 0,nop,wscale 7
1, length o
18:34:02.230400 IP 172.16.146.2.57346 > static.30.26.216.95.clients.your-server.de.https: Flags [S], seq 3703454174, win 64240, options [mss 1460,sackok,TS val 3101552024 ecr 0,nop,wscale 7
1, length o
02.241728 IP 172.16.146.2.56282 > yx-in-f100.1e100.net.https: Flags [S], seq 434948348, win 64240, options [mss 1460,sackoK,TS val 267111940 ecr 0,nop,wscale 7], length o
1 02.244338 IP atl26s18-in-f10.1e100.net.https > 172.16.146.2.36180: Flags [S.], seq 4083845773, ack 2010467126, win 65535, options [mss 1430,sackOK,TS val 669403377 ecr 3047260657,nop
wscale 8], length o
1 IP 172.16.146.2.36180 > atl26s18-in-f10.1e100.net.https: Flags [.], ack 4083845774, win 502, options [nop,nop,TS val 3047260683 ecr 6694033771, length 0
IP 172.16.146.2.36180 > atl26s18-in-f10.1e100.net.http: Flags [P.], seq 2010467126:2010467639, ack 4083845774, win 502, options [nop,nop,TS val 3047260685 ecr 6694033771, 1
ength 513
134:02.249426 IP 172.16.146.2.57350 > static.30.26.216.95.clients.your-server.de.https: Flags [S], seq 2200825601, win 64240, options [mss 1460,sackOK,TS val 3101552043 ecr 0,nop,wscale 7
length 0
:34:02.251383 IP 172.16.146.2.57352 > static.30.26.216.95.clients.your-server.de.https: Flags [S], seq 1078838518, win 64240, options [mss 1460,sackOK,TS val 3101552045 ecr 0,nop,wscale 7
length o
:134:02.253698 IP 172.16.146.2.57354 > static.30.26.216.95.clients.your-server.de.https: Flags [S], seq 4198690374, win 64240, options [mss 1460,sackOK,TS val 3101552048 ecr @,nop,wscale 7
length o
:34:02.271751 IP yx-in-f100.1e100.net.https > 172.16.146.2.56282: Flags [S.], seq 4254014782, ack 434948349, win 65535, options [mss 1430,sackok,TS val 3975815628 ecr 267111940,nop,wscale

Br% % & right Cul
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e Who are the servers in these conversations? How do we know?

Servers typically communicate over the well-known port number assigned to the protocol
(80 for HTTP, 443 for HTTPS, for example).

e  Who are the receiving hosts?

Hos

or recipients in the conversations will typically utilize a random high port number.

4. Interpret the capture in depth.
e What is the timestamp of the first established conversation in the pcap file?

Timestamp is the first field in the output - 18:34:01.401270 is the timestamp of the
first established connection

e What is the IP address/s of apache.org from the DNS server responses?

We can filter the traffic only to see conversations Sourcing from it ( src 'apache.org'
) and then disable Name resolution with (-n). The IP addresses of apache.org are:
216.2 and 207.244.88.14
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18:34:02.482017 IP 172.16.146.1.53 > 172.16.146.2.36324: 47305 5/0/0 CNAME youtube-ui.l.google.com., AAAA 2607:8b0:4002:c00
:801::200e (179)
172.16.146.1.53 > 172.16.146.2.44159: 36040 1/0/0 A 151.139.128.14 (50)
172.16.146.1.53 > 172.16.146.2.44159: 2247 0/1/0 (105)
172.16.146.1.53 > 172.16.146.2.43420: 48802 6/0/0 A 74.125.138.147, A 74.125.138.105, A 74.125.138.99, A 74.125.138.106, A 74.125.138.103, A 74.125.138.104 (128)
172.16.146.1.53 > 172.16.146.2.43420: 7591 4/0/0 AAAA 2607:f8b0:4002:c09::63, AAAA 2607:f8b0:4002:c09::67, AAAA 2607:f8b0:4002:C09::69, AAAA 2607:f8b0:4002:c09:: 68 (144)
172.16.146.1.53 > 172.16.146.2.41306: 41939 2/0/0 CNAME pki-goog.l.google.com., A 142.250.9.94 (82)
172.16.146.1.53 > 172.16.146.2.41306: 9182 2/0/0 CNAME pki-goog.l.google.com., AAAA 2607:f8b0:4002:807 ::2003 (94)

134:02.912490 IP 172.16.146.1.53 > 172.16.146.2.58213: 340 4/0/0 AAAA 2607:f8b0:4002:808 ::200a, AAAA 2607:f8b0:4002:803 AAAA 2607:f8b0:4002:c06:: 5f, AAAA 2607 :f8b0:4002:c1b::5f (14

134:02.943270 IP 172.16.146.1.53 > 172.16.146.2.40302: 4791 7/@/0 CNAME clients.l.google.com., A 64.233.185.113, A 64.233.185.102, A 64.233.185.101, A 64.233.185.138, A 64.233.185.100, A
64.233.185.139 (157)

18:34:02.947438 IP 172.16.146.1.53 > 172.16.146.2.58213: 32346 12/0/0 A 74.125.138.95, A 108.177.122.95, A 172.217.215.95, A 142.250.9.95, A 74.125.21.95, A 172.217.2.42, A 64.233.177.95, A

172.217.10.202, A 216.58.193.170, A 172.217.0.74, A 216.58.195.138, A 64.233.185.95 (228)
18:34:02.950709 IP 172.16.146.1.53 > 172.16.146.2.40302: 31930 5/0/0 CNAME clients.l.google.com., AAAA 2607:f8b0:4002:c08::65, AAAA 2607:f8b0:4002:C08::71, AAAA 2607:f8b0:4002:c08::8a, AAAA
£8b0:4002:c08 :: 64 (173)

IP 172.16.146.1.53

IP 172.16.146.1.53

IP 172.16.146.1.53

IP 172.16.146.1.53

172.16.146.2.36572: 59299% 1/0/0 AAAA :: (73)
172.16.146.2.36572: 47776% 1/0/0 A 0.0.0.0 (61)
172.16.146.2.42666: 41248% 1/0/0 A 0.0.0.0 (56)
172.16.146.2.42666: 60709% 1/0/0 AAAA :: (68)
IP 172.16.146.1.53 > 172.16.146.2.43907: 29684 2/0/0 CNAME photos-ugc.l.googleusercontent.com., A 172.217.11.129 (92)

18:3 IP 172.16.146.1.53 > 172.16.146.2.43907: 46577 2/0/0 CNAME photos-ugc.l.googleusercontent.com., AAAA 2607:f8b0:4002:810 ::2001 (104)
18:34:03.562631 IP 172.16.146.1.53 > 172.16.146.2.53828: 38612 9/0/0 A 64.233.185.119, A 74.125.138.119, A 108.177.122.119, A 172.217.215.119, A 142.250.9.119, A 172.217.0.150, A 64.233.177
.119, A 172.217.13.22, A 172.217.0.86 (173)
18:34:03.572213 IP 172.16.146.1.53 > 172.16.146.2.53828: 47577 4/0/0 AAAA 2607:8b0: 400; 2016, AAAA 2607:8b0:4002:c06::77, AAAA 2607:f8b0:4002:807 :: 2016, AAAA 2607:8b0:4002:808

(141)

>
>
>
>
>
>

neville® kali)-[~/Desktop
$ tcpdump -n -r TCPDump-lab-2.pcap -s 0 src port 53 | grep "apache.org”

reading from file TCPDump-lab-2.pcap, link-type EN10MB (Ethernet), snapshot length 262144
6. 14 ok] 41819 q: A? apach [16m55s] A 95.216.26.30, apach [16m55s] A 207.244.88.140 (60)

172.16.146.1.53 > 172.16.146.2.57752¢ [udp sum ok] 46943 q: AAAA? apache.org. 0/1/0 ns: apache.org. [3m56s] SOA ns-558.awsdns-05.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86
400 (112)

172.16.146.1.53 > 172.16.146.2.37580: [udp sum ok] 2236 q: A? ww.apachecon.com. 3/0/0 wwi.apachecon.com. [35m32s] CNAME apache.org., apache.org. [16m54s] A 95.216.26.30, apache.org. [1
6m54s] A 207.244.88.140 (91)

172.16.146.1.53 > 172.16.146.2.37580: [udp sum ok] 62143 q: AAAA? www.apachecon.com. 1/1/0 www.apachecon.com. [35m32s] CNAME apache.org. ns: apache.org. [3m56s] SOA ns-558.awsdns-05.net
. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400 (140)

neville® kali)-[~/Desktop]
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e  What protocol is being utilized in that first conversation? http/80
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.119, A 172.217.13.22, A 172.217.0.86 (173)

18:34:03.572213 IP 172.16.146.1.53 > 172.16.146.2.53828: 47577 4/0/0 AAAA 2607:f8b0:4002:80b::2016, AAAA 2607:f8b0:4002:c06::77, AAAA 2607:f8b0:4002:807
(141)

neville® kali)-[~/Desktop]
$ tcpdump -n -r TCPDump-lab-2.pcap -s 0 -vvv src port 53 | grep "apache.org”

reading from file TCPDump-lab-2.pcap, link-type EN10MB (Ethernet), snapshot length 262144

172.16.146.1.53 > 172.16.146.2.57752: [udp sum ok] 41819 q: A? apache.org. 2/0/0 apache.org. [16m55s] A 95.216.26.30, apache.org. [16m55s] A 207.244.88.140 (60)

172.16.146.1.53 > 172.16.146.2.57752: [udp sum ok] 46943 q: AAAA? apache.org. 0/1/0@ ns: apache.org. [3m56s] SOA ns-558.awsdns-05.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86
400 (112)

172.16.146.1.53 > 172.16.146.2.37580: [udp sum ok] 2236 q: A? ww.apachecon.com. 3/0/0 wwi.apachecon.com. [35m32s] CNAME apache.org., apache.org. [16m54s] A 95.216.26.30, apache.org. [1
6m54s] A 207.244.88.140 (91)

172.16.146.1.53 > 172.16.146.2.37580: [udp sum ok] 62143 q: AAAA? www.apachecon.com. 1/1/0 wwi.apachecon.com. [35m32s] CNAME apache.org. ns: apache.org. [3m56s] SOA ns-558.awsdns-05.net
. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400 (140)

(neville® kali)-[~/Desktop]
$ tcpdump -S -r TCPDump-lab-2.pcap 'tcp[tcpflags] & (tcp-syn|tcp-ack) # 0
reading from file TCPDump-lab-2.pcap, link-type EN10MB (Ethernet), snapshot length 262144

:58.310209 IP 172.16.146.2.54940 > server-13-35-106-128.mia3.r.cloudfront.net.https: Flags [.], ack 2816075430, win 501, options [nop,nop,Ts val 3512036734 ecr 1767785373], length 0
58.339426 IP server-13-35-106-128.mia3.r.cloudfront.net.https > 172.16.146.2.54940: Flags [.], ack 1437080716, win 133, options [nop,nop,Ts val 1767795554 ecr 3512016550], length 0
59.078138 IP 172.16.146.2.36918 > 72.21.91.29.http: Flags [.], ack 1583071423, win 501, options [nop,nop,TS val 668700405 ecr 721845285], length 0
59.100780 IP 72.21.91.29.http > 172.16.146.2.36918: Flags [.], ack 800430096, win 131, options [nop,nop,TS val 721855485 ecr 668680205], length 0
134:01.237834 IP 172.16.146.2.43804 > static.30.26.216.95.clients.your-server.de.http: Flags [S], seq 749874084, win 64240, options [mss 1460,sackoK,TS val 3101551032 ecr 0,nop,wscale 7],
length 0
18:34:01.246293 IP 172.16.146.2.43806 > static.30.26.216.95.clients.your-server.de.http: Flags [S], seq 3078186339, win 64240, options [mss 1460,sackok,TS val 3101551040 ecr 0,nop,wscale 7

IP 172.16.146.2.52520 > 207.244.88.140.https: Flags [S], seq 75289295, win 64240, options [mss 1460,sackok,TS val 4062857 ecr 0,nop,wscale 7], length o

18:34:01.296423 IP 207.244.88.140.https > 172.16.146.2.52520: Flags [S.], seq 2053874896, ack 75289296, win 65160, options [mss 1460,sackOK,TS val 3444223749 ecr 4062857,nop,wscale 7], leng
th o

18:34:01.389479 IP static.30.26.216.95.clients.your-server.de.http > 172.16.146.2.43804: Flags [S.], seq 2667566931, ack 749874085, win 65160, options [mss 1460,sackoK,TS val 1169094229 ecr

3101551032, nop,wscale 7], length o

18:34:01.401231 IP static.30.26.216.95.clients.your-server.de.http > 172.16.146.2.43806: Flags [S.], seq 4210180338, ack 3078186340, win 65160, options [mss 146@,sackOK,TS val 1169094240 ec
r 3101551040,nop,wscale 7], length o
18:34:01.401270 IP 172.16.146.2.43806 > static.30.26.216.95.clients.your-server.de.[{§f): Flags [.], ack 4210180339, win 502, options [nop,nop,TS val 3101551195 ecr 1169094240], length 0
18:34:02.218395 IP 172.16.146.2.36180 > at126s18-in-f10.1e100.net.https: Flags [S], seq 2010467125, win 64240, options [mss 1460,sackok,TS val 3047260657 ecr 0,nop,uwscale 7], length 0
18:34:02.230276 IP 172.16.146.2.57344 > static.30.26.216.95.clients.your-server.de.https: Flags [S], seq 1335291809, win 64240, options [mss 1460,sackOK,TS val 3101552024 ecr 0,nop,wscale 7
1, length o
18:34:02.230400 IP 172.16.146.2.57346 > static.30.26.216.95.clients.your-server.de.https: Flags [S], seq 3703454174, win 64240, options [mss 1460,sackok,TS val 3101552024 ecr 0,nop,wscale 7
1, length o
18:34:02.241728 IP 172.16.146.2.56282 > yx-in-f100.1e100.net.https: Flags [S], seq 434948348, win 64240, options [mss 1460,sackoK,TS val 267111940 ecr 0,nop,wscale 7], length 0

Er% §, @ B right Cul
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5. Filter out traffic to show only DNS traffic.
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Who is the DNS server for this segment? 172.16.146.1

neville@kali: ~/Desktop

18:34:03.736972 IP 172.16.146.2.37106 > yx-in-f91.1e100.net.https: Flags [P.], seq 3583273878:3583273917, ack 3788966493, win 1184, options [nop,nop,TS val 1945791568 ecr 3321848670], lengt

h 3

18:34:03.772838 IP yx-in-f91.1e100.net.https > 172.16.146.2.37106: Flags [.], ack 3583273917, win 273, options [nop,nop,TS val 3321848709 ecr 19457915681, length 0

nevill
$ tcpdump -

kali)-[~/Desktop]
-r TCPDump-lab-2.pcap port 53

reading from file TCPDump-lab-2.pcap, link-type EN1OMB (Ethernet), snapshot length 262144

02.240528
02.240583
102.241342
102.241342

:102.248289

18:34:02.434072
A 74.125.21.190,
90 (323)
18:34:02.471362
02.471363

18:34:02.475662

=

1P
1P
IpP
1P
1P
IpP
1P
1P
1P
1P
1P
1P

1P
1P
IP
1P
1P
IpP
1P
1P
IpP
1P
1P
1P
1P
1P
1P

A

1P
IP
1P
1P

m

172.16.146.2.57752 > [RFIECIEVAIE. domain
172.16.146.2.57752 > 172.16.146.1.domain

172.16.146.1.domain > 172.16.146.2.57752:

172.16.146.1.domain > 172.16.146.2.57752
172.16.146.2.56506 > 172.16.146.1.domain
172.16.146.2.56506 > 172.16.146.1.domain
172.16.146.1.domain > 172.16.146.2.56506
172.16.146.1.domain > 172.16.146.2.56506
172.16.146.2.50587 > 172.16.146.1.domain
172.16.146.2.50587 > 172.16.146.1.domain

172.16.146.1.domain > 172.16.146.2.50587:
172.16.146.1.domain > 172.16.146.2.50587:

172.16.146.2.37580 > 172.16.146.1.domain:

172.16.146.2.37580 > 172.16.146.1.domain
172.16.146.1.domain > 172.16.146.2.37580

172.16.146.1.domain > 172.16.146.2.37580:

172.16.146.2.43822 > 172.16.146.1.domain
172.16.146.2.43822 > 172.16.146.1.domain
172.16.146.2.50588 > 172.16.146.1.domain
172.16.146.2.50588 > 172.16.146.1.domain
172.16.146.1.domain > 172.16.146.2.50588
172.16.146.2.34235 > 172.16.146.1.domain
172.16.146.2.34235 > 172.16.146.1.domain

172.16.146.1.domain > 172.16.146.2.34235:

172.16.146.2.36324 > 172.16.146.1.domain
172.16.146.2.36324 > 172.16.146.1.domain

172.16.146.1.domain > 172.16.146.2.36324:

41819+ A? apache.org. (28)

46943+ AAAA? apache.org. (28)

41819 2/0/0 A 95.216.26.30, A 207.244.88.140 (60)

46943 0/1/0 (112)

42121+ A? fonts.googleapis.com. (38)

37006+ AAAA? fonts.googleapis.com. (38)

42121 1/0/0 A 172.217.164.74 (54)

37006 1/0/0 AAAA 2607:f8b0:4002:c06::5f (66)

18737+ A? cse.google.com. (32)

48695+ AAAA? cse.google.com. (32)

18737 6/0/0 A 64.233.177.100, A 64.233.177.101, A 64.233.177.138, A 64.233.177.139, A 64.233.177.102, A 64.233.177.113 (128)
48695 4/0/0 AAAA 2607:f8b0:4002:c08 002:c08::66, AAAA 2607:f8b0:4002:c08::8a, AAAA 2607:f8b0:4002: c08

2236+ A? www.apachecon.com. (35)

62143+ AAAA? wwi.apachecon.com. (35)

2236 3/0/0 CNAME apache.org., A 95.216.26.30, A 207.244.88.140 (91)

62143 1/1/0 CNAME apache.org. (140)

36016+ A? ocsp.pki.goog. (31)

48316+ AAAA? ocsp.pki.goog. (31)

64771+ A? safebrowsing.googleapis.com. (45)

18689+ AAAA? safebrowsing.googleapis.com. (45)

64771 1/0/0 A 108.177.122.95 (61)

58131+ A? fonts.gstatic.com. (35)

55566+ AAAA? fonts.gstatic.com. (35)

55566 2/0/0 CNAME gstaticadssl.l.google.com., AAAA 2607:f8b0:4002:c09::5e (99)
24523+ A? wm.youtube.com. (33)

47305+ AAAA? www.youtube.com. (33)

24523 17/0/0 CNAME youtube-ui.l.google.com., A 64.233.177.91, A 172.217.3.238, A 172.217.2.46, A 172.217.0.142, A 74.125.21.93

74.125.21.91, A 142.250.105.91, A 172.217.165.46, A 172.253.124.190, A 74.125.136.190, A 74.125.136.91, A 74.125.136.136, A 142.250.9.91, A 142.250.9.136, A 108.177.122.1

172.16.146.1.domain >

172.16.146.1.domain > 172.16.146.2.43822

172.16.146.1.domain > 172.16.146.2.50588
>

172.16.146.1.domain

® @ @

File Machine View Input Devices Help

5

Session Actions

dEmPOH

Edit View Help

neville® kali)-[~/Desktop]
$ tcpdump -n -r TCPDump-lab-2.pcap dst port 53

reading from file TCPDump-lab-2.pcap

18:34:01.236420
01.236610
02.216846
02.216954
02.240528
02.240583
:102.248289

03.519441

1P
1P
1P
1P
1P
1P
1P
1P
IP
1P
1P
IpP
1P
1P
IpP
1P
1P
1P
1P
1P
1P
1P
1P
1P
IP
1P
1P
IpP
1P
1P
IpP
1P
1P
1P

172.16.146.2.57752 >
172.16.146.2.57752
172.16.146.2.56506
172.16.146.2.56506
172.16.146.2.50587
172.16.146.2.50587
172.16.146.2.37580
172.16.146.2.37580
172.16.146.2.43822
172.16.146.2.43822
172.16.146.2.50588
172.16.146.2.50588
172.16.146.2.34235
172.16.146.2.34235
172.16.146.2.36324
172.16.146.2.36324
172.16.146.2.44159
172.16.146.2.44159
172.16.146.2.43420
172.16.146.2.43420
172.16.146.2.41306
172.16.146.2.41306
172.16.146.2.40302
172.16.146.2.40302
172.16.146.2.58213
172.16.146.2.58213
172.16.146.2.36572
172.16.146.2.36572
172.16.146.2.42666
172.16.146.2.42666
172.16.146.2.43907
172.16.146.2.43907
172.16.146.2.53828
172.16.146.2.53828

172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53
172.16.146.1.53

kali)-[~/Desktop]
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172.16.146.2.43822:

172.16.146.2.34235:

36016 2/0/0 CNAME pki-goog.l.google.com., A 172.217.0.67 (82)

48316 2/0/0 CNAME pki-goog.l.google.com., AAAA 2607:f8b0:4002:807 ::2003 (94)
18689 1/0/0 AAAA 2607:8b0:4002:c02 ::5F (73)

58131 2/0/0 CNAME gstaticadssl.l.google.com., A 173.194.219.94 (87)

@™ % & B Right Cul
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neville@kali: ~/Desktop

link-type EN10MB (Ethernet), snapshot length 262144
41819+

46943+

42121+

: 37006+
18737+
48695+

: 2236+ A? wwn.apachecon.com.
62143+
36016+

: 48316+
64771+
18689+
58131+
55566+
24523+
47305+
36040+
2247+ AAAA? ocsp.sectigo.com. (34)
48802+ A? wm.google.com. (32)
7591+ AAAA? www.google.com. (32)

: 41939+ A? ocsp.pki.goog. (31)
9182+ AAAA? ocsp.pki.goog. (31)
4791+ A? clientsl.google.com. (37)

: 31930+ AAAA? clientsil.google.com. (37)
32346+ A? ww.googleapis.com. (36)
340+ AAAA? www .googleapis.com. (36)

: 47776+
59299+
41248+
60709+
29684+
46577+
38612+

: 47577+

A? apache.org. (28)

AAAA? apache.org. (28)

A? fonts.googleapis.com. (38)

AAAA? fonts.googleapis.com. (38)

A? cse.google.com. (32)

AAAA? cse.google.com. (32)

(35)

AAAA? www .apachecon.com. (35)

A? ocsp.pki.goog. (31)

AAAA? ocsp.pki.goog. (31)

A? safebrowsing.googleapis.com. (45)
AAAA? safebrowsing.googleapis.com. (45)
A? fonts.gstatic.com. (35)

AAAA? fonts.gstatic.com. (35)

A? wm.youtube.com. (33)

AAAA? www.youtube.com. (33)

A? ocsp.sectigo.com. (34)

A? googleads.g.doubleclick.net. (45)
AAAA? googleads.g.doubleclick.net. (45)
A? static.doubleclick.net. (40)

AAAA? static.doubleclick.net. (40)

A? yt3.ggpht.com. (31)

AAAA? yt3.ggpht.com. (31)

A? i.ytimg.com. (29)

AAAA? i.ytimg.com. (29)

(-1 0= 4
) P ENG
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e What type of DNS Records could be seen? A, AAAA, CNAME(Canonical Name) A
record provides IPv4 address of hostname, CNAME creates an alias for one domain
name to another.

6. Filter for TCP traffic(HTTP/HTTPS).
e  What web pages were requested? /gtslolcore
e What are the most common HTTP request methods from this PCAP? POST

e What is the most common HTTP response from this PCAP? 200 OK

File Machine View Input Devices Help

SBomko

neville@lali: ~/Desktop

Session Actions Edit View Help

neville® kali)-[~/Desktop]

$ tcpdump -n -r TCPDump-lab-2.pcap tcp port 80 or tcp port 443
reading from file TCPDump-lab-2.pcap, link-type EN10MB (Ethernet), snapshot length 262144
1 58.310209 IP 172.16.146.2.54940 > 13.35.106.128.443: Flags [.], ack 2816075430, win 501, options [nop,nop,TS val 3512036734 ecr 1767785373], length 0
1 58.339426 IP 13.35.106.128.443 > 172.16.146.2.54940% Flags [.], ack 1, win 133, options [nop,nop,TS val 1767795554 ecr 3512016550], length 0
1 59.078138 IP 172.16.146.2.36918 > 72.21.91.29.80: Flags [.], ack 1583071423, win 501, options [nop,nop,TS val 668700405 ecr 721845285], length 0
1 59.100780 IP 72.21.91.29.80 > 172.16.146.2.36918: Flags [.], ack 1, win 131, options [nop,nop,TS val 721855485 ecr 668680205], length 0
1 01.237834 IP 172.16.146.2.43804 > 95.216.26.30.80: Flags [S], seq 749874084, win 64240, options [mss 1460,sackOK,Ts val 3101551032 ecr 0,nop,wscale 7], length o
1 246293 IP 172.16.146.2.43806 > 95.216.26.30.80: Flags [S], seq 3078186339, win 64240, options [mss 1460,sackOK,TS val 3101551040 ecr 0,nop,wscale 7], length 0
1 254402 IP 172.16.146.2.52520 > 207.244.88.140.443: Flags [S], seq 75289295, win 64240, options [mss 1460,sackOK,TS val 4062857 ecr 0,nop,wscale 7], length o
1 .296423 IP 207.244.88.140.443 > 172.16.146.2.52520: Flags [S.], seq 2053874896, ack 75289296, win 65160, options [mss 1460,sackOK,TS val 3444223749 ecr 4062857 ,nop,wscale 7], length
296454 TP 172.16.146.2.52520 > 207.244.88.140.443: Flags [R], seq 75289296, win 0, length 0
389479 IP 95.216.26.30.80 > 172.16.146.2.43804: Flags [S.], seq 2667566931, ack 749874085, win 65160, options [mss 1460,sackoK,TS val 1169094229 ecr 3101551032,nop,wscale 7], lengt

.389497 IP 172.16.146.2.43804 > 95.216.26.30.80: Flags [R], seq 749874085, win 0, length 0
401231 IP 95.216.26.30.80 > 172.16.146.2.43806: Flags [S.], seq 4210180338, ack 3078186340, win 65160, options [mss 146@,sack0K,TS val 1169094240 ecr 3101551040,nop,wscale 7], leng

.401270 IP 172.16.146.2.43806 > 95.216.26.30.80: Flags [.], ack 1, win 502, options [nop,nop,TS val 3101551195 ecr 11690942401, length 0

.218395 IP 172.16.146.2.36180 > 172.217.164.74.443: Flags [S], seq 2010467125, win 64240, options [mss 1460,sackOK,TS val 3047260657 ecr 0,nop,wscale 7], length o

.230276 IP 172.16.146.2.57344 > 95.216.26.30.443: Flags [S], seq 1335291809, win 64240, options [mss 1460,sackoK,TS val 3101552024 ecr 0,nop,wscale 7], length 0

.230400 IP 172.16.146.2.57346 > 95.216.26.30.443: Flags [S], seq 3703454174, win 64240, options [mss 1460,sackoK,TS val 3101552024 ecr 0,nop,wscale 7], length 0

.241728 IP 172.16.146.2.56282 > 64.233.177.100.443: Flags [S], seq 434948348, win 64240, options [mss 1460,sackok,TS val 267111940 ecr 0,nop,uwscale 7], length 0

.244338 TP 172.217.164.74.443 > 172.16.146.2.36180: Flags [S.], seq 4083845773, ack 2010467126, win 65535, options [mss 1430,sackoK,TS val 669403377 ecr 3047260657,nop,uscale 8], le

244374 TP 172.16.146.2.36180 > 172.217.164.74.443: Flags [.], ack 1, win 502, options [nop,nop,TS val 3047260683 ecr 6694033771, length 0

246232 IP 172.16.146.2.36180 > 172.217.164.74.443: Flags [P.], seq 1:514, ack 1, win 502, options [nop,nop,TS val 3047260685 ecr 6694033771, length 513

249426 IP 172.16.146.2.57350 > 95.216.26.30.443: Flags [S], seq 2200825601, win 64240, options [mss 1460,sackok,TS val 3101552043 ecr 0,nop,wscale 7], length 0

.251383 IP 172.16.146.2.57352 > 95.216.26.30.443: Flags [S], seq 1078838518, win 64240, options [mss 1460,sackoK,TS val 3101552045 ecr 0,nop,wscale 7], length 0

.253698 IP 172.16.146.2.57354 > 95.216.26.30.443: Flags [S], seq 4198690374, win 64240, options [mss 1460,sackoK,TS val 3101552048 ecr 0,nop,wscale 7], length 0

.271751 IP 64.233.177.100.443 > 172.16.146.2.56282: Flags [S.], seq 4254014782, ack 434948349, win 65535, options [mss 1430,sackoK,TS val 3975815628 ecr 267111940,nop,wscale 8], len

.271795 IP 172.16.146.2.56282 > 64.233.177.100.443: Flags [.], ack 1, win 502, options [nop,nop,TS val 267111970 ecr 3975815628], length 0

.273839 IP 172.16.146.2.56282 > 64.233.177.100.443: Flags [P.], seq 1:514, ack 1, win 502, options [nop,nop,TS val 267111972 ecr 3975815628], length 513

274624 IP 172.16.146.2.57356 > 95.216.26.30.443: Flags [S], seq 3761531717, win 64240, options [mss 1460,sackok,TS val 3101552069 ecr 0,nop,wscale 7], length 0
.275675 IP 172.217.164.74.443 > 172.16.146.2.36180: Flags [.], ack 514, win 261, options [nop,nop,TS val 669403408 ecr 3047260685], length 0

.275675 IP 172.217.164.74.443 > 172.16.146.2.36180: Flags [P.], seq 1:3031, ack 514, win 261, options [nop,nop,TS val 669403409 ecr 3047260685], length 3030
.275708 IP 172.16.146.2.36180 > 172.217.164.74.443: Flags [.], ack 3031, win 489, options [nop,nop,TS val 3047260715 ecr 6694034091, length 0

.308827 IP 64.233.177.100.443 > 172.16.146.2.56282: Flags [.], ack 514, win 261, options [nop,nop,TS val 3975815664 ecr 2671119721, length 0

.308827 IP 64.233.177.100.443 > 172.16.146.2.56282: Flags [P.], seq 1:3869, ack 514, win 261, options [nop,nop,TS val 3975815665 ecr 2671119721, length 3868
.308866 IP 172.16.146.2.56282 > 64.233.177.100.443: Flags [.], ack 3869, win 489, options [nop,nop,TS val 267112007 ecr 3975815665], length 0

B 0T & MO E & right il
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7. What can you determine about the server in the first conversation?
e The server is utilizing protocol HTTPS which encrypts traffic after the TLS
handshake.
® The server is Amazon CloudFront, which is a Content Delivery Network (CDN)
used to host and deliver web content. It is not a traditional webserver.
e TTL =242 in the response suggests this is a large-scale provider (common in CDN
infrastructures).
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neville@kali: ~/Desktop

0x0070: 23fd b2f5 9867 8c54 acc8 954e 6375 97eb #....g.T...Ncu..

0x0080: 6fod

18:34:03.736972 IP (tos 0x0, ttl 64
172.16.146.2.37106 > 64.233.

005b 7355
b15b 902
04a0 30as5
635e 1703
€372 ee32
7b95 1451

:34:03.772838 IP (tos 0x0, ttl 56,
64.233.177.91.443 > 172.16.146.2.

0x0000: 4500 0034 df7c
0x0010: acl0 9202 01bb
0x0020: 8010 0111 7b50
0x0030: 73fa 6c50

neville® kali)-[~/Desktop]

o.
id 29525, offset @, flags [DF], proto TCP (6), length 91)

177.91.443: Flags [P.], cksum 0x30a5 (incorrect - 0x8772), seq 1950:1989, ack 68626, win 1184, options [nop,nop,TS val 1945791568 ecr 33218486701, length 39

4000 4006
01bb d594
0000 0101
0300 221b
8fdf ec49
672d cecs

96f0
6b96
08ea
bbag
1dos
43

ac10
e1d7
73fa
e10a
17e4

9202 E..[sU@.a-

0asd @..[.

6¢50

acff

cb53  .X.r.2
**{..qg-

id 57212, offset 0, flags [nonel], proto TCP (6), length 52)
37106: Flags [.], cksum 0x7b50 (correct), seq 68626, ack 1989, win 273, options [nop,nop,TS val 3321848709 ecr 1945791568], length 0
o[l

0000 3806 72f0 40e9 biS5b E..4.|..8.
90f2 e1d7 0a5d d594 6bbd
0000 0101 080a c5ff 6385

$ tcpdump -nvvvX -r TCPDump-lab-2.pcap tcp port 8@ or tcp port 443 —c 1
reading from file TCPDump-lab-2.pcap, link-type EN10MB (Ethernet), snapshot length 262144
18:33:58.310209 IP (tos 0x@, ttl 64, id 33328, offset 0, flags [DF], proto TCP (6), length 52)
172.16.146.2.54940 > 13.35.106.128.443: Flags [.], cksum oxb5dc (incorrect — 0xfa36), seq 1437080715, ack 2816075430, win 501, options [nop,nop,TS val 3512036734 ecr 1767785373], lengt

he

0x0000: 4500 0034 8230 4000 4006 02de acl® 9202 E..4.03).3-
0x0010: 0d23 6a80 d69c @1bb 55a8 1c8b a7d9 e6aé u.
0x0020: 8010 01f5 b5dc @000 0101 080a d155 6d7e

0x0030: 695e 439d

neville® kali)-[~/Desktop]

reading from file TCPDump-lab-2.pcap, link-type EN10MB (Ethernet), snapshot length 262144
18:33:58.310209 IP (tos 0x0, ttl 64, id 33328, offset 0, flags [DF], proto TCP (6), length 52)
172.16.146.2.54940 > server-13-35-106-128.mia3.r.cloudfront.net.https: Flags [.]1, cksum 0xb5dc (incorrect — 0xfa36), seq 1437080715, ack 2816075430, win 501, options [nop,nop,TS val 35
12036734 ecr 17677853731, length o
0x0000: 4500 0034 8230 4000 4006 02de acl0 9202 E..4.09.d.-
0x0010: 0d23 6a80 d69c @1bb 55a8 1c8b a7d9 e6a6 .1j u.
0x0020: 8010 015 b5dc 0000 0101 080a d155 6d7e

0x0030: 695e 439d

neville® kali)-[~/Desktop]

Tips For Analysis

HRes

Er% § @ B right Cul
& ENG 9 B

Below is a list of questions we can ask ourselves during the analysis process to keep on track.

Question

20

what type of traffic do you see? (protocol, port, etc.)

Is there more than one conversation? (how many?)

How many unique hosts?

What is the timestamp of the first conversation in the pcap (tcp traffic)

What traffic can I filter out to clean up my view?

. Who are the servers in the PCAP? (answering on well-known ports, 53, 80, etc.)
What records were requested or methods used? (GET, POST, DNS A records, etc.)
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Questions
Cheat Sheet

Answer the tion(s) below to complete n and earn cubes!

+1@ Whatare the client and server port numbers used in first full TCP three-way handshake? (low number first then high number)

8043806

P submit

+18 Based on the traffic seen in the pcap file, who is the DNS server in this network segment? (ip address)

172.16.146.1

P submit

4 Previous  Next = +10Streakpts | @ Mark Complete & Next

Powered by () HACKTHEBOX '

v
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Conclusion

This lab enhanced my practical understanding of tcpdump to analyze PCAP traffic by learning how to
capture and display filters effectively, dissect traffic to determine what protocols were running in the
environment, and even gleaned some critical information about our enterprise segments, DNS, and Web
servers.

Analysis with Wireshark

Features and Capabilities:

Deep packet inspection for hundreds of different protocols

Graphical and TTY interfaces

Capable of running on most Operating systems

Ethernet, IEEE 802.11, PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay, FDDI,
among others

e Decryption capabilities for [IPsec, ISAKMP, Kerberos, SNMPv3, SSL/TLS, WEP, and
WPA/WPA?2
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e Etc

TShark VS. Wireshark (Terminal vs. GUI)

TShark is a purpose-built terminal tool based on Wireshark. TShark shares many of the same features that
are included in Wireshark and even shares syntax and options. TShark is perfect for use on machines with
little or no desktop environment and can easily pass the capture information it receives to another tool via
the command line. Wireshark is the feature-rich GUI option for traffic capture and analysis. If you wish to
have the full-featured experience and work from a machine with a desktop environment, the Wireshark
GUI is the way to go.

Basic TShark Switches

Switch Command Result

D Will display any interfaces available to capture from and then exit out.
L Will list the Link-layer mediums you can capture from and then exit out.

(ethernet as an example)

i choose an interface to capture from. (-i eth0)

f packet filter in libpcap syntax. Used during capture to allow for filter use.

c Grab a specific number of packets, then quit the program. Defines a stop
condition.

a Defines an autostop condition. Can be after a duration, specific file size, or after a

certain number of packets.

r (pcap-file) Read from a file.

W (pcap-file) Write into a file using the pcapng format.

P Will print the packet summary while writing into a file (-W)
X will add Hex and ASCII output into the capture.

h See the help menu

Note: Utilizing TShark is very similar to TCPDump in the filters and switches we can use. Both tools
utilize BPF syntax.
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Termshark

Termshark is a Text-based User Interface (TUI) application that provides the user with a Wireshark-like

interface right in your terminal window.

Termshark can be found at Termshark. It can be built from the source by cloning the repo, or pull down
one of the current stable releases from https://github.com/gcla/termshark/releases , extract the file, and hit

the ground running.

To start Termshark, issue the same strings, much like TShark or tcpdump. We can specify an interface to
capture on, filters, and other settings from the terminal. The Termshark window will not open until it

senses traffic in its capture filter. So give it a second if nothing happens.

Questions

- Cyber Shujaa LMS: Log in to the X @ Hack The Box - Academy X ’“' Protocol Numbers x © Network Access Layer protocol X +

2> € @ 2% academyhackthebox.com/module/81/section/775 aQ W o}

= ALU SPD Hub - ALU... Dashboard & Free Citation Gener... ~~ Learner dashboard |... Effective pull reques.. [ LINUX [3J WRITING [3J PYTHON [ v »

+08@ True or False: Wireshark can run on both Windows and Linux.

tne
+10Stoakps
+08 Which Pane allows a user to see a summary of each packet grabbed during the capture?

st

+08 Which pane provides you insight into the traffic you captured and displays it in both ASCIl and Hex?

packat bytes

+08 Wnat switch is used with TShark to st possible interfaces to capture on?

E)

+08 Wnat switch allows us to applyfiters in TShark?

1

+08 s capture filter applied before the capture starts or after? (answer before or after)

bafora

N School

3 All Bookmarks

&® = 7 Q) f ENG 19:26

Familiarity with Wireshark

Introduction
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https://github.com/gcla/termshark
https://github.com/gcla/termshark/releases

This lab aims to give Wireshark a basic familiarity and utilize its graphical interface to perform traffic
captures. We will spend time using capture and display filters and getting used to the different outputs
shown by the tool.

Scenario

A user has brought their laptop to the helpdesk complaining of unusually long load times when they try to
surf the web. They said it is almost as if the network is bogged down and the computer is making many
different connections. We have been tasked with validating that the pc is functioning correctly. To do so,
we connect it to the network and start a packet capture while surfing the web. Analyze what can be seen in
the output to determine if something is amiss. We only care about the laptop in question at this time, so
filter out any traffic not destined to or sourcing from it.

Tasks
Task #1

Validate Wireshark is installed, then open Wireshark and familiarize yourself with the GUI
windows and toolbars.

Take a minute and explore the Wireshark GUI. Ensure we know what options reside under which tabs in
the command menus. Please pay special attention to the Capture tab and what resides within it.

Task #2

Select an interface to run a capture on and create a capture filter to show only traffic to and from
your host IP.

Choose your active interface (eth0, or your Wifi card) to capture from.
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‘The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® n@R@ ac<>n«>BEcco @R
Wlapyadispy fiter.ccotpy - aij+

Welcome to Wireshark

/home/neville/icmp assignment 2,pcapng (not found)

...using this filter: (R host10.0.215 £ -] Allinterfaces shown~

eth0
tun0 }—
|
Loopback: lo \
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump

User'sGuide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
YYou are running Wireshark 4.4.7.

® E  Readyto load or capture No Packets Profile: Default
B Oo¥T#METE G rightctl
L] S5 m @ @ @ o ¢ i I & ENG 1949 B

Task #3
Create a capture filter.

Next, we want to create a capture filter to only show us traffic sourcing from or destined to our IP address
and apply it.

Task #4
Navigate to a webpage to generate some traffic.

Open a web browser and navigate to pepsi.com. Repeat this step for http://apache.org. While the page is
loading, switch back to the Wireshark window. We should see traffic flowing through our capture window.
Once the page has loaded, stop the capture by clicking on the red square labeled Stop in the action bar.
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Task #5
Use the capture results to answer the following questions.

1. Are multiple sessions being established between the machine and the webserver? How can you
tell?

Yes. In Menu — Statistics — Conversations — TCP — sort by Packets or Bytes. There are
multiple rows with the same server IP but different Source ports from the client, which
means the client opened multiple TCP sessions to that server.

Browsers typically open multiple TCP sessions to a webserver for parallel resource fetching;
confirmed by seeing multiple SYNs to the server IP with different client (source) ports or
many TCP conversations in the Conversations view.
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File Machine View Input Devices Help

BemP o] 2 [y

File Edit View Go Capture Analyze

pa Wireshark - Conversations - ethO (host 10.0.2.15)

Conversation Settings Ethernet-2  IPv4-27 IPv6 TCP-76 UDP-48

Address A Port A Address B PortB Packets StreamID  PacketsA+B BytesA>B  PacketsB>A  BytesB5>A  RelStart Duration  Bits/sA>B  Bits/sB>A
100215 56828 3.164.85.104 3 7 128 bytes 60bytes 12.649193 01376 7,442bits/s 3,488 bits/s

Absolute start time 100215 36878 3.175.178.25 PE 180 bytes 17.893959  7.0585 267bits/s 204 bits/s
100215 36880 317517825 PR 180 bytes 18.136102 68161 276 bits]s 211 bits/s

Limit to display filter 100215 43808 4522319132 180bytes 9.603648 02952 6396bits/s 4,878 bits/s
100215 57058 172217.170.163 180 bytes 20778083 61699 306bits/s  233bits/s

100215 57074 172.217.170.163 180bytes 20778177 61713 305bits/s  233bits/s

100215 57080 172.217.170.163 180 bytes 20.803269 61461 307bits/s  234bits/s

Copy 100215 36864 317517825 2kB 17.267364  22.0634 482bits/s  881bits/s
100215 35754 34.107.221.82 630bytes 2099910 408177 149bits/s  123bits/s

Follow Stream... 100215 38952 34.160.144.191 4kB 0368907 02631 23kbps 115 kbps
100215 53472 172.64.149.23 3kB 12615371 305553 230bits/s 718 bits/s

ki, 100215 50820 34.107.243.93 2kB 1746844 12114 p: 10 kbps
100215 60972 172.217.170.163 3kB 20525703 203456 it 1,255 bits/s

Protocol 100215 60976 172.217.170.163 3kB 20527127 19.8273 it 1,287 bits/s
Bluetooth 100215 49052 172.217.170.168 5kB 10719348 05573 64 kbps
BPVT 100215 49630 151101.2.132 4kB 32371560  0.6605 47 kbps
pccp 100215 49010 172217.170.182 6kB 20088122 18915 5,946 bits/s 24 kbps
Vv Ethemet 100215 48562 172217.170.195 4kB 20087148 18537 6,136 bits/s 17 kbps
FC 100215 42176 3.160.170.97 6kB 10775168 03345 33kbps 135kbps
FDDI 100215 56824 3.164.85.104 6kB 12439795 05339 21kbps 87 kbps
IEEE 802.11 100215 50810 34.107.243.93 4kB 1442455 03649 31kbps 94 kbps
IEEE 802.15.4 100215 35846 172217.170.198 4kB 29785047 04935 24 kbps 68kbps
100215 33664 172.217.170214 6kB 30.970603 03921 29kbps 116 kbps

100215 56826 3.164.85.104 6kB 12.440075 05139 23kbps 91kbps

100215 38308 45.22319.132 7kB 12921927 09381 12kbps 56 kbps

100215 38410 4522319132 6kB 12923720  0.8579 13kbps 60 kbps

100215 38430 45.223.19.132 12.924463 12kbps 56 kbps

100215 49632 1511012132 32371632 17 kbps 48 kbps

100215 49642 1511012132 32371703 22kbps 50 kbps

100215 60964 172.217.170.163 20.518337 937bits/s  1.700 bits/s

POORNPEREARAADAN
D00 ©0®EODKNNNNWWWWW W

PP ROROENOVONRNINNNNWNNAOOOOO OO

X Close | @Help

® B wireshark_ethOWOUCE3.pcapng Packets: 19326 - Dropped: 0 (0.0%) Profile: Default
0¥ T # ME T @ right Crl
L] 7 ) P ENG 20:19 B

2. What application-level protocols are displayed in the results?
e DNS

[

File Machine View Input Devices Help
A O]

ya *ethO (host 10.0.2.15)
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® R @E@ ac«>n<«>EEooo @l

Destination Protocol _ Length Info

.000000000 0. 10.0.2.3 DNS 88 Standard query ©x9ba@ A contile.services.mozilla.com

000030556 Standard query x6dbf AAAA contlle.services.mozilla.com

027689441 Standard query response 0x9ba@ A contile.services.mozilla.com A 34.36.137.203

027690124 Standard query response 0x6dbf AAAA contile.services.mozilla.com SOA ns-679.awsdns-20.net

347135002 Standard query 0xal97 A content-signature-2.cdn.mozilla.net

347174220 Standard query @xc@92 AAAA content-signature-2.cdn.mozilla.net

361524399 Standard query response 0xal97 A content-signature-2.cdn.mozilla.net CNAME content-signature-chains.prod.autograph.services.moz:
368447950 Standard query response 0xc@92 AAAA content-signature-2.cdn.mozilla.net CNAME content-signature-chains.prod.autograph.services
386605279 Standard query Gxaba8 A push.services.mozilla.com

386650119 Standard query x2eaa AAAA push.services.mozilla.com

416911378 Standard query response Gxabas A push.services.mozilla.com A 34.107.243.93

431869887 Standard query response 0x2eaa AAAA push.services.mozilla.com SOA ns-679.awsdns-20.net

.471879372 .8:21 .0.2. standard query x4d64 A firefox.settings.services.mozilla.com

471917327 Standard query 0xff62 AAAA firefox.settings.services.mozilla.com

483330961 Standard query response 0x4d64 A firefox.settings.services.mozilla.com CNAME mozilla.map.fastly.net A 151.101.173.91
486358689 Standard query response 0xff62 AAAA firefox.settings.services.mozilla.com CNAME mozilla.map.fastly.net AAAA 2a04:4e42:29::347
006843229 Standard query @x3add A example.org

011201726 Standard query 0xfbal A example.org

011242039 Standard query xf5a3 AAAA example.org

012369392 Standard query 0x16f7 A ipvdonly.arpa

Frame 1: 88 by 70 8¢ ptured (704 bits) on interface ethe, id © ea 00
9 9 95:87: 9| 0

Ethernet b), Dst: 52:55:02:00:0 (52:55:02:00:02:03)
Internet Protoco 0 0.0.2.15, 10.0.2.3

00 01

® E  Domain Name System: Protocol Packets: 19326 - Displayed: 144 (0.7%) - Dropped: 0 (0.0%) Profile: Default
OV 3¢ MErTE & rightcul
O =1 ) D i H NG 2024 BR
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“ethO (host 10.0.2.15)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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104 2.175800952
106 2.243037992
288 11.029020599
315 11.237130935
677 12.215740402
704 12.392426975
752 12.601890790
766 12.641116192
775 12.697491859
779 12.721001093
821 12.867477085
867 12.970770001
2650 17.286689901
3221 18.083214203
3225 18.088997640
3821 19.177769592
4624 20.274534961
4652 20.294106422
5142 20.738544053
5145 20.739088939

Frame 104: 364 byt:
Ethernet IT,

1

34.107.221.82
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0.0
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0.2.15

2.15
217.170.163
2.15

10.0.2.15
10.0.2.15
172.64.149.23
172.217.170.163
172.217.170.163

172.217.170.163
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e
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Protocol, Sri
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View

e

® B Hypertext Transfer Protocol: Protocol
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Help

Destination
34.107.221.82
10.0.2.15
172.217.170.163
10.0.2.15
172.217.170.163
10.0.2.15
172.217.170

172.217.170.163
172.217.170.163

107
Port

Protocol _ Length Info

HTTP 364 GET /success.txt?ipva HTTP/1.1
270 HTTP/1.1 200 OK (text/plain)
481

964

481

964

481

484

481

930

964

964

494

964 Response
964 Response

terface
62:02 (

“ethO (host 10.0.2.15)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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12 0.358919094
14 0.359147735
21 0.443669644
23 0.468253073
©.469758050
©.470009721
©.536432452
©.537323631
©.545073341
©.559784764
37 0.563363575
41 0.631985969

59 1.615218509
63 1.616013660
65 1.652467533
67 1.662270314
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730 Client Hello (SN:
2878 Server Hello, Change Cipher Spec
317 Application Data
270 Client Hello (SNI=content-signature-2.cd
118 Change Cipher Spec, Application Data
146 Application Data
252 Application Data
2934 Server Hello, Certificate
195 Server Key Exchange, Server Hello Done
703 Application Data, Application Data, Appl

Protocol
LSv:

85 Application Data
434 New Session Ticket, Change Cipher Spec
198 Application Data

93 Application Data
727 Client Hello (SN h.services.mozilla

1466 Server Hello, Change Cipher Spec

282 Application Data

118 Change Cipher Spec, Application Data
146 Application Data
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» Transmission oto 0 0
[ Transport Layer Security

® B Transport Layer Secu

rity: Protocol

Packets: 19326 - Displayed: 74 (0.4%) - Dropped: 0 (0.0%)
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3. Can we discern anything in clear text? What was it?
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Output from apache.org will be in plain text. This happens because HTTP is not encrypted.
Looking at HTTPS traffic will be much different because it is encrypted(It appears as
application data)

What is visible:

e Plain HTTP (port 80): full URL, request method (GET/POST), Host header,
User-Agent, cookie content, response headers and body.

e SNI (Server Name Indication) in the TLS Client Hello — reveals the hostname
requested (filter: tls.handshake.extensions server name or
ssl.Lhandshake.extensions_server name).

Conclusion

This lab enhanced my understanding of how wireshark looks and operates. | have familiarized myself
with the command bar and action bar and what resides within each respective tab. Furthermore, I
understand how to select an interface to capture with and successfully start a capture with a filter applied
as well as using display filters during and after the capture.

Wireshark Advanced Usage

Some of the many different capabilities in Wireshark range from tracking TCP conversations to cracking
wireless credentials. The inclusion of many different plugins makes Wireshark one of the best traffic
analysis tools.

The analyze and statistics radials provide a plethora of plugins to run against the capture. They can
provide us with great insight into the data we are examining. From these points, we can utilize many of
the baked-in plugins Wireshark has to offer; the plugins give us detailed reports about the network traffic
being utilized e.g top talkers in our environment, specific conversations, breakdown by IP and protocol.

The plugins can be used in:

1. Following TCP Streams(Alternatively, we can utilize the filter tcp.stream eq # to find and track
conversations captured in the pcap file)

2. Filter For A Specific TCP Stream.

Extracting Data and Files From a Capture

4. Extract Files From The GUI using FTP which moves data between a server and host to pull it out
of the raw bytes and reconstruct the file. (image, text documents, etc.)

W

Questions
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+08 Which plugin tab can provide us with a way 1o view conversation metadata and even protocol breakdowns for the entire PCAP fle?

statistios

+0@ What plugin tab will allow me to accomplish tasks suich as applying filters, following streams, and viewing expert info?

Analyze

+08 Wnatstream oriented Transport profocol enables us to follow and rebuild conversations and the included data?

top.

+08@ True or False: Wireshark can extract files from HTTP traffic.

o

408 True or False: The ftp-data filter wil show us any data sent over TCP port 21.

™

+10Stroakpts | O

ES

Packet Inception, Dissecting Network Traffic With Wireshark

The purpose of this lab is to provide experience with dissecting traffic in Wireshark. I had the chance to
pull objects out of previously captured network traffic along with pulling data from live traffic.

Scenario

We have been provided with a packet capture file that contains data from an unencrypted web session.
There is an image embedded that needs to be used as evidence of improper network usage. The Security
manager thinks the user is sending messages hidden behind the image. Using Wireshark, apply filters to

locate and extract the evidence.

Tasks
Task #1
Open a pre-captured file (HTTP extraction)

In Wireshark, Select File — Open — , then browse to Wireshark-lab-2.pcap. Open the file.
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Task #2
Filter the results.

Now that we have the pcap file open in Wireshark, we can see quite a lot of traffic within this capture file.
It has around 1171 packets total, and of those, less than 20 are HTTP packets specifically. Take a minute
to examine the pcap file, become familiar with the conversations being had while thinking of the task to
accomplish. Our goal is to extract potential images embedded for evidence. Based on what has been asked
of us, let's clear our view by filtering for HTTP traffic only.

Apply a filter to include only HTTP (80/TCP) requests. From here, we can see several basic HTTP
datagrams containing the GET method and 200 OK responses. These are interesting because we can now
see that a client requested several files, and the server responded with an OK. If we select one of the OK
responses, we can follow that stream and see the data transfer over TCP.

2

File Machine View Input Devices Help
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fs Wireshark-lab-2.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADAG e BERB@ 2 ¢« >0 «>H o oo @R

L N <~ 13 s
No. Time urce Destination Protocol _ Length Info
70.010413 HTTP 516 GET / HTTP/1.1

11 0.612962 ©.20.129 1 545 HTTP/1.0 200 OK (text/html)

40 1.110099 516 GET / HTTP/1.1

43 1.111673 10.10.20.129 545 HTTP/1.0 200 OK (text/html)

83 3.078789 .168.159. .10.20.129 516 GET / HTTP/1.1

86 3.082240 10.10.20.129 545 HTTP/1.0 200 OK (text/html)

155 10.711362 1 20.129 376 GET /http_with_jpegs.cap HTTP/1.1

464 10.730608 10.10.20.129 424 HTTP/1.0 200 OK (application/vnd.tcpdump.pcap)

526 18.849965 20.129 365 GET /htb.jpeg HTTP/1.1

531 18.851428 10.10.20.129 726 HTTP/1.0 200 OK (JPEG JFIF image)

577 24.128988 1 20.129 368 GET /Rise-Up.jpg HTTP/1.1

657 24.137398 10.10.20.129 1153 HTTP/1.0 200 OK (JPEG JFIF image)

721 31.653720 20.129 366 GET /water.jpg HTTP/1.1

997 31.672837 10.10 29 151 HTTP/1.0 200 OK (JPEG JFIF image)

® B Hypertext Transfer Protocol: Protocol Profile: Default
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Task #3

Follow the stream and extract the item(s) found.

So now that we have established there is HTTP traffic in this capture file, let's try to grab some of the
items inside as requested. The first thing we need to do is follow the stream for one of the file transfers.

e  With our http filter still applied, look for one of the lines in which the Web Server responds with a
“200 OK” message which acts as an acknowledgment/receipt to a users’ GET request. Now let's
select that packet and follow the TCP stream.

Step 1: Select a packet with 200 OK in the info field. Right-click the packet.
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Step 2: From the menu presented, select Follow — TCP Stream. This will open up a new
window with the entire TCP stream in it. It will also apply the display filter tcp.stream eq #.
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No. Time Source Destination Protocol _Length Info
= 7 0.010413 192.168.159.129 10.10.20.129 HTTP 516 GET / HTTP/1.1
20 1 710055 D08 1501 520195 Mark/Unmark Selected Ctri+M
431.111673 20.129 Ignore/Unignore Selected Ctri+D
3.078789 1 20.129 N
3.082240 Set/Unset Time Reference Ctri+T
1. Akl Time Shift...
10.730608 20.1:
18.849965 Packet Comments
18.851428 .
 aacs B o a90 | EditResolved Name
24.137398 20.12!
31.653720
997 31.672837 10.10.20.129

Ctri+Shift+T

Apply as Filter
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Wireshark - Follow TCP Stream (tcpstream eq 1) - Wireshark-lab-2.pcap
File Edit View Go Capture Analyze !

ADA@ c@AR@
M |tcp.streameq 1
No. Time Source

Accept-Language: en-US, en;q=0.9|

B HTTP/1.0 200 O

12 9.612999 192.168.1598Server : SimpleHTTP/0.6 Python/3.9.1+

21 6.018818 192.168.15988pate: Thu, 22 Apr 2021 17:09:49 GM

22 0.019262 10.10.20.1208content -type: text/html; charset=utf-§]
Content -Length: 491

» Frame 11: 545 bytes on wire (43€
» Ethernet II, Src: VMware_e2:93:c
» Internet Protocol Vel on Sr
{7 nsnission control Protocol,
mbled TCP Segments (64¢
nsfer Protocol
xt data: t

TR ke, 2 R pis, turn.
Entire conversation (1,108 bytes) Show as ASCII Nodeltatimes  ~ Stream 1
Find:

Case sensitive | Find Next
Filter Out This Stream Print Back XClose  @Help
® B Wireshark-lab-2.pcap

Profile: Default
(-1 @& @D‘alﬂumghtctrl
O B m ) > o @ 7 dx p ENG 0006 B

e Now that we validated the transfer happened, Wireshark can make it extremely easy to extract

files from HTTP traffic. We can check to see if an image file was pulled down by looking for the
JFIF format in the packets. The JPEG File Interchange Format JFIF will alert us to the presence
of any JPEG image files. We are looking for this format because it is the most common file type
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for images alongside the png format. With that in mind, we will likely see an image in this format
for our investigation.

Check for the presence of JFIF files in the HTTP traffic using display filter: http && image-jfif

File Machine View Input Devices Help

o 3 4@
LY 2k ‘R

Wireshark-{ab-2.pesp
e Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® R @E@ a2 c«>n<«>EEooo @l

M http && image-jfif BE )+

No. Time Source Destination Protocol  Length Info

i 531 18.851428 10.10.20.129 192.168.159.129 HTTP
657 24.137398 10.10.20.129 192.168.159.129 HTTP
997 31.672837 10.10.20.129 192.168.159.129 HTTP

726 HTTP/1.© 200 OK (JPEG JFIF image)
1153 HTTP/1.0 200 OK (JPEG JFIF image)
151 HTTP/1.© 200 OK (JPEG JFIF image)

54

Frame (1153 bytes) ~ Reassembled TCP (90184 bytes)
® B JPEGFile Interchange Format: Protocol

Packets: 1171 - Displayed: 3 (0.3%) Profile: Default

B O T ¢ marT § & B right cul
- / NG 0013 B

e Now that we are sure image files were transferred between the suspicious host and the server let's
grab them out of the capture. To do this, we need to export the objects out of the HTTP traffic.

To export the images: Select “File — Export Objects — HTTP — {file}.JPEG. This will tell

Wireshark to pull the objects requested out of the HTTP traffic. We can save a copy of the file
locally.
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i}
File Machine View Input Devices Help

_q S| 1 2 3 4 |Q

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s BRB@ a <« >»n «>BE
http && image-jfif ]+
No. Time Source Destination Protocol  Lenath Info
531 18.851428 10.10.20.129 192.168.159.129 Wireshark - Export - HTTP object list
997 31.672837 10.10.20.129 192.168.159.129
Text Filter: Content Type: image/jpeg -

Packet ~ Hostname  ContentType i Filename
531 1010.20129  imagefjpeg 3,502 bytes htbj
657 101020129  imagejpeg

997 101020129  imagejpeg

Frame 531: 726 bytes on wir

[Msave | SaveAll | ®Preview X Close  QHelp

a b3 7
Frame (726 bytes) Reassembled TCP (3780 bytes)
Packets: 1171 - Displayed: 3 (0.3%)

® E  JPEGFile Interchange Format: Protocol
OV 3¢ MO E & rightcul
1% ENG 0021 B

Profile: Default

academy-r

File System  Wireshark-

" @

Home htbjpeg

i1l

Rise-Upjpg

water.jpg

hitp_with_j
0¥ T # ME T E @ Right Crl

jol ENG 0023 B

e At this point, we should now have the image files that our security manager requested us to
capture if they existed. They can now examine the file to determine if any data was hidden within

it.

Live Capture and Analysis
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In the scenario above, we practiced filtering on a pre-captured file. Now it's time to do some live packet
captures. We will connect to the academy lab and sniff traffic live from a host in the network to complete
this portion.

After we analyzed the pcap traffic, the Security Manager has come back and confirmed the user was
smuggling data out of the network via the images. He is requesting that we now capture traffic to
determine if anything else is going on from the user's host 172.16.10.2. We will need to start a capture,
categorize and filter the data, and extract anything significant to the investigation.

Connectivity to Lab

Access to the lab environment to complete this part of the lab will be a bit different. We are using
XfreeRDP to provide us desktop access to the lab virtual machine to utilize Wireshark from within the
environment.

We will be connecting to the Academy lab like normal utilizing your own VM with a HTB Academy VPN
key or the Pwnbox built into the module section. You can start the FreeRDP client on the Pwnbox by
typing the following into your shell once the target spawns:

xfreerdp /v:<target IP> /u:htb-student /p:HTB_@cademy_stdnt!

You can find the target IP, Username, and Password needed below:
IP ==10.129.43.4 (ACADEMY-NTA-SNIFF01)
Username == htb-student

Password == HTB_(@cademy_stdnt!

Start a Wireshark Capture

We will be sniffing traffic from the host we logged into from our own VM or Pwnbox. Utilizing interface
ENS224 in Wireshark, let the capture run for a few minutes before stopping it. Our goal is to determine if
anything is happening with the user's host and another machine on the corporate or external networks.

Self Analysis

Before following these tasks below, take the time to step through our pcap traffic unguided. Use the skills
we have previously tested, such as following streams, analysis of conversations, and other skills to
determine what is going on. Keep these questions in mind while performing analysis:
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How many conversations can be seen?

Can we determine who the clients and servers are?

What protocols are being utilized?

Is anything of note happening? ( ports being misused, clear text traffic or credentials, etc.)

In this lab, we are concerned with the hosts 172.16.10.2 and 172.16.10.20 while performing the following
steps. In our analysis, we should have noticed some web traffic between these hosts and some FTP traffic.
Let's dig a bit deeper.

FTP Analysis

When examining the traffic, we captured, was any traffic pertaining to FTP noticed? Who was the server
for that traffic? FTP traffic is noted. Server is 172.16.10.20

e Identify any FTP traffic using the ftp display filter.

@ Cyber Shujaa LMS: Loginto th: X | @ Hack The Box - Academy X @ Hack The Box - Academy X @ Network Access Layer protocol X |+

C M 25 academy.hackthebox.com/module/81/section/789 M Q8 & b} 2 N School

&

== ALU SPD Hub - ALU... Dashboard [ Free Citation Gener... ~~ Learner dashboard |... Effective pull reques.. [ LINUX [3 WRITING [3 PYTHON [ v » 3 All Bookmarks

a
Terminate Py location

SOEX4

Activities £ Wireshark ~

*ens224

@mMERE Qew 7 I

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Destination Protocol Length Info
172.16.10.2 FTP 86 Response: 220 (vsFTPd 3.0.3)
172.16.10.20 FTP 82 Request: USER anonymous
172.16.10.2 FTP 89 Response: 230 Login successful
172.16.10.20 FTP 72 Request: SYST
72.16.16.20 172.16.16.2 FTP 85 Response: 215 UNIX Type: L8
72.16.10.2 172.16.10.20 FTP 71 Request: PWD
72.16.10.20 172.16.10.2 FTP 100 Response: 257 "/" is the curre
172.16.16.20 FTP 74 Request: TYPE I
172.16.10.2 FTP 97 Response: 200 Switching to Bin
172.16.10.20 FTP 82 Request: SIZE flag.jpeg
72.16.10.20 172.16.10.2 FTP 78 Response: 213 180556
72.16.10.2 172.16.10.20 FTP 72 Request: PASV
72.16.10.20 172.16.10.2 FTP 117 Response: 227 Entering Passive |,
‘ y
» Frame 465: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface ens22+
» Ethernet II, Src: VMware_94:9a:e6 (00:50:56:94:9a:e6), Dst: VMware_94:df:00 (00:50:56:9
» Internet Protocol Version 4, Src: 172.16.10.20, Dst: 172.16.10.2

® @ @ Intograted Terminal

x o ENG 01:00

Were we able to determine if an authenticated user was performing these actions, or were they
anonymous? Anonymous

e [ook at the command controls sent between the server and hosts to determine if anything was
transferred and who did so with the ftp.request.command filter.

Filter the results

Now that we have seen some interesting traffic, let's try and grab the file off the wire.
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Examine the FTP commands to determine what you need to inspect, and then extract the files from
ftp-data and reassemble it

Choose a file, then filter for ftp-data. Select a packet that corresponds with our file of interest and follow
the TCP stream that correlates to it.

Once done, Change "Show and save data as" to "Raw" and save the content as the original file name.
Validate the extraction by checking the file type.

@ Cyber Shujaa LMS: Logir X | & Hack The Box - Academy X | @ Hack The Box - Academy X [ HTB Viewer X & Network Accesslayerpr X | +

C M 25 vnc.htb-cloud.com/?host=proxy-uk htb-cloud.com/bird/htb-memfgjpvry.htb-cloud.com&password=WKcgZFW4 M Q * o} N School

= ALU SPD Hub - ALU... Dashboard & Free Citation Gener... ~~ Learner dashboard |... Effective pull reques.. [ LINUX [3J WRITING [3J PYTHON [ v » 3 All Bookmarks

= O
°

Activities Files v

< @ Home Desktop ~

© Recent

. % Starred
£ Home b
a
E [) Documents L=
flag.jpeg

my_credentials.txt  [ERAESITNEESS

dd Music

E @ Pictures

README license
»m Videos

@ Trash

M thinclient_drives =

+ Other Locations

htb_vpn_logs.log

HTTP Analysis

We should have seen a bit of HTTP traffic as well. Was this the case for you?

If so, could we determine who the webserver is?172.16.10.20

What application is running the webserver? Apache webserver (version 2.4.41) running on Ubuntu.

What were the most common method requests you saw? GET and POST

37



Follow the stream and extract the item(s) found
Now attempt to follow the HTTP stream and determine if there is anything to extract.

Apply the filter “http && image-jfif” to include only HTTP (80/TCP) packets along with a filter to
include only JPEG File Interchange Formats (JPEG files).

Look for the line in which the Web Server responds with a “200 OK” message which acts as an
acknowledgment/receipt to a users’ GET request.

Select “File > Export Objects > HTTP > file.JPG

Conclusion

This lab demonstrates how to open previously captured .pcap files, apply display filters, follow streams,
and extract items from the capture file as well as performing live capture and analysis.
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B Cyber Shujaa LMS: Logiin to t

x @ Hack The Box - Academy x

2> C @

academy.hackthebox.com/module/81/section/789

@ Hack The Box -

Academy x © Network Access Layer protocol X +

N School

a % O

ALU SPD Hub - ALU... Dashboard & Free Citation Gener... ~~ Learner dashboard |... Effective pull reques.. [ LINUX [3J WRITING [3J PYTHON [ v » 3 All Bookmarks

Questions
Cheat Sheet

Answer the question(s) below to complete this Section and eam cubes!

Download VPN
Connection File

Target(: NIFFO1) 2

Life Left: 75 minute(s) +

RDPto 10.120.128.224 EMY-NTA-SNIFFO1) with user *htb-student” and password "

+2@ Whatwas the filename of the image that contained a certain Transformer Leader? (namefiletype)

Rise-Upjpg

+10Streakpts | P Submit ‘ 5% Hint ‘

+08 Which employee is suspected of performing potentially malicious actions in the live environment?

bob

+10Streakpts | P# Submit ‘ $% Hint ‘

4 Previous Next = +10 Streak pts ‘ © Mark Complete & Next

m e E 8 D > {x o [EZ ENG

13!

@ CyberShujaa IMS X | @ Hack TheBox-Ac X | @ Hack TheBox-Ac X  [T) HTB Viewer X & Network Access INTROTONETWC X | +

C M htb-cloud.com/?host=proxy-uk htb-cloud.com/bird/htb-memfgjpvry.htb-cloud.com&password=WKcgZFW4 M Q *

3 PYTHON [3 v

&

N School

= ALU SPD Hub - ALU... Dashboard & Free Citation Gener... ~~ Learner dashboard | Effective pull reques. 3 LUNUX [ WRITING » 3 All Bookmarks

a
[ ]

Activities

Wireshark v Oct 3 23111 o

[18:06: ¢
IELREE Fie Edit View G¢
5 =1 POST /login.php HTTP/1.1
@® ™ Host: 172.16.10.20
User-Agent: Mozilla/5.0 (Windows NT 6.2; Win64; x64;

20200911 Firefox/79.0
Accept: */*
Content-Length: 250
Content-Type: multipart/form-data;
boundary= 72358ede26279230

Wireshark - Follow HTTP Stream (tcp.stream eq 8) - ens224

e | rv:79.e) Gecko/
tcp.stream eq 8

Time
336 81.53887(
338 81.53957{
339 81.53959(

72358ede262f9230
form-data; name="uname

Content-Disposition: ]
Ack=260 Win
Ack=510 Win
72358ede262f9230 Slei ACk:5}5 Win:
psw" Seq=510 Ack=1449 |
(text/html)
Seq=510 Ack=2143 |
, ACK] Se

.54002(
.54100¢
541014
.54102(
.54102¢
.54125(
54148
54149(

Content-Disposition: form-data; name=

BOb_hardwerker!
72358ede2629230 - -

[18:08

Dynamic

16
HTTP/1.1 260 OK

Date: Fri, 03 Oct 2025 23:10:01 GMT
Server: Apache/2.4.41 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 1969

Content-Type: text/html; charset=UTF-8

Seq=511 Ack=2144 |

<!DOCTYPE html>

Frame 341: 316 |
Ethernet II, Sr|
Internet Protoc|
Transmission Ca|
[2 Reassembled | .

HYPErtext Trans| Packet 352. 1 client pkt, 1 server pkt, 1 turn. Click to select.

MIME Multipart | eneire conversation (2,651 bytes) -

<html>

<head>

Show and save data as | ASCII L

Find:

39



@ Cyber Shujaa LMS: Log @ Hack The Box - Academy X = @ Hack The Box - Academy X [ HTB Viewer X & Network Accesslayerpr X | +

C M 25 vnc.htb-cloud.com/?host=proxy-uk htb-cloud.com/bird/htb-memfgjpvry.htb-cloud.com&password=WKcgZFW4 M Q * o} N School

== ALU SPD Hub - ALU... Dashboard & Free Citation Gener...  ~ Learner dashboard |... Effective pull reques.. [ LINUX [3 WRITING [3 PYTHON [3 ¢V > 3 All Bookmarks

H O

Files ~ Oct 3 22:147

@ Home  Desktop ~

© Recent

W starred

@ Home

D) Documents L=
flag.jpeg

' Downloads

dd Music

@ Pictures

'@ Videos

@ Trash

M thinclient_drives =

+ Other Locations

=

File Machine View Input Devices Help

B omP®F-]-|1 2 3 2

Rise-Up.jpg - Image Viewer [2/3]
File Edit Vi

C] &

Rise-Up.jpg
0¥ T & MO § @K right Cul
x o NG 1354 B

Guided Lab: Traffic Analysis Workflow

Scenario:
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One of our fellow admins noticed a weird connection from Bob's host [P = 172.16.10.90 when analyzing
the baseline captures we have been gathering. He asked us to check it out and see what we think is
happening.

Tasks
Task 1: Connect to the live host for capture.

Access to the lab environment to complete the following tasks will require the use of XfreeRDP to
provide GUI access to the virtual machine so we can utilize Wireshark from within the environment.

We will be connecting to the Academy lab like normal utilizing your own VM with a HTB Academy VPN
key or the Pwnbox built into the module section. You can start the FreeRDP client on the Pwnbox by
typing the following into your shell once the target spawns:

Code: bash

xfreerdp /v:<target IP> /u:htb-student /p:HTB_@cademy_stdnt!

You can find the target IP, Username, and Password needed below:

Click below in the Questions section to spawn the target host and obtain an IP address.
IP ==10.129.43.4 (ACADEMY-NTA-SNIFF01)

Username == htb-student

Password == HTB_@cademy_stdnt!

Once connected, open Wireshark and begin capturing on interface ENS224.
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N
(]

File Machine View Input Devices Help
BemPoOF-|1 23 4|4

N FrecRDP:10.29.43.4
Activities Oct 4 1355 o

)

: 0x08 — no RDP scancode found
: @x5D — no RDP scancode found
expected messageChannelId=0, got 1003
cense binary blob::type expected BB_UNKNOWN, got BB_ERROR_BLOB
:nse binary blob::type BB_ERROR_BLOB, length=0, skipping.
expected messageChannelId=0, got 1003
__FORMAT_BGRX32
__FORMAT_BGRA32
I+ [static] Loaded fake backend for rdpsnd
ing Dynamic Virtual Channel ainput
ing Dynamic virtual Channel rdpgfx
ing Dynamic Virtual Channel disp
116:55:05:422] |2629:00000a47] LINFO]Lcom.freerdp.channels.drdynvc.cllent] - Ldvcman_load_addinj: Loading Dynamic Virtual Channel rdpsnd
[16:55:07:806] [2629:00000a56] [WARN][com.freerdp.channels.rdpdr.client] - [rdpdr_check_extended_pdu_flag]: Checking ExtendedPDU:: RDPDR_USER_LOGGEDON_PDU, client supported, server not foun
d

0

BOoNSTs#mMOrT & rigntcul
b F ENG 1655 B

Analysis

Follow this workflow template and examine the suspicious traffic. The goal is to determine what is
happening with the host in question.

1. what is the issue?
Suspicious traffic coming from within the network
2. define our scope and the goal (what are we looking for? which time period?)

scope: 10.129.43.4 and anyone with a connection to it. Protocol in use by port 4444 is
unknown

when the issue started: within the last 48 hours. Capture traffic to determine if it is still
happening.

supporting info: guided-analysis.pcap

3. define our target(s) (net / host(s) / protocol)
Target hosts: traffic originating from 10.129.43.4 where port 4444 is being used
Protocol: SSDP, ARP, NAT-PMP(UDP)

4. capture network traffic / read from previously captured PCAP.
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Perform actions as needed to analyze the traffic for signs of intrusion.
identification of required network traffic components (filtering)

once we have our traffic, filter out any traffic not necessary for this investigation to include; any
traffic that matches our common baseline, and keep anything relevant to the scope of the
investigation.

An understanding of captured network traffic

Once we have filtered out the noise, it's time to dig for our targets. Start broad and close the circle
around our scope.

note taking / mind mapping of the found results.

Annotating everything we do, see, or find throughout the investigation is crucial. Ensure you are
taking ample notes, including:

Timeframes we captured traffic during.
Suspicious hosts/ports within the network.

Conversations containing anything suspicious. ( to include timestamps, and packet numbers, files,
etc.)

summary of the analysis (what did we find?)

Finally, summarize what has been found, explaining the relevant details so that superiors can
decide to quarantine the affected hosts or perform a more critical incident response mission.

Our analysis will affect decisions made, so it is essential to be as clear and concise as possible.

Conversations

3 conversations can be seen from our pcap file.

43



@~

File Machine View Input Devices Help
A 2 3 4| Q@

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Wireshark - Conversations - guided-analysis.pcap

Conversation Settings Ethernet-4  IPv4-3  Ipv6 TCP-1 UDP-2

AddressA ~ AddressB Packets  Bytes StreamID  PacketsA>B BytesA>B  PacketsB>A  BytesB5>A  RelStart Duration  Bits/sA>B  Bits/sB>A
10129434 1012901 4 216 bytes 2 4 216 bytes 0 Obytes 48326022 § 986 bits/s Obits/s
Absolute start time 10129.434 239255255250 1 179 bytes 1 1 179 bytes 0 Obytes 46.323616
10129.4329 1012943.4 35 4kB 0 16 EP 19 1kB 0000215 513091 422bits/s 177 bits/s
Limit to display filter

Protocol
Bluetooth
BPV7

DCCP
Ethernet

FC

FDDI

IEEE 80211
IEEE 802.15.4

X Close | @Help

® B guided-analysis.pcap Packets: 44 Profile: Default
B 0¥ T ¢ mars§ @ Hrightcol
£ - S 2 ) P NG 2145 B

@~

File Machine View Input Devices Help

) Y 2 3 4| @

File Edit View Go C

Wireshark - Protocol Hierarchy Statistics - guided-analysis.pcap
AODAG &
Protocol ~ Percent Packets  Packets  PercentBytes Bytes  Bitsls  EndPackets EndBytes  EndBits/s
~ Frame 100.0 a4 100.0 4445 666 O o o

~ Ethernet 100.0 151 670 100 o

~ Internet Protocol Version 4 90.9 . 80 119 o

2 0.000085 ~ User Datagram Protocol 14 X 40 5 0
30.000215 Simple Service Discovery Protocol 23 5 137 20 137

4 0.000270 NAT Port Mapping Protocol 91 E 48 7 a8
EjEREHETTS ~ Transmission Control Protocol 795 . 724 108 364 54
© E-Erey 409 . 191 286 1914 286

ata
0O Address Resolution Protocol 91 Y n 16 2 16
8 10.676486

9 10.745086
10 10.745121

0
0
0
P
7

18 15.261992
19 21.584905
20 21.626201

0 00

Nodisplay filter.

XClose | Copy - Protocols -~ = @Help

® B guided-analysis.pcap [ Profile: Default
B O T# WIS @ rightcl
2 € 0 & W 7 / NG 2147 B

We can see here that this PCAP is mostly TCP traffic, with a bit of UDP traffic. Since there is less UDP
than TCP traffic, let us look into that first.

Once we have filtered out the noise, it's time to dig for anything unusual. We are going to filter out
everything but UDP traffic first.
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ubP

When filtering on just UDP traffic, we only see nine packets. Four arp packets, four Network Address
Translation NAT, and one Simple Service Discovery Protocol SSDP packet. We can determine based on

their packet types and information they contain that this traffic is normal network traffic and nothing to be
concerned about.

=N

File Machine View Input Devices Help

@ 2 03 4 |Q
BoumP o 34| @
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADA® R BRE@ a2 « > n «>H oooHE
o /7
No. Time Source Destination Protocol Length Info
1 0.000000 ‘VMware_b9:93:48 Broadcast ARP 60 Who has 16.129.43.4? Tell 10.129.43.29
2 0.000085 ‘VMware_b9:6c:2c VMware_b9:93:48 ARP 42 10.129.43.4 is at 00:50:56:b9:6c:2c
33 46.323616 10.129.43.4 239.255.255.250 SSDP 179 M-SEARCH * HTTP/1.1
34 48.326022 10.129.43.4 NAT -PMP 54 Map TCP Request
35 48.576398 10.129.43.4 NAT -PMP 54 Map TCP Request
36 49.076670 10.129.43.4 NAT -PMP 54 Map TCP Request
37 50.077133 10.129.43.4 NAT -PMP 54 Map TCP Request

43 53.385803 VMware_b9:6c:2¢c VMware_b9:4d:df ARP 42 Who has 10.129.0.1? Tell 10.129.43.4
44 53.386099 VMware_b9:4d:df VMware_b9:6c:2c ARP 60 10.129.0.1 is at 00:50:56:b9:4d:df

7f:ff:fa (01:00:5e:7f: ff:fa)

® E  Transmission Control Protocol: Protocol Packets: 44 - Displayed: 9 (20.5%) Profile: Default

B Oo¥T#MErTE & rightctl
) & iNnG 0123 B

L] 5 m @ @

TCP

Now, let's move on to looking at TCP traffic. We should have quite a bit more here to sift through. We are

going to utilize the display filter ludp && !arp. This filter will clear out anything we have already
analyzed.
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guided-analysis.pcap

Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s BRM@ a«>n«>WEoonE

OXxX ) A g 1109

M [ludp && tarp| BE )+

No. Time Destination Protocol  Length Info
1 3 TCP 66 50612 — 4444
66 4444 — 50612 Win=64240 Len=0 MSS=146@ SACK_PERM WS=128
60 50612 — 4444 102272 Len=0
175 50612 — 4444
54 4444 . 50612
61 4444 — 50612 ACK] Seq=1 Ack=122 Win=64128 Len=7
9 10.745086 .129.43. .129.43. 60 50612 — 4444 Ack=8 Win=2102272 Len=0
10 10.745121 .129.43. .129.43. 110 50612 — 4444
11 10.745135 .129.43. .129.43. 54 4444 . 50612
12 15.202665 .129.43. .129.43. 63 4444 . 50612
13 15.211515 .129.43. .129.43. 64 50612 —~ 4444
14 15.211538 .129.43. .129.43. 54 4444 . 50612
15 15.261797 .129.43. .129.43. 254 50612 — 4444
15.261833 .129.43. .129.43. 54 4444 . 50612
15.261986 .129.43. .129.43. 841 50612 — 4444
15.261992 .129.43. .129.43. 54 4444 . 50612 Seq=17 Ack=1175 Win=64128 Len=0
21.584905 .129.43. .129.43. 61 4444 . 50612 ACK] Seq=17 Ack=1175 Win=64128 Len=7
21.626201 .129.43. .129.43. 68 50612 — 4444 ACK] Seq=1175 Ack=24 Win=2102272 Len=14
21.626254 .129.43. .129.43. 54 4444 . 50612 Seq=24 Ack=1189 Win=64128 Len=0
22.582605 .129.43. .129.43. 58 4444 . 50612 ACK] Seq=24 Ack=1189 Win=64128 Len=4

F 3: 66 by { Y t
Ethernet II, S 9 8 (00:50 8), VMwal
Proto 9.43.29, Dst: 10.129.43.4

1 version 4, Src: 16.12
Transmission Control Protocol, Src Port: 56612, Dst Port: 4444, Seq: ©, Len: ©

® B AddressResolution Protocol: Protocol Packets: 44 - Displayed: 35 (79.5%)

L i

TCP Session establishment

0
05 ba 01

Profile: Default
O T ¢ marT § @ D rigntcol
NG 1111 B

Now that we have cleared our view a bit, we can see the remaining packets are all TCP, and all appear to
be the same conversation between hosts 10.129.43.4 and 10.129.43.29. We can determine this since we
can see the session establishment via a three-way handshake at packet 3, and the same ports are used

through the rest of the packets in the output below.

46



View Input Devices Help

guided-analysis.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® e @BR@ a<c<>n «>BEBEocoo @

54 4444 . 50612
61 4444 . 50612 ACK] Seq=1 Ack=
60 50612 ~ 4444 Seq=122 Ack=8 Win:
110 50612 — 4444 ACK] Seq=122 Ac
54 4444 . 50612 = 78 W
63 4444 . 50612 8 Ack=178 Win=64128 Len=9
64 50612 — 4444 Win=2102272 Len=10
54 4444 . 50612 = 4128 Len=0
.261797 5 .129.43. 254 50612 — 4444 b Win=2102272 Len=200
.261833 5 .129.43. 54 4444 — 50612 4128 Len=0
.261986 5 .129.43. 841 50612 — 4444 ACK] Seq=388 Ack=17 Win=2102272 Len=787
.261992 5 .129.43. 54 4444 — Seq=17 Ack=1175 Win=64128 Len=0
.584905 5 .129.43. 61 4444 , ACK] Seq=17 Ack=1175 Win=64128 Len=7
.626201 .129.43. .129.43. 68 50612 ACK] Seq=1175 Ack=24 Win=2102272 Len=14
.626254 .129.43. .129.43. 54 4444 Seq=24 Ack=1189 Win=64128 Len=0
.582605 .129.43. .129.43. 58 4444 ACK] Seq=24 Ack=1189 Win=64128 Len=4

® K Address Resolution Protocol: Protocol Packets: 44 - Displayed: 35 (79.5%) Profile: Default

B oI ¢ mar§ @ Hrgntcel
o o = = - z Q) P NG 1118 B

What does appear interesting is that we do not see a TCP session teardown in this PCAP file. This could
mean the session was still active and not terminated. We believe this to be true since we do not see any
Reset packets either.

We can also examine the conversation by following the TCP stream from packet 3 to determine what it
encompasses.

Follow TCP Stream
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Wireshark - Follow TCP Stream (tcp.stream eq 0) - guided-analysis.pcap

File Edit View Go Capture Analyze ¢
Microsoft Windows [Version 10.0.14393)
AOAG = @ [CRNIl () 2016 Microsoft Corporation. AL rights reserved
N [tcp.stream eq O fc : \Users \mrb3n\Down Loads>]
hoani}

Source

Time
3 0.000215 .43, hoami|
4 0.000276 43408 ta-rdp-srvoi\nrb3n}
50 3
60
i

000415

070797 . fc : \Users\mrb3n\Down loads>]
7 ©.070843 -4H; pcon
8 10.676486

q]
9 10.745086 . [Lipconfig]
10.745121 s

10.745135 4

15.202665 .4

15.211515

15.211538 4

15.261797

15.261833 4 Connection-specific DNS Suffix
IPv6 Address

15.261992 4 Temporary IPv6 Address

21.584905 4 Link-local IPv6 Address

21.626201 . IPv4 Address. . . . . .

21.626254 .4 Subnet Mask

22.582605 .4 Default Gateway

on wire
y‘w €_b9: o [Tunnel adapter isatap..htb
Media State Media disconnected]
Connection-specific DNS Suffix htb)
[Tunnel adapter Teredo Tunneling Pseudo-Interface

Connection-specific DNS SUFfix

IPV6 Address 2001:0:2851: 782C:2809:1692 : €895: C 3a3}
Link-local IPv6 Address fe80: :28d9:1692:e895: c3a3%2)

Default Gateway . . . . . . . . . i

[ : \Users \mrb3n\Down Loads>]
cd ¢

12 80 pes, SBEERER s, 12 urms:
Entire conversation (1,914 bytes) Show as ASCII Nodeltatimes - Stream 0
Find: Case sensitive | Find Next

Filter Out This Stream Print Saveas... Back  XClose | QHelp
® B guided-analysis.pcap Profile: Default

B O IT#mar§ & Hrgntcol
z ) P NG 1316 B

Wireshark - Follow TCP Stream (tcp.stream eq 0) - guided-analysis.pcap

Edit View Go Capture Analyze : cal IPv6 Address Te80: : 2809: 1692: €895 : C3ad%2)

= Lin
ADOMAG = @ B a Default Gateway

Source

Volume in drive C has no label
Volume Serial Number is EBCO-GEAE]

Directory of c:\|

05/160/2021
05/160/2021
. . a 1 05/160/2021
18 15.261992 . . .4J05/10/2021
19 21.584905
20 21.626201 4
21 21626254 4
22 22.582605

" BY
Frame 17: 841 bytes o net user hacker Passwerdl /add|
VM 93:4

Ethernet II, S

net user hacker Passwordi /add
[The command completed successfully

BE
net Tocalgroup administrators hacker /add

net localgroup administrators hacker /add
[The command completed successfully

12 80 pes, SBEERER s, 72 urms:
Entire conversation (1,914 bytes) Show as ASCII Nodeltatimes - Stream 0
Find: Case sensitive | Find Next

Filter Out This Stream Print Saveas... Back  XClose | QHelp
® B guided-analysis.pcap Profile: Default

B O¥ I # MO E @K rightcul
ORI ¢ B - 7 NG 1316 B

Looking at the image above, it appears that someone is performing basic recon of the host. They are
issuing commands like whoami, ipconfig, dir. It would appear they are trying to get a lay of the land and
figure out what user they landed as on the host.

Something more alarming we can now see is someone made the account hacker and assigned it to the
administrators group on this host. Either this is a joke by a poor administrator. Or someone has infiltrated
the corporate infrastructure.
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Summary of the Analysis

Based on our analysis, we determined that a malicious actor has infiltrated at least one host on the
network. Host 10.129.43.29 shows signs of someone executing commands to include user creation and
assigning local administrator permissions via the net commands. It would look like the actor was using
Bob's host to perform said actions. Since Bob was previously under investigation for the exfil of
corporate secrets and disguising it as web traffic, I think it is safe to say the issue has spread further. The
screenshots included with this document show the flow of traffic and commands utilized.

It is our opinion that a complete Incident Response IR procedure be enacted to ensure the threat is stopped
from spreading further. We can dedicate resources to clearing the malicious presence and cleaning the
affected hosts.

After analyzing the actions taken, the IR team determined that The actor got lazy and decided to utilize a
Netcat shell and directly interact with Bob's host while gathering more information.

e Netcat is a versatile command-line networking utility known as the "Swiss army knife for
TCP/IP" that allows users to read and write data across networks using TCP or UDP protocols. It
can operate in client or server mode, facilitating network debugging, port scanning, file transfers,
creating simple chat servers, and establishing remote shells by establishing simple connections
between machines for data exchange.

While doing so, he used RDP(nta-rdp-srv01\mrb3n) from Bob's host to another windows desktop in the
environment to try and establish another foothold. Luckily, the IR team was able to capture some PCAP of
the RDP traffic. Bob's host was quarantined, and incident response was initiated to determine what was
taken and what other potential hosts were compromised.
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- Cyber Shujaa LMS: Log in to ! x @ Hack The Box - Academy x © Network Access Layer protocol: X e what is netcat - Google Search X or - X

2> C M 25 academy.hackthebox.com/module/81/section/962 QU W o} N School

= ALU SPD Hub - ALU... Dashboard & Free Citation Gener... ~~ Learner dashboard |... Effective pull reques.. [ LINUX [3J WRITING [3J PYTHON [ v » 3 All Bookmarks

E Cheat Sheet N

Answer the question(s) below to complete this Section and eam cubes!
Download VPN

i *  Connection Fil
Target(s): Click here to spawn the target system! nnection File

% RDP to with user *htb-student* and password *

+1@ Whatwas the name of the new user created on mrb3n's host?

hacker

PS Submit

+2@ How many total packets were there in the Guided-analysis PCAP?

a4

PS Submit ‘ 5 Hint

+18 What was the suspicious port that was being used?

PS Submit

&5 79 & ENG 1330 R

Decrypting RDP connections

The purpose of this lab is to utilise Wireshark’s power in working with RDP traffic. RDP(Remote Desktop
Connection) is a Microsoft protocol that enables a user to connect to another computer over a network,
providing a graphical interface to control it as if they were sitting in front of it. It functions by transmitting
the remote computer's display data to the user's client device and sending the user's mouse and keyboard
input back to the remote machine, all over an encrypted network connection. RDP is widely used by IT
professionals and is a fundamental part of managing remote computers and servers and allows employees
to access and work on their office computers from home or other locations. RDP typically listens for
connections on port 3389. If one has the required key utilized between the two hosts for encrypting the
traffic, Wireshark can deobfuscate the traffic for us.

When performing IR and analysis on Bob's machine, the IR team captured some PCAP of the RDP traffic
they noticed from Bob's host to another host in the network. We have been asked to investigate the
occurrence by our team lead. While combing his host for further evidence, you found an RDP-key hidden
in a folder hive on Bob's host. After some research, we realize that we can utilize that key to decrypt the
RDP traffic to inspect it.

Requirements

1. Rdp.pcapng file
2. Server.key file(RDP Key)
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Tasks

Task 1: Open the rdp.pcapng file in Wireshark.

Unzip the zip file included in the optional resources and open it in Wireshark.

Task #2: Analvze the traffic included.

Take a minute to look at the traffic. Notice there is a lot of information here. We know our focus is on
RDP, so let's take a second to filter on rdp and see what it returns.

=

File Machine View Input Devices Help

B omP®F-]-|1 2 3 2

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADA® e @BRR@ a«»ne«>EEoonER
= K
No. Time Source { Protocol Length Info

4 0.002562 1 2 RDP 97 Cookie: mstshash=bucky, Negotiate Request

5 0.006406 RDP 73 Negotiate Response

19 8.843397 RDP 97 Cookie: mstshash=bucky, Negotiate Request
20 8.847171 .129.43. .129.43. RDP 73 Negotiate Response

® B Remote Desktop Protocol: Protocol Packets: 2225 - Displayed: 4 (0.2%) Profile: Default

0¥ T # ME T @B right ctrl
= S m 6 @ @ e ¢ F o ) &b NG 54 )

RDP, by default, is utilizing TLS to encrypt the data, so we may not be able to see anything that happened
with RDP traffic. How can we verify its existence in this file? One way is to filter on the well-known port
RDP uses typically(3389) by using filter tcp.port == 3389.

11



e
i

File Machine View Input Devices Help

Aemks

guided-rdp.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® R BEBE@ a « >0 <

Source
10

8 bits), 66 byte:
o=

net Proto Version 4,

Destination
10.12:

50:56:b9:d9:9a), D:
10.129.43.27,

e otocol src , Ds 3.29
Transmission Control Protocol, Src Port: 56674, Dst Port: 3389, Seq: ©, Len: ©

> R ooo HE

Protocol  Length Info
TCP. 66 50674 — 3389 [SYN] Seq=0 Win=64240 Le

66 3389 . 50674 [SYN, ACK] Seq=(

60 50674 — 3389 [ACK] Seq=1 Ack=1 Win:

97 Cookie: mstshash=bucky, Negotiate Request

73 Negotiate Response

60 50674 — 3389 [ACK] Seq=44 Ack=20 Win=262656 Len=0

185 Client Hello (SNI=10.129.43.29)

896 Server Hello, Certificate, Server Hello Done

372 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

165 Change Cipher Spec, Encrypted Handshake Message

140 Application Data

324 Application Data

710 Application Data

1271 Win=0 Len=0

97 Cookie: mstshash=bucky, Negotiate Request
73 Negotiate Response

56 b9 d9 9a 08

b2 87 6a 81 2b 1b
fa c9 00 00 00 00 80
05 b4 0 0

) on interface
t: VMware_b9:93:48 (
2! 04 be
) 02 84

0.129

Profile: Default
% % @ B right
ENG =]

Packets: 2225 - Displayed: 2225 (100.0%)

&> 15:25

We can at least verify that a session was established between the two hosts over TCP port 3389.(the TCP
3-way handshake is complete)

Task 3: Provide the RDP-key to Wireshark so it can decrypt the traffic.

We proceeded to use the key we found to try and decrypt the traffic. To apply the key in Wireshark:

1.

=

File Machine View Input Devices Help

BempPor|1 23 ¢4|Q

TFTP
Thread
Thrift

Tibia

TIME

TIPC
TiVoConnect
TS

NS
Token-Ring

TPCP

TPKT
TPLINK-SMARTHOME
TPM20

TPNCP

TRANSUM

TREL

TSDNS
TSP

TTE
TURNCHANNEL
TUXEDO

UDPENCAP
uDs

upT
UFTP
UHD

bl4

go to Edit — Preferences — Protocols — TLS

Wireshark - Preferences

Transport Layer Security
RSAkeyslist  Edit...
TLS debug file
Browse...

v Reassemble TLS records spanning multiple TCP segments
v Reassemble TLS Application Data spanning multiple TLS records

Message Authentication Code (MAC), ignore "mac failed"
Pre-Shared Key

(Pre)-Master-Secret log filename
Browse...

VOK | xCancel = vApply = QiHelp

0¥ T # MO T & right ctl

& = 7 Q) P ENG



2. Onthe TLS page, select Edit by RSA keys list — a new window will open.

=

File Machine View Input Devices Help

Seapko 4 | @

e Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AD A G BRM@ a ¢ »n e >H

Protocol Length Info

TCP 66 50674 — 3389 [SYN] Seq=0 Win=64240
66 3389 ~ 50674 [SYN, ACK] Seq=0 Ack=1
60 50674 — 3389 [ACK] Seq=1 Ack=1 W:

TLS Decrypt

IPaddress  Port Protocol Key File Password

.842195
.842471
.843397
.847171

sslLkeys

x Cancel @ Help

® E  guided-rdp.pcapng Packets: 2225 - Displayed: 2225 (100.0%) Profile: Default
OIS # @ K right ctr
(it ] ight Ctr

G 1532 B

3. Follow the steps below to import the RSA server key.
Steps

Click the + to add a new key

Type in the IP address of the RDP server 10.129.43.29

Type in the port used 3389

Protocol filed equals tpkt or blank.

Browse to the server.key file and add it in the key file section.
Save and refresh your pcap file.

When filtering once again on RDP, we should see some traffic in the display.
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guided-rdp.peapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® R BRM@ 2 « »n «>EEonooff

Source Destination Protocol _ Length Info
RDP 545 ClientData
209 ServerData Encryption: None (None)
698 ClientInfo
117 Error Alert
125 MultiTransportRequest
109 MultiTransport response
.927121 .129.43. .129.43. 555 Demand Active PDU
.931765 .129.43. .129.43. 762 Confirm Active PDU
.931849 .129.43. .129.43. 119 ROP PDU Type: Synchronize
.931918 .129.43. .129.43. 119 ROP PDU Type: Synchronize
.931925 .129.43. .129.43. 123 ROP PDU Type: : Cooperate
.931975 .129.43. .129.43. 123 ROP PDU Type:
.931997 .129.43. .129.43 123 ROP PDU Type:
.932186 .129.43. 5 123 ROP PDU Type: Control, Action: Granted control
.932849 .129.43. o 118 Fast-Path PDU,QoE timestamp,Scancode, Sync, Scancod Scancode,
.932959 .129.43. 5 139 ROP PDU Type: BitmapCache Persistent List
.933005 .129.43. 5 123 ROP PDU Type: FontList
.933101 .129.43. .129.43. 123 ROP PDU Type: FontMap
.933257 .129.43. .129.43. 117 Virtual Channel PDU
.933610 .129. .129.43. 142 Virtual Channel PDU

fc
de
cb
5F
o1
b1
5b
3e
ob
bf
ae
of
79
38
2¢
9e ac 94 3c

Frame (545 bytes) Decrypted TLS (462 bytes)
® B Remote Desktop Protocol: Protocol Packets: 2225 - Displayed: 1427 (64.1%) - Marked: 1(0.0%) Profile: Default

S¢S %) @ B right crrl
ENG 1546 B

From here, we can perform an analysis of the RDP traffic. We can now follow TCP streams, export any
potential objects found, and anything else we feel necessary for our investigation. This works because we
acquired the RSA key used for encrypting the RDP session. The steps for acquiring the key were a bit
lengthy, but the short of it is that if the RDP certificate is acquired from the server, OpenSSL can pull the
private key out of it.

Perform Analysis of the Unencrypted Traffic

Now that we have broken RDP out of the TLS tunnel, what can we find? Perform the analysis steps and
attempt to answer the questions below.

Questions:

1. What host initiated the RDP session with our server? The 1st full 3 way handshake has
10.129.43.27 initiating the connection.
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File Machine View Input Devices Help

SBeomky

guided-rdp.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s @BR@ ac>n«>BEcco@R

Source Destination Protocol _Length Info
TCP 66 50674 — 3389 [SYN] Seq=0 Win=64240 Len=0 MSS=146@ WS=256 SACK_PERM
66 3389 — 50674 [SYN, ACK] Seq=0 Ack=1 Win=64000 Len=0 MSS=1460 WS=1 SACK_PERM
60 50674 — 3389 [ACK] Seq=1 Ack=1 Win=262656 Len=0
97 Ignored Unknown Record
73 Ignored Unknown Record
60 50674 ~ 3389 [ACK] Seq=44 Ack=20 Win=262656 Len=0
7 6.256391 .129.43. .129.43. o 185 Client Hello (SNI=10.129.43.29)
8 6.257006 .129.43. .129.43. 5 896 Server Hello, Certificate, Server Hello Done
9 6.258365 .129.43. .129.43. 5 372 Client Key Exchange, Change Cipher Spec, Finished
10 6.260974 .129.43. .129.43. o 105 Change Cipher Spec, Finished
11 6.261843 .129.43. .129.43. 140 NTLMSSP_NEGOTIATE
12 6.262246 .129.43. .129.43. 324 NTLMSSP_CHALLENGE
13 6.263994 .129.43. .129.43. CredSSP 716 NTLMSSP_AUTH, User: DESKTOP-8BSUEVL\bucky
14 0.205122 .129.43. .129.43. Credssp 142
0 0 E 74— 3389 [RST, ACK] Seq=123 Le
16 8.642069 .129.43. .129.43. 66 50675 — 3389 [SYN] Seq=o Wi = ERM
17 8.842195 .129.43. .129.43. 663389 — 50675 [SYN, ACK] Seq=e Ack=1 Win=64000 Len=0 MSS=1460 WS=1 SACK PERM
18 8.842471 .129.43. .129.43. 60 50675 — 3389 [ACK] Seq=1 Ack=1 Wi
19 8.843397 .129.43. .129.43. TLSvi.2 97 Ignored Unknown Record
20 8.847171 .129.43. .129.43. TLSvi.2 73 Ignored Unknown Record

, 545 bytes captured (4360 bits) o face \Device\NPF_{4A 00 50 9 g 0 9 do 9a 08 00 45 00
56:b9:d9:9a), Dst: VMw: _b9:93:48 ( 56:b9:93:48) e 9
c: 10 10.129.43.29
col, Src Port: 50675, Port: 3389, Seq: 1342, Ack: 1304, Len: 491

Length: 462
onnection-Oriented Tr
ERVICE T.125
GENERIC- CUHFEREHCE CUHTRUL T.124

d3

3d

5b

6d

16

82 de 9 ac 94 3c
Frame (545bytes) =~ Decrypted TLS (462 bytes)

® E  guided-rdp.pcapng Packets: 2225 - Marked: 1(0.0%) Profile: Default
% % @ B right
Lo : - & = & NG 1551 B

2. Which user account was used to initiate the RDP connection? Using filter tcp.port == 3389, we
can see a record labeled Ignored Unknown Record. On examining the ASCII, it shows us a
username, which is ‘bucky’.

e Ignored Unknown Record is a message from Wireshark indicating it encountered
TLS data it couldn't properly interpret, often due to packet loss, out-of-order TCP
segments, or incorrect MTU (Maximum Transmission Unit) settings.
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File Machine View Input Devices Help
B omP o 2 OXXd) A @5
Edit View Go C -
e Wireshark- Packet 19 guided-rdp.pcapng

AODAG &

ra 9: 9 0 re re s r {4AF2D71D-66ED-4A75-A2CF-742633DAE49D}, id ©
M [tep.port == 3389 erne are_b: : : are | 18) BE )+

't Pr 0 H
yel

[ Ignored Unknown Record

[ Transport Layer S
TIgnored Unknown)

No.: 19 Time: 8.843397 - Source: 10.129.43.27 - Destination: 10.129.43.29 - Protocol: TLSv1.2 - Length: 97 - Info: Ignored Unknown Record
V Show packetbytes  Layout: Vertical (Stacked) -

xClose | QHelp

® B guided-rdp.pcapng

Packets: 2225 - Displayed: 2225 (100.0%) - Marked: 1 (0.0%) Profile: Default

0¥ T # MO # & right ctl
&= 7 D) P ENG 1558 B

Summary:

This lab was to serve as an example of what Wireshark can do with captured data and its plugins.
Wireshark's capability to ingest information and illuminate the obscure is robust. Having the
ability to decrypt data after ingestion is a powerful capability. This concept could be applied to

any protocol that utilizes encryption as long as we have the key that will be utilized to establish
the connections.
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Conclusion

This module covered network traffic analysis principles and discussed the implications for both
blue team and red team personnel. We studied Wireshark and tcpdump usage and learned
different ways to sniff out sensitive data on a network. We also covered general network traffic
analysis solutions and the security implications of having no visibility into the network.

Module Key Takeaways:

e The importance of network traffic analysis for red and blue teams
e Usage of both Wireshark and tcpdump
e Methods for sniffing out sensitive data on the network

This assignment not only strengthened my technical skills in packet analysis but also enhanced
my investigative thinking — the ability to reconstruct network events and identify anomalies
from raw traffic.
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