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Introduction

A WLAN is a group of colocated computers or other devices that form a network based on
radio transmissions instead of wired connections and aims to meet changing network
demands. A WLAN transmits information over radio waves similarly to broadcast media.
information is sent in packets which contain layers with labels and instructions that work
hand in hand with MAC addresses that are assigned to endpoints to ensure the information

is sent to the intended device. An example of a WLAN is a Wi-Fi network.

A WLAN can be configured in two ways: infrastructure mode(e.g. a home or office Wi-Fi
network) and adhoc setup. A basic infrastructure setup is one in which all endpoints are
connected and communicate with each other through a base station such as a wireless
router, which may also provide internet access. In an adhoc setup, Wi-Fi Direct technology
is commonly used for an ad hoc. The WLAN in an adhoc setup connects endpoints without

the use of a base station and can provide basic peer-to-peer (P2P) communication.

Moreover, for security purposes, a WLAN uses encryption as the most common security
method. Some of the encryption types include Wired Equivalent Privacy (WEP) and Wi-Fi
Protected Access (WPA), with WPA2 as the standard authentication method.

A WLAN makes use of wireless access points and WLAN controllers. Wireless access points
amplify the bandwidth coming from the router and stretches it to farther distances, thus
allowing devices to get onto the network from those distances. A WLAN controller (WLC) is a
network device that manages the wireless access points that allow wireless devices to
connect to the network. It acts as a central hub for tasks like configuration, security policies,
monitoring, and performance tracking. A WLC can be a dedicated device or software

running on a server.

This assignment aims to help one apply WLAN skills and knowledge by configuring a home
wireless router and an enterprise WLC. One also has to implement WPA2-PSK and
WPA2-Enterprise security. Finally, the hosts are to be connected to each WLAN and

connectivity is to be verified.



Objectives

e Configure a home router to provide Wi-Fi connectivity to a variety of devices.
e Configure WPA2-PSK security on a home router.

e Configure interfaces on a WLC.

e Configure WLANs on a WLC.

e Configure WPA2-PSK security on a WLAN and connect hosts to WLAN.

e Configure WPA2-Enteprise on a WLAN and connect hosts to the WLAN.

e Verify connectivity WLAN connectivity.

Addressing Table

Device Interface Ip Address

Home Wireless Router Internet DHCP
LAN 192.168.6.1/27

RTR-1 G0/0/0.2 192.168.2.1/24
G0/0/0.5 192.168.5.1/24
G0/0/0.100 192.168.100.1/24
G0/0/1 10.6.0.1/24

SW1 VLAN 200 192.168.100.100/24

LAP-1 GO DHCP

WLC-1 Management 192.168.100.254/24

RADIUS Server NIC 10.6.0.254/24

Home Admin NIC DHCP

Enterprise Admin NIC 192.168.100.200/24

Web Server NIC 203.0.113.78/24




DNS server NIC 10.100.100.252
Laptop NIC DHCP
Tablet PC Wireless0O DHCP
Smartphone WirelessO DHCP
Wireless Host 1 WirelessO DHCP
Wireless Host 2 WirelessO DHCP
WLAN Information
WLAN SSID Authentication Username Password
Home Network | HomeSSID WPA2-Personal | N/A Cisco123
WLAN VLAN 2 SSID-2 WPA-2 Personal | N/A Cisco123
WLAN VLAN 5 SSID-5 WPA-2 userWLANS5 userW5pass
Enterprise
Instructions

Part 1: Configure a Home Wireless Router.

| was tasked with installing a new home wireless router at a friend’s house. | needed to

change settings on the router to enhance security and meet my friend’s requirements.

Step 1: Change DHCP settings.

a. Open the Home Wireless Router GUI and change the router IP and DHCP settings

according to the information in the Addressing Table.

b. Permit a maximum of 20 addresses to be issued by the router.

c. Configure the DHCP server to start with IP address .3 of the LAN network.




d. Configure the internet interface of the router to receive its IP address over DHCP.

Question: Verify the address. What address did it receive? 10.100.200.2 with a
subnet mask of /24
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e. Configure the static DNS server to the address in the Addressing Table.
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Step 2: Configure the Wireless LAN

a. The network will use the 2.4GHz Wireless LAN interface. Configure the interface with
the SSID shown in the Wireless LAN information table.
b. Use channel 6.

e The 2.4 GHz band only has 11 channels, and most of them overlap with
each other. To minimize interference, only channels 1, 6, and 11 are
considered “non-overlapping.”

e Choosing Channel 6 means using a clean, middle frequency with minimal
overlap and interference. It's a standard best practice for stable Wi-Fi in
small networks.

c. Be sure that all wireless hosts in the home will be able to see the SSID. - the SSID

broadcast should be set to enabled
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Step 3: Configure security

a. Configure wireless LAN security. Use WPA2 Personal and the passphrase shown in
the Wireless LAN information table.
b. Secure the router by changing the default password to the value shown in the

Wireless LAN information table.




WLAN and verily connectivity

Instructions

Part 1: Configure a Home Wireless Router.
You are installing a new home wireless router at a friend’s house. You will need to change settings on the fouter
to enhance security and meet your fiend's requirements.

Step 1: Change DHCP settings.

a. Open the Home Wireless Router GUI and change the router IP and DHCP settings according to the
information in the Addressing Table

b. Permit a maximum of 20 addresses to be issued by the router.

c. Configure the DHCP server to start with IP address .3 of the LAN network.

d. Configure the intemet interface of the router to receive ts IP address over DHCP.
Verify the address. What address di

e. Configure the static DNS server to the address in the Addressing Table.

Step 2: Configure the Wireless LAN.

a. The network will use the 2 4GHz Wireless LAN interface. Configure the interface with the SSID shown in the
Wireless LAN information table.

receive?

b. Use channel 6.
c. Be sure that all wireless hosts in the home will be able to see the SSID.

Step 3: Configure security.

a. Configure wireless LAN security. Use WPA2 Personal and the passphrase shown in the Wireless LAN
information table.

b, Secure the router by changing the default password to the value shown in the Wireless LAN information
table

Step 4: Connect clients to the network.
a. Open the PC Wireless app on the desktop of the laptop and configure the client to connect to the network.

b. Open the Config tab on the Tablet PC and Smartphone and configure the wireless interfaces to connect to
the wireless network

G. Verlfy connectivity. The hosts should be able to ping each other and the web server. They should also be
Time Elapsed: 03:39:37

3 55

1240 | procs prems)

b
[ ]
a
w

Completion: 23%

® Home Wireless Router

me,

I

CGR1240

Physical  Config _GUI_ Aftributes

Wireless

Wireless

Setup Security

Basic Wireless

Settings
24 GHz
Network Mode:
Network Name (SSID).
SSID Broadcast
Standard Channel
Channel Bandwidth

5GHz-2

Network Mode:
Network Name (SSID).
SSID Broadcast
Standard Channel
Channel Bandwidth:

5GHz-1
Network Mode:
Network Name (SSID).
SSID Broadcast
Standard Channel
Channel Bandwidth

=
Restrictions
Auto v
[HomessiD
(® Enabled (O Disabled
6-2437GHz v
Auto v
Auto v
‘Defaun
(O Enabled (® Disabled
Auto v
Auto v
Auto v
[Defaut
(O Enabled (® Disabled
Auto v
Auto v
v
>

access

Physical |x 19,y 337

Logical |

WLAN and verity connectivity.

Instructions

Part 1: Configure a Home Wireless Router.
You are installing a new home wireless router at a friend’s house. You will need to change settings on the fouter
to enhance security and meet your fiend's requirements.

Step 1: Change DHCP settings.

a. Open the Home Wireless Router GUI and change the router IP and DHCP settings according to the
information in the Addressing Table

b. Permita maximum of 20 addresses to be issued by the router.
c. Configure the DHCP server to start with IP address .3 of the LAN network.
d. Configure the intemet interface of the router to receive ts IP address over DHCP.
Verify the address. What address did it receive?
e. Configure the static DNS server to the address in the Addressing Table.
Step 2: Configure the Wireless LAN.

a. The network will use the 2 4GHz Wireless LAN interface. Configure the interface with the SSID shown in the
Wireless LAN information table.

b. Use channel 6.

c. Be sure that all wireless hosts in the home will be able to see the SSID.

Step 3: Configure security.

a. Configure wireless LAN security. Use WPA2 Personal and the passphrase shown in the Wireless LAN
information table.

b. Secure the router by changing the default password to the value shown in the Wireless LAN information
table.
Step 4: Connect clients to the network.
a. Open the PC Wireless app on the desktop of the laptop and configure the client to connect to the network.

b. Open the Config tab on the Tablet PC and Smartphone and configure the wireless interfaces to connect to
the wireless network

¢ Verify connectivity. The hosts should be able to ping each other and the web server. They should also be
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Step 4: Connect clients to the network.



a. Open the PC Wireless app on the desktop of the laptop and configure the client to

connect to the network.
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b. Open the Config tab on the Tablet PC and Smartphone and configure the wireless

interfaces to connect to the wireless network.
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c. Verify connectivity. The hosts should be able to ping each other and the web server.

They should also be able to reach the web server URL.
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Verify the address. What address did it receive?
e Configure the static DNS server o the address in the Addressing Table.
Step 2: Configure the Wireless LAN.

a. The network will use the 2.4GHz Wireless LAN interface. Configure the interface with the SSID shown in|
Wireless LAN information table.

b. Use channel 6.
c. Be sure that all wireless hosts in the home will be able to see the SSID
Step 3: Configure security.

a. Configure wireless LAN security. Use WPA2 Personal and the passphrase shown in the Wireless LAN
information table

b, Secure the router by changing the default password to the value shown in the Wireless LAN information

table
Step 4: Connect clients to the network.
a. Openthe PG

ireless app on the desktop of the laptop and configure the clientto connect to the networl

b. Open the Config tab on the Tablet PC and Smartphone and configure the wireless interfaces to connect
the wireless network

¢ Verify connectivity. The hosts should be able to ping each other and the v
able to reach the web server URL
Part 2: Configure a WLC Controller Network

Configure the wireless LAN controller with two WLANs. One WLAN will use WPA2-PSK authentication. The:
other WLAN will use WPA2-Enterprise authentication. You wil also configure the WLC to use an SNMP servf ini 4
and configure a DHCP scope that will be used by the wireless management network

b server. They should also bl

Step 1: Configure VLAN interfaces.

From the Enterprise Admin, navigate to the WLC-1 management interface via a
WLC-1, use admin as the username and Cisco123 as the password

Configure an interface for the first WLAN.

Name: WLAN 2

VLAN Identifier: 2
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e. Configure the static DNS server to the address in the Addressing Table.

Step 2: Configure the Wireless LAN.
a. The network will use the 2 4GHz Wireless LAN interface. Configure the interface with the SSID shown in|
Wireless LAN information table.
b. Use channel 6.
c. Be sure that all wireless hosts in the home will be able to see the SSID

Step 3: Configure security.
a. Configure wireless LAN security. Use WPA2 Personal and the passphrase shown in the Wireless LAN
information table
b, Secure the router by changing the default password to the value shown in the Wireless LAN information
table.

Step 4: Connect clients to the network.
a. Open the PC Wireless app on the deskiop of the laptop and configure the client to connect to the networ]
b. Open the Config tab on the Tablet PC and Smartphone and configure the wireless interfaces to connect
the wireless network
.. Verify connectivity. The hosts should be able to ping each other and the web server. They should also bel
able to reach the web server URL.
Part 2: Configure a WLC Controller Network
Config

wireless LAN controller with two WLANs. One WLAN will us
other W will use WPA2-Enterprise authentication. You will also configure the
and configure a DHCP scope that wil be used by the wireless management network

2-PSK authentication. The
C to use an SNMP sery|

Step 1: Configure VLAN interfaces.
a. From the Enterprise Admin, navigate to the WLC-1 management interface via a web browser. To log into
WLC-1, use admin as the usemame and Cisco123 as the password

b. Configure an interface for the first WLAN.
Name: WLAN 2
VLAN Identifier: 2
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Part 2: Configure a WLC Controller Network

| was tasked with configuring the wireless LAN controller with two WLANs. One WLAN will
use WPA2-PSK authentication. The other WLAN will use WPA2-Enterprise authentication.
You will also configure the WLC to use an SNMP server and configure a DHCP scope that

will be used by the wireless management network.
Step 1: Configure VLAN interfaces.

a. From the Enterprise Admin, navigate to the WLC-1 management interface via a web
browser. To log into WLC-1, use admin as the username and Cisco123 as the

password.
b. Configure an interface for the first WLAN.

Name: WLAN 2

VLAN Identifier: 2
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Port Number: 1

Interface IP Address: 192.168.2.254
Netmask: 255.255.255.0

Gateway: RTR-1 G0/0/0.2 address

Primary DHCP Server: Gateway address
Configure an interface for the second WLAN.
Name: WLAN 5

VLAN Identifier: 5

Port Number: 1

Interface IP Address: 192.168.5.254
Netmask: 255.255.255.0

Gateway: RTR-1 interface G0/0/0.5 address

Primary DHCP Server: Gateway address



(8 Enterprise Admin — X

Physical  Config _Deskiop P Attributes

Web Browser

> URL |https://192.168.100.254/framelnterfaceList html

alialn Save Configuration  Ping  Logout Refresh

cisco MONITOR ~ WIANs CONTROLLER WIRELESS ~SECURITY MANAGEMENT ~COMMANDS HELP FEEDBACK  Home
Controller Interfaces Entries 1 -4 of 4
General
VLAN T4 namic m Add
Interfaces 2 aled . gemow
s abled " remow
1 bled 7
na upported

» Internal DHCP Server

» Mobility Management
Ports

» NTP.

» coP

[ op

ew 7)) &F NG 2042 B

Step 2: Configure a DHCP scope for the wireless management network.
a. Configure and enable an internal DHCP scope as follows:
Scope Name: management
Pool Start Address: 192.168.100.235
Pool End Address: 192.168.100.245
Network: 192.168.100.0
Netmask: 255.255.255.0

Default Routers: 192.168.100.1

Step 3: Configure the WLC with external server addresses.

a. Configure the RADIUS server information as follows:
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Sever Index: 1

Server Address: 10.6.0.254

Shared Secret: RadiusPW
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b. Configure the WLC to send logs information to an SNMP server.
Community Name: WLAN

IP Address: 10.6.0.254
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Step 2: Configure a DHCP scope for the wireless management network.

Configure and enable an internal DHCP scope as follows: Management SNMP Trap Receiver
Scope Name: management
Pool Start Address: 192.168.100.235 e
» SNMP SNMP Trap Receiver Name 1P Address(Ipva/Ipv6) Status 1PS

Pool End Address: 192.168.100.245
Network: 192.168.100.0

Netmask: 255.255.255.0

Default Routers: 192.168.100.1

wian 10.6.0.254 Enable Dis:

. Hol
Step 3: Configure the WLC with external server addresses. Z
. i Z Local Management
a. Configure the RADIUS server information as follows: % 2
Sever Index: 1 Z
Sever Address: 10.6.0.254 2
Tablet PC 2 » Logs

Shared Secret: RadiusPW
b. Configure the WLC to send logs information to an SNMP server.
Community Name: WLAN Smart
1P Address: 10.6.0.254

» Cloud Services
) Software Activation

» Tech Support
Step 4: Create the WLANSs.

a. Create the first WLAN
Profile Name: Wireless VILAN 2
WLAN SSID: SSID-2
D2
Interface: WLAN 2
Sscurity: WPA2-PSK
Passphrase: Cisco123

Under the Advanced tab, go to the FlexConnect section. Enable FlexConnect Local >
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Step 4: Create the WLANSs.

a. Create the first WLAN:
Profile Name: Wireless VLAN 2
WLAN SSID: SSID-2
ID: 2
Interface: WLAN 2
Security: WPA2-PSK
Passphrase: Cisco123

Under the Advanced tab, go to the FlexConnect section. Enable FlexConnect Local

Switching and FlexConnect Local Auth.
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b. Create the second WLAN:
Profile Name: Wireless VLAN 5
WLAN SSID: SSID-5
Interface: WLAN 5
ID: 5
Security: 802.1x - WPA2-Enterprise
Configure the WLAN to use the RADIUS server for authentication.

Make the FlexConnect settings as was done in Step 4a.
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Step 5: Configure the hosts to connect to the WLANSs.
Use the desktop PC Wireless app to configure the hosts as follows:

a. Wireless Host 1 should connect to Wireless VLAN 2.
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b. Wireless Host 2 should connect to Wireless VLAN 5 using the credentials in the
WLAN information table.
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Step 6: Test connectivity.

Test connectivity between the wireless hosts and the Web Server by ping and URL.
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Conclusion

During this activity, the configuration for both a home wireless router and an
enterprise-level Wireless LAN Controller (WLC) were successfully implemented to support
secure wireless connectivity in various environments. The home router was configured
using an IP addressing scheme that is private, a static DHCP range, and security
mechanisms that include WPA2-Personal (PSK), thus enabling many household devices to

easily connect and communicate with each other and with outside networks.

At the enterprise end, VLAN division and WLC interfaces were set up to accommodate two
WLANSs, one with WPA2-PSK and the other with WPA2-Enterprise security with integration
to a RADIUS server. The WLC was further connected to SNMP and DHCP server to carry out

network administration and IP addressing.

By this practice, fundamental networking principles including WLAN configuration, wireless
security (WPA2-PSK and WPA2-Enterprise), RADIUS authentication, and DHCP
administration were cemented. The final verification step also ensured all the wireless

clients were able to connect to the corresponding networks, authenticate properly, and
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interact with the Web Server, showing an effective and secured WLAN implementation both

for homes and business environments.
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