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Introduction

Wireshark is a software protocol analyzer or “packet sniffer” application, used for network
troubleshooting, analysis, software and protocol development, and education. A network
sniffe—sometimes referred to as a packet sniffer, packet analyzer, protocol analyzer, or network
traffic analyzer—can intercept and analyze network traffic that traverses a digital network. As
data streams travel back and forth over the network, the sniffer captures each protocol data
unit(PDU) and can decode and analyze its content according to the appropriate RFC or other
specifications. Thus, Wireshark is a useful tool for anyone working with networks; it can be
invaluable to a network or security engineer, forensic investigator, or even a hacker.

In this lab, I used Wireshark to capture ICMP(Internet Control Message Protocol) data packet IP
addresses and Ethernet frame MAC addresses. ICMP operates at the network layer as a
supporting protocol to IP (Internet Protocol). ICMP is used for reporting errors and management
queries since IP lacks an error-reporting or error-correcting mechanism. ICMP also uses
traceroute and ping to perform network diagnosis. Ping issues a series of ICMP echo request
packets to the destination to test network connectivity and measure latency.

Objectives

1. Capture and analyze local ICMP data in Wireshark
2. Capture and analyze remote ICMP data in Wireshark

Part 1: Capture and Analyvze Local ICMP Data in Wireshark

In part 1 of this lab, I pinged my default gateway/router on the LAN and captured ICMP requests
and replies in Wireshark. I also looked inside the frames captured for specific information. This
analysis helped me to clarify how packet headers are used to transport data to their destination.

Step 1: Retrieve my PC interface addresses

For this lab, I needed to retrieve my PC IP address and its network interface card(NIC) physical
address, also called the MAC address.

a. In aterminal window, I entered ifconfig to get the IP address of my PC interface, its
description and MAC address and ip route show default to get the address of the default
gateway.



T Kali [Running] - Oracle VirtualBox
File Machine View Input Devices Help
S]] 1 2 3 4| oxxd a oo | @& ¢
neville@kali: ~
Session Actions Edit View Help
etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fd17:625c:f037:2:a00:27ff:fe95:879b prefixlen 64 scopeid 0xo<globa

inet6 fd17:625c:f037:2:5678:630c:74e8:67e1l prefixlen 64 scopeid @x0<glob

inet6 fe80::a00:27ff:fe95:879b prefixlen 64 scopeid 0x20<link>
8 7:95:87 txqueuelen 1000 (Ethernet)

RX packets 51 bytes 13447 (13.1 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 113 bytes 21072 (20.5 KiB)

TX errors 0 dropped 0 overruns @ carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 480 (480.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 8 bytes 480 (480.0 B)
TX errors 0 dropped 0 overruns @ carrier 0 collisions 0

(neville® kali)-[~]
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IP address is 10.0.2.15 and my MAC address is 08:00:27:95:87:9b.

File Machine View Input Devices Help

BumPor|1 23 4|F] oxoxd a [l 050
£ neville@kali: ~

Session Actions Edit View Help

RX errors 0 dropped 0 overruns 0 frame 0
TX packets 8 bytes 480 (480.0 B)
TX errors 0 dropped 0 overruns 0 carrier @ collisions 0

(neville® kali)-[~]
$ ip route show default
default via f] dev etho proto dhcp src 10.0.2.15 metric 100

neville® kali)-[~]
1 |

B O T ¥ WIS @ rightcl
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- The address of the default gateway is 10.0.2.2.

Step 2: Start Wireshark and begin capturing data.




capture while making sure the desired interface had traffic.
b. Information started scrolling down the top section in Wireshark. Data lines appear in
different colors based on protocol.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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B Ready to load or capture

Jo

=

File  Machine View

Welcome to Wireshark

...using this flte;
eth0

any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon
@® Random packet generator: randpkt
® systemd Journal Export: sdjournal
@ SSH remote capture: sshdump
@® UDP Listener remote capture: udpdump
@® Wi-Fi remote capture: wifidump

User's Guide - Wiki - Questions and Answers - Mailing Lists -
You are running Wireshark 4.4.7.

Input Devices Help

BEmP O] 23 4|8

Eite Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADAG® @BBE@ a«>n<«>EEoonER

ey 5+

No. Time

5850 26.662116693
5851 26.662667452
5852 26.663589439
5853 26.663633822
5854 26.664044746
5855 26.664045079
5856 26.682696870
5857 26.683288805
5858 26.683289107
5859 26.684325574
5860 26.690049641

5 5
5867 36.268612224
5868 36.780564475

Source Destination
172.217.170
10.0.2.15
172.217.170
172.217.170.

198

172.217.170
105 10.0.2.15

‘The Wireshark Network Analyzer

SharkFest - Wireshark Discord - Donate

Protocol _ Length Info
LSv1.3

93 Application Data
60 443 . 40378 [ACK]
78 Application Data
54 40378 — 443 [FIN,
60 443 . 40378 [ACK]

60 443 — 40378 [ACK] S

657 Protected Payload

166 Protected Payload
68 Protected Payload
73 Protected Payload
60 443 . 40378 [FIN,
54 40378 — 443 [ACK]
4 [T

50 [TCP D 8#3
54 [TCP Keep-Alive]

56782 — 86 [ACK] S
60 [TCP Keep-Alive ACK] 80 - 56782 [

No Packets

Capturing from ethO

Seq=4265 Ack=1201 Win=65535 Len=0

ACK] Seq=1225 Ack=4265 Win=65535 Len=0
Seq=4265 Ack=1225 Win=65535 Len=0

535 Len=0
(KPG), DCID=b76abc

(KPB), DCID=b76abc

(KP@), DCID=b76abc

(KPO), DCID=efa8c98c6346a47a

ACK] Seq=4265 Ack=1226 Win=65535 Len=0
Se:

=4271 ACK=9870 Wi Len=

eq n=
ACK] Seq=9870 Ack=4272 Win=65535 Len=0

I navigated to Wireshark, double-clicked on the desired interface(eth0) to start the packet

oxxd a i

~] Allinterfaces shown =

Profile: Default
O)¥F# MO & right ctl
ENG 0057 []

x4 A W7 | & G

172.217.170
10.0.2.15

54 [TCP Keep-Alive] 56772 — 80 [ACK] Se
60 [TCP Keep-Alive ACK] 80 — 56772 [ACK] Seq=9296 Ack=4275 Win=65535 Len=6@

274 Ack=9296 Win=63699 Le

5869 36.781081523 195
Frame 1: 54 bytes on wire ( ptured (432 bits) o 2 27 9
Ethernet II, S . 9b (©8:00:27:95:87:9b), DSt: 52:55 ( 0 4 4 dg
e st: 172.217.170.195 9 34 51 50 10
2, Dst Port: 80,

® B etho: <live capture in progress> Packets: 5869

jo m e @

- One can apply a filter to make it easier to view and work with the data being captured by



wireshark. For this lab, we are only interested in displaying ICMP (ping) PDUs. I typed icmp in
the Filter box at the top of Wireshark and pressed Enter to view only ICMP (ping) PDUs.
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ADAG s BR@ 2« ¢« »n«>HE oo EHEB

oo o+
No. Time Source Destination Protocol  Length Info

® E  Intemet Control Message Protocol: Protocol

Packets: 6297 - Displayed: 0 (0.0%) Profile: Default
B O ET s MO E & Hright
St m @ @ @ =

Sh@dw ) P ENG 0127 [

c. The icmp filter caused all data in the top window to disappear, but I was still capturing
the traffic on the eth0 interface. I navigated to the terminal and pinged the default

gateway IP address and at some point, I clicked the Stop Capture icon to stop capturing
the data.
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neville@kali: ~
Session Actions Edit View Help

RX errors 0 dropped 0 overruns 0 frame 0
TX packets 8 bytes 480 (480.0 B)
TX errors 0 dropped 0 overruns 0 carrier 8 collisions 0

—(neville® kali)-[~]
L$ ip route show default
default via 10.0.2.2 dev etho proto dhcp src 10.0.2.15 metric 100

—(neville® kali)-[~]

L$ ping 10.0.2.2

PING 10.0.2.2

64 bytes from

64 bytes from 10.0.2.2

64 bytes from 10.0.2.2

64 bytes from 10.0.2.2

64 bytes from 10.0.2.2:

64 bytes from 10.0.2.2: icmp_se
64 bytes from 10.0.2.2: icmp_seq=7
64 bytes from 10.0.2.2: i

64 bytes from 10.0.2.2:

64 bytes from 10.0.2.2

64 bytes from 10.0.2.2

64 bytes from 10.0.2.2: icmp_seq=12 tt1=255 time=0.780 ms

B O T ¢ mMErT § & B right cl
ENG 01:30

=
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& Copturing from eth0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG s BR@ 2 ¢»>n<«>EEoooEE

Source Destination Protocol _ Length Info
6397 755.605315211 .15 16.0.2. ICHP 9 request ttl=64 (reply in
6398 755.606000757 10.0.2. d 1d=0x0001, tt1=255 (request
6399 756.607716150 10.0.2. .0.2. 1d=0x0001, seq=17/4352, ttl=64 (reply in
6400 756.608436391 2- 5 1d=0x0001, 7/4352, tt1=255 (request
6401 757.618005409 10.0.2. .0.2. X001, 8/4608, ttl=64 (reply in
6402 757.618616088 10.0.2. d 1d=0x0001, seq=18/4608, ttl=255 (request
6403 758.619417733 10.0.2. .0.2. 1d=0x0001, seq=19/4864, ttl=64 (reply in
6404 758.620050099 10.0.2. d 1d=0x0001, 9/4864, tt1=255 (request
6405 759.620907586 10.0.2. .0.2. X001, 0/5120, ttl=64 (reply in
6406 759.621559519 10.0.2. d 1d=0x0001, 0/5120, tt1=255 (request
6407 760.621792581 10.0.2. .0.2. 1d=0x0001, Seq=21/5376, ttl=64 (reply in
6408 760.622523242 10.0.2. .0.2. 1/5376, tt1=255 (request
6409 761.637095197 10.0.2. .0.2. 2/5632, ttl=64 (reply in
6410 761.637736613 10.0.2. .0.2. , ttl=255 (request
6411 762.667845759 10.0.2. .0.2. st tt1=64 (reply in
6412 762.668620034 10.0.2. .0.2. 3/5888,

6413 763.682390107 10.0.2. .0.2. request 4/6144,

6414 763.682989279 10.0.2. .0.2. reply 4/6144,

6415 764.683626652 10.0.2. .0.2. request

6416 764.684251401 10.0.2. .0.2. reply seq=25/6400, tt1=255 (request in 6415)

Frame 6367: 98 bytes on 784 bits), 98 by r s) on interfa
Ethernet II, Src: PCSSy ob’ (08 52

0 10.0.2.15,
Internet Control Message Protocol

® B Intemet Control Message Protocol: Protocol Packets: 6416 - Displayed: 50 (0.8%) Profile: Default
0¥ T #MErTE @B rightctrl
O cCim @ > ® - / ENG 01:30 [

Step 3: Examine the captured data

I examined the data that was generated by the ping requests to the default gateway.



Wireshark data is displayed in three sections:

1. The top section displayed the list of PDU frames captured with a summary of the IP
packet information listed.

2. The middle section lists PDU information for the frame selected in the top part of the
screen and separates a captured PDU frame by its protocol layers.

3. The bottom section displays the raw data of each layer. The raw data is displayed in both
hexadecimal and decimal form.

a. I clicked on the first ICMP request PDU frames in the top section of Wireshark. I noticed
that the Source column has my PC IP address(10.0.2.15) and the Destination column
contains the IP address of the default gateway that I pinged.

File Machine View Input Devices Help

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG e @E@ 2 c»>0«>BEoon @

Time
6367 740.426703346 o2 request
6368 740.427106692 528 98 Echo reply seq=1/256, ttl=255 (request in 6367)
6369 741.452410763 2o B 98 Echo request seq=2/512, ttl=64 (reply in 6370)
6370 741.453133398 10.0.2. .8.2. 98 Echo reply
6371 742.461895387 2s B 98 Echo request
6372 742.462614619 2 98 Echo reply
6373 743.465341508 2 98 Echo request
6374 7. 6110162 98 Echo reply
6375 7. 6750401 98 Echo request , seq=5/1280,
6376 744.467596718 10.0.2. .8.2. 98 Echo reply seq=5/1280,
6377 745.468710435 10.0.2. .8.2. 98 Echo request
6378 745.469305068 10.0.2. .8.2. 98 Echo reply
6379 746.476412172 10.0.2. .8.2. 98 Echo request
6380 746.477184089 98 Echo reply
6381 7: 8061813 98 Echo request
6382 7: 9063113 98 Echo reply seq=8/2048,
6383 748.485066025 10.0.2. .8.2. 98 Echo request , seq=9/2304,
6384 748.485723342 10.0.2. .0.2. 98 Echo reply , $eq=9/2304,
6385 749.486914321 10.0.2. .8.2. 98 Echo request 5eq=10/2560, ttl=64 (reply in 6386)
6386 749.487722023 10.0.2. .0.2. 98 Echo reply seq=10/2560, ttl=255 (request in 6385)

Frame 6367 / 0 4 bits), re on interfac 5 95 87 9b 08 00 45108
9b ( 9 2 0 1d ea 00 02 Of @a 00

m 9b
Internet Protocol Version 4, Src: 10.0.2.15, Dst: 10.0.2.2 d1 68 €

Internet Control Message Protocol

® E Internet Protocol Version 4 (ip), 20 bytes. Packets: 6428 - Displayed: 60 (0.9%) - Dropped: 0 (0.0%) Profile: Default
B 0¥ T ¢ mars§ @ rightcol
Q) P ENG 0149 [ ]

b. With the PDU frame still selected in the top section, I navigated to the middle section,
clicked the arrow to the left of the Ethernet II row to view the destination and source
MAC address.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s BR@ 2« ¢« »n<«>EE oo EHE

Time Source Destination Protocol _ Length

6407 760.621792581 10.0.2.15 10.0.2.2 ICHP 98 E i i , tt1=64 (reply in 6408)

6408 760.622523242 5

6409 761.637095197 10.0. .0.

6410 761.637736613 10.0.2. .0. =0x0001, seq=22/5632

6411 762.667845759 10.0.2. .0. , seq=23/5888,

6412 762.668620034

6413 763.682390107

6414 763.682989279

6415 764.683626652

6416 764.684251401

6417 765.707925550

6418 765.708640017

6421 766.710311150

6422 766.710979763

6423 767.724444673

6424 767.724754800

6425 768.747654263

6426 768.748486350

6427 769.751488075 o )
769.752245936 10.0.2. 0. 1 m:exeem, seq=30/7680, ttl=255 (request in 6427)

» Frame 6407: 98 bytes on wire (734 bits), 98 bytes captured (784 bits) on int e id 7 9b
-~ Ethernet II, S 9 (08:00:27:95:87:9b), DSt: 52:55:0a:00:02:02 55:0a:00:02:0 0 40 0 3 0a 00 0
0: 02

® B Destination Hardware Address (eth.dst), 6 bytes Packets: 6428 - Displayed: 60 (0.9%) - Dropped: 0 (0.0%) Profile: Default
B 0¥ T ¢ MO § @D right ctr
£ e W 7 W P ENG 02:01 [ ]

The source MAC address matched that of my PC interface(08:00:27:95:87:9b)

The MAC address of the destination which is the pinged default gateway is obtained by
my PC using an ARP(Address Resolution Protocol) request which sends out a
broadcast message on LAN to discover the associated MAC address; basically, the ARP
request is saying, “Whoever is 10.0.2.2, I need your MAC address”

@~

File Machine View Input Devices Help
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ADA® R @E@ a2 c«>n<«>EEocooc@E

Destination Protocol Lenglh Info

5982 90.795636943 PCSSystemtec_95:87:.. 52:55:0a:00:02:03  ARP 2 ©.2.3? Tell 10.0.2
5983 90.796325724 52:55:0a:00:02:03  PCSSystemtec_85:87 55:02:00:02
6100 148.651757219 PCSSystemtec_95:87:.. 52:55:0a:00:02:03 Tell 10.0.2
6101 148.652432235 52:55:0a:00:02:03  PCSSystemtec_85:87 55:02:00:02
6167 261.083295541 PCSSystemtec_95:87:.. 52:55:0a:00:02:02 Tell 10.0.2
6168 261.084161478 52:55:0a:00:02:02  PCSSystemtec_85:87 55:02:00:02
6215 295.340311874 PCSSystemtec_95:87:.. 52:55:0a:00:02:03 Tell 10.0.2
6216 295.341075981 52:55:0a:00:02:03  PCSSystemtec_85:87 55:02:00:02
6293 497.836154723 PCSSystemtec_95:87:.. 52:55:0a:00:02:02 Tell 10.0.2
6294 497.836486575 52:55:0a:00:02:02  PCSSystemtec_95:87 55:0a:00:02
6301 597.163448370 PCSSystemtec_95:87:.. 52:55:0a:00:02:02 Tell 10.0.2
6302 597.164420376 52:55:0a:00:02:02  PCSSystemtec_85:87 55:02:00:02
6341 633.003882852 PCSSystemtec_95:87:.. 52:55:0a:00:02:03 Tell 10.0.2
6342 633.004657393 52:55:02:00:02:03  PCSSystemtec_95:87: 55:02:00:02
6347 693.420346256 PCSSystemtec 95 B7 Tell 10.0.2

10.0 1 2:0

6365 738.988270280 PCSSystemtec 95 B7
6366 738.989171786 52:55:0a:00:02:02 PCSSystemtec_95:87
6419 765.867638858 PCSSystemtec_95:87 52:55:0a:00:02:02
6420 765.868523513 52:55:0a:00:02:02 PCSSystemtec_95:87
» Frame 6348 ytes o ptured (512 bits) on int ethe, id 0 2 02 BBNEE
Ethernet II, Src 0 0 5 ), e eSSy e Sy (e 08 00 55 00 02 62 0a 0
e PCSSy: 9! 7 87:9 00
» Source: 52:55:0a:0! 2: BZ)

® B Source Hardware Address (eth.src), 6 bytes Packets: 6428 - Displayed: 20 (0.3%) - Dropped: 0 (0.0%) Profile: Default
B 0¥ T ¢ mars§ @ Hrightcel
jo) (o] & ENG 02 [
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Session Actions Edit View Help

64 bytes from 10.0.2

64 bytes from 10.0.2

64 bytes from 10.

64 bytes from 10.

64 bytes from 10.

64 bytes from 10.0.2

64 bytes from 10.0.2

64 bytes from 10. q

64 bytes from 10.0.2 mp_seq=38 t

64 bytes from 10. _seq=39 ttl=255 t
64 bytes from 10. seq=40 ttl=255 t
~c

— 10.0.2.2 ping statistics —
40 packets transmitted, 40 received, 0% packet loss, time 39385ms
rtt min/avg/max/mdev = 0.326/0.711/1.050/0.159 ms

neville® kali)-[~]

$ arp -a
? (10.0.2.2) at 52:55:0a:00:02:02 [ether] on etho
? (10.0.2.3) at 52:55:0a:00:02:03 [ether] on etho

neville® kali)-[~]
1 |

B 0¥ T # MO § @ right ctr
& ENG 0220 [ ]

e Using an arp filter in Wireshark, I saw how arp requests for the MAC address of the
default gateway. Similarly, using command arp -a, [ was able to view the ARP table on
my system to confirm the default gateway’s MAC address, which is 52:55:0a:00:02:02.

Part 2: Capture and Analyze Remote ICMP Data In Wireshark

In this part, I pinged remote hosts(hosts not on the LAN) and examined the generated data from
those pings. I then determined what is different about this data from the data examined in Part 1.

Step 1: Start capturing data on the interface



I started the data capture again.

Capturing from eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADA® e BB@ a<>n-<>WHEooo@E
Mmooy 5,

Destination Protocol  Length Info
F£02::1 ICMPVE 110 Router Advertisement from 52:56:00:00:00:02
ICMPV6 116 Multicast Listener Report Message v2
fe80: :a00:27FF:fe9s ICMPVE 110 Multicast Listener Report Message v2

10 byt
2:56
otocol 2
Internet Control Me:
00
© 80 060 00 60

® B wireshark_ethOA7XED3.pcapng —
2rY &, @ B right Crl
== St : = & EE NG 1

b. With the capture active, I pinged the following 3 website URLs from the terminal.
1. www.vahoo.com

neville@kali: ~
Session Actions Edit View Help

ether 08:00:27:95:87:9b txqueuelen 1000 (Ethernet)

RX packets 12 bytes 4029 (3.9 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 38 bytes 5854 (5.7 KiB)

TX errors 0 dropped 0 overruns @ carrier 0 collisions 0

3<UP, LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 12 bytes 680 (680.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 12 bytes 680 (680.0 B)
TX errors 0 dropped 0 overruns 0 carrier @ collisions 0

neville® kali)-[
$ ping ww.yahoo.com
-cf-wwi .g06.yahoodns.net (102.165.180.205) 56(84) bytes of data
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=1 tt1=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=2 tt1=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=3 tt1=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=4 ttl=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=5 tt1=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=6 ttl=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=7 tt1=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=8 tt1=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=9 tt1=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=10 tt1=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205 icmp_seq=11 ttl1=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=12 tt1=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=13 ttl=255
el-ha.ycpi.zaa.yahoo.com (102.165.180.205 icmp_seq=14 ttl=255
from el-ha.ycpi.zaa.yahoo.com (102.165.180.205): icmp_seq=15 tt1=255

— me-ycpi-cf-ww.g06.yahoodns.net ping statistics —
16 packets transmitted, 15 received, 6.25% packet loss, time 15065ms
rtt min/avg/max/mdev = 66.681/72.140/84.669/5.229 ms

neville!

B 0¥ T# MO T @ right ct
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2. WWW.CISCO.com



http://www.yahoo.com
http://www.cisco.com
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File Machine View Input Devices Help
Nemp

neville@ks
Session Actions Edit View Help

64 bytes from el-ha.ycpi.zaa.yahoo.com (102.165.180.205)
64 bytes from i.zaa.yahoo.com (102.165.180.205)
64 bytes from i (102.165.180.205)
64 bytes from i (102.165.180.205)
64 bytes from el-ha.ycpi.zaa.yahoo.com (102.165.180.205)
64 bytes from el-ha.ycpi.zaa.yahoo.com (102.165.180.205)
64 bytes from el-ha.ycpi.zaa.yahoo.com (102.165.180.205)
64 bytes from el-ha.ycpi.zaa.yahoo.com (102.165.180.205)
64 bytes from el-ha.ycpi.zaa.yahoo.com (102.165.180.205)
~c

— me-ycpi-cf-wmi.go6.yahoodns.net ping statistics —
16 packets transmitted, 15 received, 6.25% packet loss, time 15065ms
rtt min/avg/max/mdev = 66.681/72.140/8%.669/5.229 ms

neville® kali)-[~]

$ ping ww.cisco.com
PING e2867.dsca.akamaiedge.net (2.17.168.94) 56(84) bytes of data.
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=1 tt1=255 time=20.7
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=2 tt1=255 time=23.0
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94)
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=4
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=5
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=6
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=7
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=8
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=9
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=10
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=11
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=12
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=13
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=14
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=15
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=16
6h bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=17

— e2867.dsca.akamaiedge.net ping statistics —
17 packets transmitted, 17 received, 0% packet loss, time 16036ms
rtt min/avg/max/mdev = 19.289/33.744/109.649/25.604 ms

neville® kali)-[
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64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=2 ttl=255 time=23.0
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=3 tt1=255 time=23.2
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=4 tt1=255 time=92.2
64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=5

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=6

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94)

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=8

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=9

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=10

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=11

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=12

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=13

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=14

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=15

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=16

64 bytes from a2-17-168-94.deploy.static.akamaitechnologies.com (2.17.168.94): icmp_seq=17 tt1=255 time=21.7
~c

— e2867.dsca.akamaiedge.net ping statistics —
17 packets transmitted, 17 received, 0% packet loss, time 16036ms
rtt min/avg/max/mdev = 19.289/33.744/109.649/25.604 ms

neville® kali)-[~]

$ ping ww.google.com
PING www.google.com (172.217.170.196) 56(84) bytes of data
64 bytes from mba@ls10-in-f4.1e1@0.net (172.217.170.196):
64 bytes from mba01s10-in-f4.1e100.net (172.217.170.196)
64 bytes from mba01s10-in-f4.1e100.net (172.217.170.196)
64 bytes from mba01s10-in-f4.1e100.net (172.217.170.196)
64 bytes from mba01s10-in-f4.1e100.net (172.217.170.196)
64 bytes from mba01s10-in-f4.1e100.net (172.217.170.196): icmp_seq=6
64 bytes from mba01s10-in-f4.1e100.net (172.217.170.196)
64 bytes from mba01s10-in-f4.1e100.net (172.217.170.196): icmp_s
64 bytes from mba01s10-in-f4.1e100.net (172.217.170.196): icmp_. seq 9 ttl 255 time=23.0
64 bytes from mba01s10-in-f4.1e100.net (172.217.170.196): icmp_se 55 tim
~c
— wwn.google.com ping statistics —
10 packets transmitted, 10 received, packet loss, time 9026ms
rtt min/avg/max/mdev = 19.810/22. 687/25 086/1.534 ms

neville® kali)-
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e When I pinged the URLs listed, I noticed that the Domain Name
Server(DNS) translates the URL to an IP address.

c. In Wireshark, I stopped capturing data by clicking the Stop Capture icon.



Step 2: Examining and analyzing the data from the remote hosts

I reviewed the captured data in Wireshark and examined the IP and MAC addresses of the three

locations that I pinged.
e [P address for www.yahoo.com

102.165.180.205

=

File Machine View Input Devices Help
Semapko

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG® n@iR@ a<c>n<«>BEcco @R

Time

15 429.999210880
16 430.067877425
19 431.005777471
20 431.075204148
21 432.007157262
22 432.076247049
23 433.009319002
24 433.080689106
25 434.010178508
26 434.082245561
27 435.013226202
28 435.082836661
29
30
31
32
33
34
35
36

Source Destination Protocol  Length Info

Echo

436.016042348

436.084711650

437.017155007

437.087661605

438.020439489

438.088443661

439.027464266 10.0.2.15
439.111917249 102.165.180.205

Frame 15
Ethernet
Internet

98 byt aptured (784 bits) on interf:

27:95:87:9b), Dst: 52:5
102.165.180.205

® B wireshark_ethOA7XED3 pcapng

o MAC address for www.yahoo.com
52:55:0a:00:02:02

e [P address for www.cisco.com
2.17.168.94

e MAC address for www.cisco.com

52:55:0a:00:02:02

12

(ping)

tt1=64 (reply in 20)
(request in 19)
(reply in 22)
eq=3/768, 55 (request in 21)
seq=4/1024, ttl=64 (reply in 24)
tt1=255 (request in 23)
(reply in 26)
t1=255 (request in 25)
tt1=64 (reply in 28)
tt (request in 27)
(reply in 30)
(request in 29)
1d=0x0001, tt1=64 (reply in 32)
1d=0x0001,

seq=10/2560, ttl=255 (request in 35)

Packets: 122 - Displayed: 86 (70.5%) - Dropped: 0 (0.0%)

oK Is

&

Profile: Default
OIS ¥ @ K right il
NG 1213 B




File Machine View Input Devices Help
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG® n@iR@ a<c>n<«>BEcco @R

Source Destination Protocol Lenglh Info
.027464266 10.6.2.15 162.165.180.205 ICHP Echo (ping) request 1d-0x0001, seq=10/2560, Ltl=64 (reply in 36
.111917249 102.165.180. 10.0.2.15 Echo (ping) reply  1d=0x0001, seq=10/2560, ttl=255 (request in 35)
.047434410 10.0.2.15 102.165.180.205 Echo (ping) request 1 t1=64 (reply in 38)
.114026908 102 155 130. 10.0.2.15 Echo (ping) reply  1id=0x0001, seq=11/2816, ttl=255 (request in 37)
.052421995 10 102 155 130 205 Echo (ping) request id=t , seq=12/3072, ttl 64 (reply in 4
.135462556 102 155 130. Echo (ping) reply 255 (request in 39)
.656884237 10.0.2.15 102 155 1&0 205 Echo (ping) request 1d=6x8001, seq: tl 64 (reply in 42)
.125996383 102 155 130. 245 Echo (ping) reply = , seq= b ttl 255 (request in 41)
.066126652 10 102 155 130 205 Echo (ping) request X0001, a.
.143839692 102 155 130. Echo (ping) reply  1d=6x0001,
.068192377 10.0.2.15 102 165 1&0 205 = . seq 15/3840,
.140618123 102 155 130. 245 seq=15/3840,
.071034185 10 102 165.180.205
.140359815 102.155.130.
.471826585
.492541324
473268106

55 (request

» Frame 57: 98 bytes on wire (784 bits), 98 aptured (784 bits) on interface
- G T, S G B s ma 00:27:95:87:9b), Dst: 52:55:6a:00:02:02
i 0: 02 2'92

87:9b)

17.168.94

® B Destination Hardware Address (eth.dst), 6 bytes Packets: 122 - Displayed: 86 (70.5%) - Dropped: 0 (0.0%) Profile: Default

B O T ¢ mErT § @& B right cul
2 ¢ Lo < o ENG

IP address for www.google.com
172.217.170.196

MAC address for www.google.com
52:55:0a:00:02:02


http://www.google.com

File Machine View Input Devices Help

S]]

.511977370 10.6.2.15
.532314495 2.17.168.94
10.0.2.15 (reply in 90)
17.168.94 10.0.2.15 55 (request in 89)
2.9 (reply in 92)
seq=17/4352, ttl=255 (request in 91)
seq=1/256, ttl=64 (reply in 98)
seq=1/256, ttl=255 (request in 97)
1=64 (reply in 102)
(request in 101)
64 (reply in 104)

(request in 87)

7 2 5
.270311497 10.0.2.15
.291433503 172.217.170.
.274610388 10.0.2.15
.299268801 172.217.170.
276193214 10.0.2

(request in 105)
(reply in 108)

107 658.278900870
(request in 107)

108 658.300771790
109 659.280126109

110 659.299882024

115 660.281357167 10.0.2.15

116 660.302895160 172.217.170. 98 Echo

seq=7/1792,

Frame 0 9 tured (784 bits) on in
95:87:9b), Ds! 0

on 4, Src: 10.0.2.15, Dst: 172.217.170.196
e Protocol

Packets: 122 - Displayed: 86 (70.5%) - Dropped: 0 (0.0%) Profile: Default
B O T#MErTE @ rightcl
& & NG 13:04 B

® B Destination Hardware Address (eth.dst), 6 bytes

Question: What is significant about this information?
Answer: The MAC address is the same for the 3 locations

Question: How does this information differ from the local ping information you received in Part
1?

Answer: The information in Part 2 uses one MAC address for the different remote IP
addresses meaning that the MAC address belongs to the default gateway through which the
remote ping information passes through.

REFLECTION QUESTION

Why does Wireshark show the actual MAC address of the local hosts, but not the actual MAC
address for the remote hosts?

Answer:

MAC addresses are only meaningful within a local network segment (Layer 2 domain).
When you send traffic to a remote host, your packet is first sent to your default gateway
(router). That router deencapsulates the Ethernet header (with your MAC + router’s
MAC) and forwards the packet at Layer 3 (IP). Each hop along the path builds a new

14



Ethernet frame with its own source and next-hop destination MAC addresses. By the time
your traffic reaches the remote host, your machine has no visibility of its MAC address —
only of your local router’s MAC.

Wireshark shows actual MAC addresses for local hosts because those Ethernet frames are
on your LAN. For remote hosts, you only see the MAC of your local gateway/router, since
that’s the last device your machine directly communicates with at Layer 2. The remote
host’s actual MAC never leaves its own LAN.

Conclusion

This lab demonstrated how Wireshark can be used to capture and analyze ICMP traffic at both
the local and remote levels. By examining local pings, I confirmed that my system communicates
directly with other devices on the LAN using their actual MAC addresses, which are resolved
through ARP. However, when pinging remote hosts, Wireshark showed that all ICMP packets
shared the same MAC address — that of the default gateway — because MAC addressing is only
relevant within a local network segment. Beyond the LAN, packets are forwarded at the IP layer,
and new Ethernet frames are created at each hop. This assignment helped to practically show the
difference between Layer 2 (MAC) and Layer 3 (IP) addressing, and highlighted the important

role of the default gateway in connecting local devices to remote networks.

15



	Week 1: Using Wireshark to Examine Network Traffic 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	Introduction 
	 
	Objectives 
	Part 1: Capture and Analyze  Local ICMP Data in Wireshark 
	Part 2: Capture and Analyze Remote ICMP Data In Wireshark 
	Conclusion 

