Week 10 Assignment 1: Azure Monitor, Microsoft
Defender for cloud, Enable Just-In Time Access in
VMs, Microsoft Sentinel




Introduction

1. Azure Monitor

Azure Monitor is a comprehensive monitoring solution for collecting, analyzing, and
responding to monitoring data from your cloud and on-premises environments.
You can use Azure Monitor to maximize the availability and performance of your
applications and services. It helps you understand how your applications are
performing and allows you to manually and programmatically respond to system
events. Azure Monitor collects and aggregates the data from every layer and
component of your system across multiple Azure and non-Azure subscriptions and
tenants. It stores it in a common data platform for consumption by a common set
of tools that can correlate, analyze, visualize, and/or respond to the data. You can

also integrate other Microsoft and non-Microsoft tools.

Azure Monitor gives full visibility into your environment. It's your eyes and ears for

performance, security, and troubleshooting.
What it does:

e (ollects logs and metrics from all Azure resources
e Provides dashboards, alerts, and visualizations
e Helps diagnose performance issues

e Tracks application availability & health

2. Microsoft Defender for Cloud

Microsoft Defender for Cloud is a Cloud Native Application Protection Platform
(CNAPP), which is a unified solution that combines multiple cloud security tools to
protect applications across their entire lifecycle. The solution provides a

comprehensive view of your security posture across your cloud and on-premises



resources. It also helps you secure multicloud and hybrid environments and

integrates security into DevOps workflows.
It has three core components:

1. Cloud Security Posture Management (CSPM) checks and improves the
security posture of cloud resources.

2. Development Security Operations (DevSecOps) manages code-level
security across multicloud and multi-pipeline environments.

3. Cloud Workload Protection Platform (CWPP) defends workloads such as
virtual machines (VMs), containers, storage, databases, and serverless

functions from threats.

Defender for Cloud uses its broader Cloud Native Application Protection Platform
(CNAPP) capabilities to unify protections into one experience. Defender for Cloud
embeds security early in the development lifecycle. It helps DevOps teams find
misconfigurations, apply policies, and fix risks early. Defender for Cloud integrates
with the Defender XDR portal and the Microsoft Security ecosystem, offering unified

posture management and SOC experiences.

In addition to its core CNAPP capabilities, Defender for Cloud delivers Al security
and Al threat protection to safeguard generative Al workloads throughout their
lifecycle. These features help you discover Al applications, identify vulnerabilities,

reduce risks, and detect threats targeting your generative Al workloads.
What it does:

e Continuously evaluates your security posture

e Gives secure score recommendations

e Detects threats across VMs, storage, databases, containers, and networks
e Provides hardening and vulnerability insights

e Integrates with Azure, AWS, and GCP



Why it's important:

It helps identify misconfigurations (like public buckets, open ports, weak passwords)

and protects workloads from attacks using real-time threat detection.

3. Just-In-Time (JIT) VM Access

Just-in-Time (JIT) VM Access is a security feature, prominent in Microsoft Defender
for Cloud (Azure), that locks down management ports (like SSH/RDP) on virtual
machines, only opening them dynamically for a limited time when requested and
approved, drastically reducing the attack surface from constant exposure. It works
by temporarily modifying Network Security Group (NSG) rules to allow specific IP
access, then automatically closing them after the set period, preventing

unauthorized breaches and simplifying secure access for legitimate users
Why it's important:

e Prevents brute-force attacks
e Reduces the attack surface significantly

e Ensures access is controlled, logged, and temporary

4. Microsoft Sentinel

Microsoft Sentinel is a cloud-native SIEM solution that delivers scalable,
cost-efficient security across multicloud and multiplatform environments. It
combines Al, automation, and threat intelligence to support threat detection,
investigation, response, and proactive hunting. It centralizes logs, detects threats,

and automates responses to reduce attack impact.

Microsoft Sentinel SIEM empowers analysts to anticipate and stop attacks across

clouds and platforms, faster and with greater precision.



Microsoft Sentinel inherits the Azure Monitor tamper-proofing and immutability
practices. While Azure Monitor is an append-only data platform, it includes

provisions to delete data for compliance purposes.
What it does:

e (ollects and correlates security logs from Azure, AWS, GCP, and on-prem
e Detects threats using built-in analytics and machine learning

e Enables incident investigation and hunting

e Automates responses through playbooks

e Provides dashboards for security events

Lab 08: Create a Log Analytics Workspace, Azure Storage Account, and Data
Collection Rule (DCR)

A Log Analytics workspace is a data store into which you can collect any type of
log data from all of your Azure and non-Azure resources and applications.
Workspace configuration options let you manage all of your log data in one
workspace to meet the operations, analysis, and auditing needs of different

personas in your organization through:

e Azure Monitor features, such as built-in insights experiences, alerts, and
automatic actions

e Other Azure services, such as Microsoft Sentinel, Microsoft Defender for
Cloud, and Logic Apps

e Microsoft tools, such as Power Bl and Excel

e Integration with custom and third-party applications

Data collection rules (DCRs) are part of an Extract, transform, and load (ETL)-like
data collection process that improves on legacy data collection methods for Azure

Monitor. This process uses a common data ingestion strategy for all data sources



and a standard method of configuration that's more manageable and scalable than

previous collection methods.
Specific advantages of DCR-based data collection include:

e Consistent method for configuration of different data sources.

e Ability to apply a transformation to filter or modify incoming data before it's
sent to a destination.

e Scalable configuration options supporting infrastructure as code and DevOps
processes.

e Option of Azure Monitor pipeline in your own environment to provide
high-end scalability, layered network configurations, and periodic

connectivity.

Lab scenario

As an Azure Security Engineer for a financial technology company, you are tasked
with enhancing monitoring and security visibility across all Azure virtual machines
(VMs) used for processing financial transactions and managing sensitive customer
data. The security team requires detailed logs and performance metrics from these
VMs to detect potential threats and optimize system performance. The Chief
Information Security Officer (CISO) has asked you to implement a solution that
collects security events, system logs, and performance counters. You have been
assigned to configure the Azure Monitor Agent (AMA) along with Data Collection
Rules (DCRs) to centralize log collection and performance monitoring.

Lab objectives

In this lab, you will complete the following exercises:

e Exercise 1: Deploy an Azure virtual machine
e Exercise 2: Create a Log Analytics workspace

e Exercise 3: Create an Azure storage account



e Exercise 4: Create a data collection rule

Instructions

Exercise 1: Deploy an Azure virtual machine

In this exercise, | completed the following tasks:

Task 1: Deploy an Azure virtual machine

1. Sign-in to the Azure portal [glate;WZelelgte]RerAg-Neelaali

Sign in to the Azure portal using an account that has the Owner or
Contributor role in the Azure subscription you are using for this lab.
In this Cloudslice lab, this account is
LabUser-57445941@LODSPRODMCA.onmicrosoft.com with TAP
9-A*LpfA.

2. Open the Cloud Shell by clicking the first icon in the top right of the
Azure Portal. If prompted, select PowerShell.

3. Ensure PowerShell is selected in the drop-down menu in the
upper-left corner of the Cloud Shell pane.

4. In the Getting started window, leave the default setting as is: Select a
subscription to get started. You can optionally mount a storage
account to persist files between sessions. No storage account
required.

5. From the Subscription drop-down menu, select your lodsubscription.

6. Leave Use an existing private virtual network unchecked, then click
Apply.

7. In the PowerShell session within the Cloud Shell pane, run the

following to create a resource group that will be used in this lab:



AZ500LAB131415 - '‘EastUS’
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End

ces Instructions  Resources (23 -
down menu in the upper-left corner of the
Favorite

Cloud Shell pane.

4. In the Getting started window, leave the
default setting as is: Select a subscription
to get started. You can optionally mount a
storage account to persist files between .
sessions. No storage account required.

Type Last Viewed

O

. From the Subscription drop-down menu,
select your lodsubscription.

Getting started X
Select a subscription to get started. You can optionally mount a storage account to persist files between sessions. Learn more

]

. Leave Use an existing private virtual

- network unchecked, then click Apply.
(®) No storage account required @

. In the PowerShell session within the Cloud
Shell pane, run the following to create a
resource group that will be used in this lab:

O

O Mount storage account ©

Subscription *
[ Moc subscription-lods 180982

D Use an existing private virtual network Learn more powershell

Apply Previous

- Previous ] [ Next —0]
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End

Resources Instructions  Resources
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Recent  Favorite
6. Leave Use an existing private virtual

network unchecked, then click Apply.

Name Type Last Viewed
D 7. In the PowerShell session within the Cloud
Shell pane, run the following to create a
resource group that will be used in this lab: .
X . . ) ) powershell & Type I Copy
& Switch to Bash Restart (P Manage files ™ DT New session f Editor Lo Web preview %23 Settings (?) Help ™

There will be breaking changes from 14.6.0 to 15.1.0. Open https://go.microsoft.com/fwlink/?1inkid=2241373 3 . e AZ500LAB131415 -Location 'EastUS"'
ails.

VERBOSE: Building your Azure drive ...

PS /home/labuser-57473160@> Install-Module Az.Compute

PS /home/labuser-57473160> New-AzResourceGroup AZ500LAB131415

B This resource group will be used

for labs 8, 9, and 10.
ResourceGroupName : AZ500LAB131415

Location : eastus
ProvisioningState : Succeeded ["] 8. Inthe PowerShell session within the Cloud
Tags : Shell pane, run the following to enable

Resourceld : /subscriptions/b115b74e-a0c7-4c09-8308-7500e502c117/resourceGroups /AZ500LAB131415 i i" " " “ "" iii I

PS /home/labuser-57473160> ||

[ 4+ Previous ] [ Next - ]

] = EN
Q - g - = D] il @ 5 Hr 42 Min Remaining

8. This resource group will be used for labs 8, 9, and 10.



9. In the PowerShell session within the Cloud Shell pane, run the

following to enable encryption at host (EAH)

Encryption at host (or host-based encryption) is a security feature,
prominent in cloud platforms like Azure, that encrypts data directly on the
virtual machine's host server, providing end-to-end encryption for VM data
(OS/data disks, temporary disks, caches) as it moves to and rests in
storage, without impacting VM performance. It enhances default
encryption by securing data at rest and in transit between the host and
storage, ensuring data remains encrypted from the moment it's generated

on the host until it's persisted.

powershellTypeCopy

Register-AzProviderFeature -FeatureName "EncryptionAtHost"

-ProviderNamespace Microsoft.Compute

10
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B This resource group will be used

for labs 8, 9, and 10.

Recent  Favorite

Name Type Last Viewed -
m P few [] 8. Inthe PowerShell session within the Cloud
Shell pane, run the following to enable
encryption at host (EAH)
powershell & Type I Copy
2 switch to Bash C Restart G Manage files ™ [ Newsession ¢ Editor [b web preview £93 Settings (@) Help
roviderNamespace Microsoft.Compute
ResourceGroupName : AZS500LAB131415
Location : eastus 1€
ProvisioningState : Succeeded )
Tags : ["] 9. Inthe PowerShell session within the Cloud
ResourceId : /subscriptions/b115b74e-a@c7-4c09-8308-7500e502c117/resourceGroups /AZ500LAB131415 Shell pane, run the following to create a
new Azure virtual machine.
PS /home/labuser-57473160> Register-AzProviderFeature
powershell @ Type I Copy
FeatureName ProviderName RegistrationState
s . . w-AzVm -| "AZ
EncryptionAtHost Microsoft.Compute Registered B AN RECIRAIERS il
PS /home/labuser-57473160> ||
4+ Previous ] [ Next —»]
- 5 Hr 41 Min Remaining

o w ) P ENG 1416 [ ]

10.1n the PowerShell session within the Cloud Shell pane, run the

following to create a new Azure virtual machine.

powershellTypeCopy

New-AzVm -ResourceGroupName "AZ500LAB131415" -Name "myVM"

-Location 'EastUS' -VirtualNetworkName "myVnet" -SubnetName

Subnet" -SecurityGroupName "myNetworkSecurityGroup

-PubliclpAddressName "myPubliclpAddress" -PubliclpSku Standard

-OpenPorts 80, -Size Standard_D2s_v3

11.  When prompted for credentials:

Setting Value

11



User localadmin

Password Please use your personal password created in
Lab 02 > Exercise 2 > Task 1 > Step 3.

12.Wait for the deployment to complete.
13.In the PowerShell session within the Cloud Shell pane, run the
following to confirm that the virtual machine named myVM was

created and its ProvisioningState is Succeeded.

powershellTypeCopy

IBAGet-AzVM -Name 'myVM' -ResourceGroupName 'AZ500LAB131415'

Format-Table

25 labdlientlabondemand.com/LabClient/b9290af4-c0a5-4d4e-9da9-7f2cef858db0

Zea Azure Monitor, Microsoft Defender for cloud, X
Enable Just-In Time Access in VMs, Microsoft

Sentinel i

Resources Instructions  Resources (22 -

new Azure virtual machine.

Recent  Favorite

Name Type Last Viewed powershell
tandard -OpenPorts
D 10. When prompted for credentials: .
2 switch to Bash C' Restart G Managefiles > [§ Newsession ¢ Editor [ Web preview £33 Settings @ Help ™
. Setting Value
FeatureName ProviderName RegistrationState User €3 localadmin
EncryptionAtHost Microsoft.Compute Registered @ Please use your
personal password
Password created in Lab 02 >
PS /home/labuser-57473160> New-AzVm Exercise 2 > Task 1>
Step 3.
Standard 80,3389 Standard_D2s_v3
cmdlet New-AzWM at command pipeline position 1 B Wait for the deployment to ‘
Supply values for the following parameters:
Credential
User: I
[ +  Previous ] [ Next - ]
- 5 Hr 40 Min Remaining

q) P ENG 14117 []
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Password created in Lab 0Z >

Recent  Favorite Exercise 2 > Task 1>

Step 3.
Name Type Last Viewed
B Wait for the deployment to
complete.
["] 11. In the PowerShell session within the Cloud .
2 switch to Bash C Restart G Manage files ™ [§ Newsession ¢ Editor [p web preview £33 Settings (@) Help Shell pane, run the following to confirm
. . . - . . . . that the virtual machine named myVM was

StorageProfile : {ImageReference, OsDisk, DataDisks, DiskControllerType, AlignRegionalDisksToVMZo created and its ProvisioningState is
FullyQualifiedDomainName : myvm-81b3b6.EastUS.cloudapp.azure.com Succeeded

TimeCreated : 12/8/2025 11:18:19 AM
Etag g =2k

powershell & Type I Copy

PS /home/labuser-57473160> Get-AzVM | Format-Table Get-AzVM -Name 'myVM' -ResourceGroui

ResourceGroupName Name Location VmSize OsType NIC ProvisioningState

AZ500LAB131415 myVM  eastus Standard D2s_v3 Windows myVM Succeeded D 12. Close the Cloud Shell pane.
|

PS /home/labuser-57473160> ||

[ - Previous ] [ Next b ]

- 5 Hr 37 Min Remaining

ENG 14119 [

Exercise 2: Create a Log Analytics workspace

In this exercise, | completed the following tasks:

Task 1: Create a Log Analytics workspace

In this task, you will create a Log Analytics workspace.

1. In the Azure portal, in the Search resources, services, and docs text
box at the top of the Azure portal page, type Log Analytics
workspaces and press the Enter key.

2. On the Log Analytics workspaces blade, click + Create.

3. On the Basics tab of the Create Log Analytics workspace blade,

specify the following settings (leave others with their default values):

Setting Value

13



Subscription  the name of the Azure subscription you are

using in this lab

Resource AZ500LAB131415
group

Name LAW57445941

Region East US

4. Select Review + create.
5. Onthe Review + create tab of the Create Log Analytics workspace

blade, select Create.

4] Azure Monitor, Microsoft Defender for cloud, Enable Just-In Time Access in VMs, Microsoft Sentinel - Google Chrome
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Azure Monitor, Microsoft Defender for cloud,
Enable Just-In Time Access in VMs, Microsoft
Sentinel

Instructions  Resources Q %
@ Validation passed —_— . -
following settings (leave others with their
default values):

Basics  Tags Review + Create

Setting Value
Log Analytics workspace the name of the Azure
& by Microsoft Subscription  subscription you are
using in this lab
Basics Resource £ AZ500LAB131415
group
stion A -lod51809825
iptior MOC Subscription-lod51809825 . Name B LAW57473160 .
roup AZ500LAB131415
LAWS57473160 Region 3 East US
Region East US N
gior [[] 4. Select Review + create.
Pricing [] 5.0n the Review + create tab of the Create
Log Analytics workspace blade, select
Pricing tier Pay-as-you-go (Per GB 2018) Create.
The cost of your workspace depends on the volume of data ingested and how long it is retained. Regional pricing details . .
are available on the Azure Monitor pricing page. You can change to a different pricing tier after the workspace is created Exercise 3: Create an Azure storage
- Previous ] [ Next -

EN - 5 Hr 35 Min Remaining

NG 1422 []
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& C O ntipsy/portal.azure.com/#view/HubsExtension/DeploymentDetailsBlade/~/overview/id/%2Fsubscription... B AY Y Sentinel

P search resources, services, and docs (G+/) l O copilot - Instructions  Resources (2 ]
B U

Log Analytics workspace blade, select

Hom
Create.
» Microsoft.LogAnalyticsOMS | Overview
#¥ Deployment Exercise 3: Create an Azure storage
Search li] Delete " Redeploy  Download () Refresh account
| . Overview ) i TV, i
@ Your deployment is complete Estimated timing: 10 minutes
* Inputs
Deployment name : Microsoft.LogAnalyticsOMS In this exercise, you will complete the following tasks:
Outputs Subscription : MOC Subscription-lod51809825
> Template Resource group Task 1: Create an Azure storage account

Start time 1 12/8/2025, 3:

Correlation ID : c19ffad5-a004-4943-208a-6c12358889cc In this task, you will create a storage account.

[] 1.Inthe Azure portal, in the Search
resources, services, and docs text box at
the top of the Azure portal page, type
Storage accounts and press the Enter key.

> Deployment details

Next steps

- Previous ] [ Next —0]

- 5 Hr 34 Min Remaining

=

ENG 14:23

Exercise 3: Create an Azure storage account

In this exercise, you will complete the following tasks:

Task 1: Create an Azure storage account

In this task, you will create a storage account.

1. In the Azure portal, in the Search resources, services, and docs text
box at the top of the Azure portal page, type Storage accounts and
press the Enter key.

2. On the Storage accounts blade in the Azure portal, click the + Create

button to create a new storage account.

3. On the Basics tab of the Create storage account blade, specify the following

settings (leave others with their default values):

15



Setting

Subscription

Resource group

Instance details

Storage account

name

Region

Primary service

Performance

Redundancy

Value

the name of the Azure subscription you

are using in this lab

AZ500LAB131415

strgactignite57445941

(US) EastUS

Azure Blob Storage or Azure Data Lake

Storage Gen 2

Standard (general-purpose v2 account)

Locally redundant storage (LRS)

*NB: Locally Redundant Storage (LRS) is a cost-effective data protection

strategy, primarily in cloud platforms like Azure, that keeps three identical

copies of your data within a single data center, protecting against local

hardware (drive/rack) failures but not against large-scale disasters like

floods or fires that could wipe out the entire facility. It's the cheapest

option but offers the least resilience compared to Zone-Redundant Storage
(ZRS) or Geo-Redundant Storage (GRS).

16



4. On the Basics tab of the Create storage account blade, click Review +
create. After the validation process completes, click Create.
Wait for the Storage account to be created. This should take about 2

minutes.

4] Azure Monitor, Microsoft Defender for cloud, Enable Just-In Time Access in VMs, Microsoft Sentinel - Google Chrome
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[ Delete [Ty Redeploy ¥ Download (O Refresh Instructions  Resources 0 0B

(SR

Overview

@ Your deployment is complete & Standard (general-

Performance

+ Inputs purpose v2 account)
Deployment name: strga... Start time: 12/8/2025, 3:27:...
Outputs Subscription: MOC Subs...  correlation ID: d98a8938-d1 <‘ Redundancy B Locally redundant
\ Resource group: AZ500L.. storage (LRS)
Template
Cost Management
v Deployment details Get notified to stay within 4. On the Basics tab of the Create storage
prevent unexpected charg account blade, click Review + create. After
A Next steps S R the validation process completes, click
et up cost alerts >
Create.
o 0
) B Wait for the Storage account to
Give feedback Microsoft Defender for C be created. This should take 0
& Tell us about your experience with deployment Secure your apps and infr} about 2 minutes.

Go to Microsoft Defender|

Free Microsoft tutorials Exercise 4: Create a Data Collection

Start learning today > Rule

Work with an expert | |

) Azure experts are service |
Add or remove favorites by pressing Ctri+Shift+F ) - Previous ] [ Next N ]

] < EN
| ] Q - g . D | u us | e 5 Hr 29 Min Remaining
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Exercise 4: Create a Data Collection Rule

Task 1: Create a Data Collection Rule.

In this task, you will create a data collection rule.

1. In the Azure portal, in the Search resources, services, and docs text
box at the top of the Azure portal page, type Monitor and press the
Enter key.

2. On the Monitor Settings blade, click Data Collection Rules.

3. Click the + Create button to create a new data collection rule.

17



4. On the Basics tab of the Create Data Collection Rule blade, specify the

following settings:

Setting

Rule details

Rule Name

Subscription

Resource Group

Region

Platform Type

Data Collection

Endpoint

18

Value

DCR1

the name of the Azure subscription you

are using in this lab

AZ500LAB131415

East US

Windows

Leave Blank
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Create Data Col

Daf

lection Rule
ta collection rul ment

................ [ R

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all of your resources. Learn more

Rule details
Rule Name * ‘ DCR1
Subscription* © MOC Subscription-lod51809825
Resource Group * (O ‘ AZ500LAB131415
Create new
Region * ( East US
Platform Type * © (®) Windows
O Linux
O an
Data Collection Endpoint ( <none>

Azure Monitor, Microsoft Defender for cloud,
Enable Just-In Time Access in VMs, Microsoft
Sentinel

End

Instructions  Resources [

S —

Resource
Group E AZ500LAB131415
Region & EastUS
Platform "
Type B Windows
Data
Collection Leave Blank
Endpoint
—_— ==
[] 5. Click on the button labeled Next:
[ - Previous ] [ Next b ]

- 5 Hr 24 Min Remaining

AP ENG 1433 [ ]

5. Click on the button labeled Next: Resources > to proceed.

6. On the Resources page, select + Add resources.

7. Inthe Select a scope template, check the Subscription box in the

Scope.

8. At the bottom of the Select a scope template, click Apply.

9. Atthe bottom of the Resources page, select Next: Collect and deliver

>,

10.Click + Add data source, then on the Add data source page, change

the Data source type drop-down menu to display Performance

Counters. Leave the following default settings:

Setting Value

+++Performance **Sample rate

counter** (seconds)+++

19



CPU 60

Memory 60

Disk 60

Network 60
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Browse  Recent Instructions Resources [ -}
ources
Resource group Resource types Locations
esource: Al resource groups v All resource types v All locations
KS clust
10and P se 5. Click on the button labeled Next:
Scope Resource type Location Resources > to proceed.
akso enal \/ | MOC Subscription-lod51809825 Subscription - 6. On the Resources page, select + Add
resources.
O > [##) AZ500LAB131415 Resource group
Jurces . []  7.1n the Select a scope template, check the
Subscription box in the Scope.
ollection
["] 8. Atthe bottom of the Select a scope
template, click Apply.
arcesini
[] 9. Atthe bottom of the Resources page, 0
select Next: Collect and deliver >.
found [] 10. Click + Add data source, then on the Add
I data source page, change the Data source
Clear all selections
[ - Previous ] [ Next - ]
- 5 Hr 23 Min Remaining
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Instructions  Resources
Basics Resources  Collect and deliver Tags Review + create

Pick a set of resources to collect data from. The Azure Monitor Agent will be automatically installed on virtual machines, scale sets, and
servers. For AKS clusters, managed Prometheus will automatically be enabled.
For Windows 10 and 11 devices, download the client installer and follow the guidance

<
w

. Click on the button labeled Next:
Resources > to proceed.

<}
o

© 11 i also enable System Assigned Managed Identity on these resources,in addition to existing User Assigned Identites (f any) - On the Resources page, select + Add

resources.
Add resources + Create endpoint 7. In the Select a scope template, check the
Subscription box in the Scope.
Enable Data Collection
Endpoints © O 8. At the bottom of the Select a scope

template, click Apply.
@ Only resources in the same region can be assigned to the same endpoint. Learn more @

[[] 9. Atthe bottom of the Resources page, 0
select Next: Collect and deliver >.
Name Type Location Resource group Subscription
D 10. Click + Add data source, then on the Add
myvM Virtual machine East US AZ500LAB131415 MOC Subscriptig

data source page, change the Data source

(et S

[ - Previous ] [ Next b ]

| < Previous | | Next : Collect and deliver > |

O B @ = 5y M engl 5 Hr 22 Min Remaining
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Dashboard > Monitor | Data Collection Rules

Add data source X
Create Data Collection Rule

*Datasource  Destination

Basics  Resources  Collectand deliver  Review + create Select which data source type and the data to collect for your resource(s).

Data source type *

Configure which data sources to collect, and where to send the data to.

[[Performance Counters

Choose Basic to enable the collection of performance counters. Choose Custom if you want more control over which performance counters

Data source Destination(s) are collected
No standard data sources or destinations found. None @EID Custom

Performance counter Sample rate (seconds)
€ This data collection rule doesn't have any data sources or destinations selected. Py 60

Memory 60

Disk 60

Network 60

ion > Cancel

[ < Previous Next : Review + create > Add data source

11.Click on the button labeled Next: Destination > to proceed.
12.Click + Add destination, change the Destination type drop-down
menu to display Azure Monitor Logs. In the Subscription window,

ensure that your Subscription is displayed, then change the Account
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or namespace drop-down menu to reflect your previously created

Log Analytics Workspace.

4] Azure Monitor, Microsoft Defender for cloud, Enable Just-In Time Access in VMs, Microsoft Sentinel - Google Chrome
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b ) Azure Monitor, Microsoft Defender for cloud,
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*Data source Destination Resources

Instructions

Click + P
ire to previe Select the destination(s) for where the data will be delivered. Normal usage charges for the destination will occur. Learn more about D 12 C“Ck. A_dd destination, change the
Destination type drop-down menu to

pricing.
display Azure Monitor Logs. In the

Subscription window, ensure that your

esources

* Destination type Subscription Destination Details Subscription is displayed, then change the

Account or namespace drop-down menu
thich data \ Azure Monitor Logs Vv | | MOC Subscription-lod51809825 v | | LAWS57473160 (AZ500LAB131415) v/ \ W to reflect your previously created Log
= Analytics Workspace.
lata source
e [ 13. Click on Add data source at the bottom of
] the page.

d data sou

Create Data Collection Rule

lata collectic

Al Previous ] [ Next - ]
| oI . ;Y NG [ 3 eem— 5 Hr 20 Min Remaining
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13.Click on Add data source at the bottom of the page.
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14.Click Review + create.

Dashboard > Monitor | Data Collection Rules

Create Data Collection Rule

2 collection rule managemer

@ Vvalidation passed

Basics  Resources  Collect and deliver ~ Review + create

Basics

Data rule name DCR1

Subscription MCAPS-Hybrid-REQ-48118-2022-serlingdavis
Resource Group AZS500LAB131415

Selected resources

Resources Type

myvm microsoft.compute/virtualmachines

Configurations
Data source Destination(s)
Performance Counters Azure Monitor Logs

Platform Type
Platform Windows

15.Click Create.

Results: | deployed an Azure virtual machine, Log Analytics workspace, Azure
storage account, and a data collection rule to collect events and performance
counters from virtual machines with Azure Monitor Agent.
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Succeeded End

‘t.DataCollectionRules | Overview

Instructions Resources
[i] Delete " Redeploy ¥ Download () pewwmes

@ Deployment succeeded

@ Your deployment is complete

Deployment name : Microsoft.DataCollectionRules
Subscription 825
Resource group
Start time : 12/8/2 :
Correlation ID : b07d08db-a70c-409a-a312-c780cdec56e9 15. Click Create

> Deployment details . Results: You deployed an Azure virtual
machine, Log Analytics workspace, Azure

Next steps storage account, and a data collection rule to

collect events and performance counters from

virtual machines with Azure Monitor Agent.

B Do not remove the resources from this lab,
as they are needed for the Microsoft .

¢ oot

[ - Previous ] [ Next b ]

v

ssing Ctri+Shift+F Cost management

a— 5 Hr 19 Min Remaining
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Lab 09: Configuring Microsoft Defender for Cloud Enhanced Security Features

for Servers

Lab scenario

As an Azure Security Engineer for a global e-commerce company, you are
responsible for securing the company's cloud infrastructure. The organization relies
heavily on Azure virtual machines (VMs) and on-premises servers to run critical
applications, manage customer data, and process transactions. The Chief
Information Security Officer (CISO) has identified the need for enhanced security
measures to protect these resources against cyber threats, vulnerabilities, and
misconfigurations. You have been tasked with enabling Microsoft Defender for
Servers in Microsoft Defender for Cloud to provide advanced threat protection and
security monitoring for both Azure VMs and hybrid servers.

Lab objectives
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e Configure Microsoft Defender for Cloud Enhanced Security Features for

Servers

e Review the enhanced security features for Microsoft Defender for

Servers Plan 2

Exercise instructions

Configure Microsoft Defender for Cloud Enhanced Security Features for

Servers

23

1.

3.

In the Azure portal, in the Search resources, services, and docs text
box at the top of the Azure portal page, type Microsoft Defender for
Cloud and press the Enter key.

On the Microsoft Defender for Cloud, Management blade, go to the
Environment settings. Expand the environment settings folders until

the subscription section is displayed, then click the subscription to

view details.

M

!]! Microsoft Defender for Cloud | Environment settings
Add environment O Refresh Create custom recommendation 27 Guides & Feedback @l Costestimator @l Defender Plans Coverage 3 MMA migration

Resource criticality . Containers drift

=
(preview) » policy (preview)
= Containers drift policy (preview,

Governance rules _|  Data sensitivity
-2

O 0 S0 0o J0 ¥o &0

Azure subscrip AWS accounts P pr Gitub connectors AzureDevOps connectors Gitlab connectors Docker Hub
A 0 Totalissues
1GeP Projects 0 | AWS Accounts 0 | AzureDevOps ADO 0

Environments == All Standards == All Coverage == All Connectivity status == All

[ collapse all

Name 1y Total resources Ty Connectivity status Defender coverage ™

T
Note: Expand the environment settings 4

list until the subscription is displayed,
then click the subscription to view details.

-lod12345678

In the Settings blade, under Defender plans, expand Cloud Workload
Protection (CWP).



4. From the Cloud Workload Protection (CWP) Plan list, select Servers.
On the right side of the page, change the Status from Off to On, then
click Save.

5. To review the details of Microsoft Defender for Servers Plan 2, select
Change plan >.

Note: Enabling the Cloud Workload Protection (CWP) Servers plan

from Off to On enables Microsoft Defender for Servers Plan 2.

Plan selection

171 Settings | Defender plans
CET P

€ New predictable pricing available for Defender for Key Vault at 0.255/vault/month and Defender]

[ Enable all plans 30 days free trial i available for some of your plans ®) Microsoft Defender for Servers Plan $15/Server/Month

\ Plan details Recommended

ender vulnerability management

© Automatic agent onboarding, alert and data integration

rity alerts easily

Cloud Workload Protection (CWP)

oft Defender for Cloud provides compreh

Plan

=

>H

Note: **TO REVIEW ONLY** select Change
plan > to display the details of the
recommended Microsoft Defender for Servers
Plan 2, then click the X in the top-right corner of
the plan selection details to close the template.

Results: | enabled Microsoft Defender for Servers Plan 2 on my subscription.

Lab 10: Enable just-in-time access on VMs

Lab scenario

As an Azure Security Engineer at a financial services company, you're responsible
for securing Azure resources, including virtual machines (VMs) that host critical
applications. The security team has identified that continuous open access to VMs
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increases the risk of brute-force attacks and unauthorized access. To mitigate this,
the Chief Information Security Officer (CISO) has requested that you enable
Just-in-Time (JIT) VM access on a specific Azure VM used for processing financial
transactions.

Lab objectives

In this lab, you will complete the following exercises:

e Exercise 1: Enable JIT on your VMs from the Azure portal.
e Exercise 2: Request access to a VM that has JIT enabled from the Azure
portal.

Exercise instructions

Exercise 1: Enable JIT on your VMs from Azure virtual machines

You can enable JIT on a VM from the Azure virtual machines pages of the Azure
portal.

1. In the search box at the top of the portal, enter virtual machines.
Select Virtual machines in the search results.

Select myVM.

Select Configuration from the Settings section of myVM.

Under Just-in-time VM access, select Enable just-in-time.

v d W

Under Just-in-time VM access, click on the link that reads Open
Microsoft Defender for Cloud.
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/portal.azure.com/#@LODSPRODMCA.onmicrosoft.com/resource/subscriptions/b115b74e-a.. B Q@ A

E P Searh resires s s (511 l @ Copior

* x

Instructions  Resources [

TSSO STaTuIT TS oun:

<
N

. Select myVM.

w

. Select Configuration from the Settings
section of myVM.

<
N

. Under Just-in-time VM access, select

4 Just-in-time VM access - Enable just-in-time.
~time VM access (JIT) is enabled. To disable JIT, modify the configuration, or request o X
i - [] 5. Under Just-in-time VM access, click on the
link that reads Open Microsoft Defender
. for Cloud.
time VM access 1's management ports and grants access on-demand, for a limited time period, to pre- o
ter approved IP addresses time acpess [] 6. By default, just-in-time access for the VM
uses these settings:
Proximity placement group ] .
Proximity placement group o Windows machines
= RDP port: 3389
= Maximum allowed access: Three
hours
@ Proximity placement group can only be updated when the virtual machine is deallocated.
= Allowed source IP addresses: Any
Host
Azure Dedicated allow you to pre r within our data centers that are ded y - Previous ] [ Next - ]
Azure subscription. A dedi t om your subscription are on the ho:
rol of platform maintenance at the level
a— 4 Hr 39 Min Remaining

) P ENG
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8 a Azure Monitor, Microsoft Defender for cloud,
T Enable Just-In Time Access in VMSs, Microsoft
myVM | Connect Sentinel

Virtua

W Mow view. configure. and even save your connection settings — il in one piace. Have comments or suggestions for our new Conne il INStrUCtions  Resources (22 ]

ide feedback e gy v T

configured for that VM.

B3 Overview a . (
_ set pas Manage JIT @ Troubleshoot
B Activity log -
A < control {IAM] ’
(2 Native RDP G MOST POPULAR | | LOCAL MACHIN
@ Tags s =

Source machine
X Diagnose and solve problems

. Resource visualizer P|18s25459.118 D

Connect

& Connect Public IP | 172.171.207.188 .
< Bastion /M port G . Results: You have explored various methods
on how to enable JIT on your VMs and how to

B Windows Admin Cente i
W Tincows fdiin Sate Connection prerequisites request access to VMs that have JIT enabled
Networking Just-in-time (JIT ® 389 for source IP(s) T in Microsoft Defender for Cloud.
Settings. 0 ource IP(s) Vie
$ Disks .
|

crrensions - Connect using RDP file Congratulations!
., Exte

applications Download and open file to connect Download RDP file . )

You have successfully completed this Lab. Click Next

% Operating system Usemame aladmin ) to advance to the next Lab.

Configuration d
@ Advisor —

Fecommandations i setings - +«  Previous ) | Next =]
n Properties v
e s by e oS et ' More ways to connect (4) aa— 4 Hr 33 Min Remaining

) P ENG

6. By default, just-in-time access for the VM uses these settings:
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o Windows machines
m RDP port: 3389
m  Maximum allowed access: Three hours
m Allowed source IP addresses: Any
o Linux machines
m SSH port: 22
m  Maximum allowed access: Three hours
m Allowed source IP addresses: Any
7. By default, just-in-time access for the VM uses these settings:
o From the Configured tab, right-click on the VM to which
you want to add a port, and select edit.

Home vm-1 | Configurat

Just-in-time VM access =

> What is just-in-time VM access?

> How does it work?

Virtual machines

Configured  Not Configured  Unsupported

VMs for which the just-in-time VM access control is already in place. Presented data is for the last week.
1 VMs

Virtual machine Ty Approved Ty Last access N Connection details Lastuser Ty

O vma 0 Requests N/A Q-

o Under JIT VM access configuration, you can either edit the
existing settings of an already protected port or add a new

custom port.
o When you've finished editing the ports, select Save.

Exercise 2: Request access to a JIT-enabled VM from the Azure virtual

machine's connect page.
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When a VM has a JIT enabled, you have to request access to connect to it. You can
request access in any of the supported ways, regardless of how you enabled JIT.

1. In the Azure portal, open the virtual machines pages.
2. Select the VM to which you want to connect, and open the Connect
page.
o Azure checks to see if JIT is enabled on that VM.
m If]ITisn't enabled for the VM, you're prompted
to enable it.
m If]IT is enabled, select Request access to pass
an access request with the requesting IP, time
range, and ports that were configured for that
VM.
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Azure Monitor, Microsoft Defender for cloud, X
Enable Just-In Time Access in VMs, Microsoft

Sentinel e

| access

Instructions Resources

ne VM access? yOUTE PIUMTPLEU WU ENduiE Tt

?

H = If JIT is enabled, select Request
access to pass an access
request with the requesting IP,
time range, and ports that were

Unsupported configured for that VM.

s control is already in place. Presented data is for the last week.

" Approved T Last access ™ Connection details Lastuser Ty —

1 Requests N/A @ - N/A

Results: You have explored various methods
on how to enable JIT on your VMs and how to
request access to VMs that have JIT enabled
in Microsoft Defender for Cloud.

4+ Previous ] [ Next —§]

aEE— 4 Hr 31 Min Remaining

eow ;1) & NG 1525 [ ]
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Azure Monitor, Microsoft Defender for cloud,
Enable Just-In Time Access in VMs, Microsoft

Sentinel s

Instructions  Resources

yUU TE PIUIMPLEU WU ENauie Tt

1 would like to open per virtual machine.
= If JIT is enabled, select Request

Toggle Allowed source IP IP range Time range (hours)

access to pass an access

request with the requesting IP,
«» - ( vyr R — time range, and ports that were

configured for that VM.

=1

Results: You have explored various methods
on how to enable JIT on your VMs and how to
request access to VMs that have JIT enabled
in Microsoft Defender for Cloud.

[ - Previous ] [ Next b ]

o— 4 Hr 30 Min Remaining
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Azure Monitor, Microsoft Defender for cloud, X
@ T network access request initiated X Enable Just-In Time Access in VMs, Microsoft
| access = The Just-In-Time networ Sentinel

Instructions Resources

ne VM access? yUU TE PIUpPLEd W enduie 1t

2 .

2 = If JIT is enabled, select Request
access to pass an access
request with the requesting IP,
time range, and ports that were

ured  Unsupported configured for that VM.

control is already in plac

d data is for the last w

Y Approved | Lastaccess 1y Connection details Last user 1y

1 Requests N/A Q- N/A

Results: You have explored various methods
on how to enable JIT on your VMs and how to
request access to VMs that have JIT enabled
in Microsoft Defender for Cloud.

4+ Previous ] [ Next —§]

aEE— 4 Hr 30 Min Remaining

) P NG 1527 []

e After requesting access to the configured VM, | was able to connect to it
using RDP
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Rl 172.171.207.188

End

Instructions  Resources
CONIgurey 101 uiat Vivi.

Results: You have explored various methods
on how to enable JIT on your VMs and how to
request access to VMs that have JIT enabled
in Microsoft Defender for Cloud.

Congratulations!

You have successfully completed this Lab. Click Next
to advance to the next Lab. |

- Previous ] [ Next —0]

a— 4 Hr 27 Min Remaining
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Results: | have explored various methods on how to enable JIT on VMs and how to

request access to VMs that have JIT enabled in Microsoft Defender for Cloud.

Lab 11: Microsoft Sentinel

Lab scenario

Note: Azure Sentinel is renamed to Microsoft Sentinel

You have been asked to create a proof of concept of Microsoft Sentinel-based
threat detection and response. Specifically, you want to:

e Start collecting data from Azure Activity and Microsoft Defender for
Cloud.

e Add built in and custom alerts

e Review how Playbooks can be used to automate a response to an
incident.
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In Microsoft Sentinel, a playbook is an automated workflow, built on
Azure Logic Apps (a cloud-based platform for building automated
workflows (Logic Apps) that integrate apps, data, services, and
systems, enabling businesses to automate processes and
orchestrate data across cloud/on-premise environments using visual
designers and extensive connectors), that orchestrates response
actions to security incidents or alerts, reducing manual effort by
performing tasks like isolating a machine, blocking an account, or
sending notifications, either automatically via an automation rule or
manually on-demand. Playbooks use connectors to interact with
Sentinel and other systems, offering powerful, customizable
automation for Security Operations Centers (SOCs) to handle threats
consistently and quickly.

Lab objectives

In this lab, you will complete the following exercise:

Exercise 1: Implement Microsoft Sentinel

Microsoft Sentinel diagram
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Lab13, Exercise1, Task1

| 4| Azs00LAB131415

#ee myVnet 192.168.0.0/16
| mySubnet 192.168.1.0/24 :
Lab15, Exercise1, Task4 E E i : Lab13, Exercise1, Task2, Task3, Task4,
0 g i : Task5
[ 1 q
¥ L& | | : - o)
(&) i | ' -
oo myVvM ' i Log Analytics
Change-Incident-Severity 04 192.168.1.4 0 i workspaces
L g
?

Lab14, Exercise1, Task1, Task2, Task3

Microsoft Sentinel Microsoft Defender
for Cloud

Instructions

Lab files:

e \Allfiles\Labs\15\changeincidentseverity.json
Exercise 1: Implement Microsoft Sentinel

In this exercise, you will complete the following tasks:

e Task 1: On-board Microsoft Sentinel

e Task 2: Connect Azure Activity to Sentinel

e Task 3: Create a rule that uses the Azure Activity data connector.

e Task 4: Create a playbook

e Task 5: Create a custom alert and configure the playbook as an
automated response.

e Task 6: Invoke an incident and review the associated actions.
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Task 1: On-board Microsoft Sentinel

In this task, you will on-board Microsoft Sentinel and connect the Log Analytics

workspace.

35

1. Sign-in to the Azure portal |gludesZfelelgielNerdVlg=ReelsgX.

Sign in to the Azure portal using an account that has the Owner or
Contributor role in the Azure subscription you are using for this lab.
In this Cloudslice lab, this account is
LabUser-57445941@LODSPRODMCA.onmicrosoft.com with TAP
9-A*LpfA.

. Inthe Azure portal, in the Search resources, services, and docs text

box at the top of the Azure portal page, type Microsoft Sentinel and
press the Enter key.

If this is your first attempt to action Microsoft Sentinel in the Azure
dashboard complete the following step(s): In the Azure portal, in the
Search resources, services, and docs text box at the top of the Azure
portal page, type Microsoft Sentinel and press the Enter key. Select
Microsoft Sentinel from the Services view.

. On the Microsoft Sentinel blade, click + Create.
. On the Add Microsoft Sentinel to a workspace blade, select the Log

Analytics workspace you created in the Azure Monitor lab and click
Add.

Microsoft Sentinel has very specific requirements for workspaces. For
example, workspaces created by Microsoft Defender for Cloud can
not be used. Read more at Quickstart: On-board Microsoft Sentinel


https://docs.microsoft.com/en-us/microsoft/sentinel/quickstart-onboard
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@ Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

top of the Azure portal page, type
Microsoft Sentinel and press the
Enter key. Select Microsoft

@ New Microsoft Sentinel workspaces created by authorized users are automatically onboarded and redirected to the Defender portal. Leam more

Sentinel from the Services view. 0
Workspace T Location T Resource Group Ty Subscription T Directory y
&2 LAws7473160 eastus 225001ab131415 MOC Subscription-lod5 1809825 LODS-Prod D 3. On the Microsoft Sentinel blade, click +
Create.

[] 4. 0Onthe Add Microsoft Sentinel to a

workspace blade, select the Log Analytics
] workspace you created in the Azure
Monitor lab and click Add.

B Microsoft Sentinel has very
specific requirements for
workspaces. For example,
workspaces created by Microsoft
Defender for Cloud can not be
used. Read more at [ Quickstart:

- Previous ] [ End —»]
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m Q - Q E . US| eo—— 4 Hr 5 Min Remaining

o 7)) P ENG 1551 []

Task 2: Configure Microsoft Sentinel to use the Azure Activity data connector.

In this task, you will configure Sentinel to use the Azure Activity data connector.

1. In the Azure portal, on the Microsoft Sentinel | Overview blade, in the
Content management section, click Content hub.

2. On the Microsoft Sentinel | Content hub blade, review the list of
available content.

3. Type Azure into the search bar and select the entry representing
Azure Activity. Review its description at the far right, and then click
Install.

4. Wait for the Install Success notification. In the left navigation panel, in
the Configuration section, click Data connectors.

NB: Data connectors are software tools that act as bridges to automatically move,
integrate, and synchronize data between different systems, applications,
databases, or cloud services, enabling seamless data flow for unified analysis,
reporting, and informed decision-making, eliminating manual effort and errors.
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They extract data from sources (like CRMs, social media, files) and deliver it to a
central destination (like a data warehouse or lake) for analysis.
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S22 a8
Microsoft Azure

G Search resources, services. and docs (G+/)

LADUST-3 191 IDURLU...

&

Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time

Access in VMs, Microsoft Sentinel End

icrosoft Sentinel | Content hub Instructions  Resources e o
Microsoft Sentinel | Overview
o —+ SIEM Migration &7 G blade, in the Content
[ management section, click
449 324 Q1 0 Content hub.
managemen: [
Solutions Standalone contents Installed Updates
t management 2. On the Microsoft Sentinel |
ntent hub G Content hub blade, review the
(D Didn't find what you were looking for? We're showing a limited set of results. Try refining your search for more spedific res. list of available content.
positories -
GO 3ure
mmunity D 3. Type Azure into the search
Status: Al Contenttype:All  Support: Al  Provider:All  Category:All  Content sources : All 88 E . bar and select the entry
uration
representing Azure Activity.
| Content title Status Contentsource  Provider Support - Review its description at the
- [ ] far right, and then click Install.
[[] @ Azure cognitive Search Not installed Solution Microsoft Microsoft [ ] 4. wait for the Install Success
notification. In the left
Azure Cognitive Search Not installed Solution Microsoft Microsoft L B
navigation panel, in the
(] v @ Az Protection Not installed Solution Microsoft Microsoft Configuration section, click
* Data connectors.
Azure DDoS Protection Not installed Solution Microsoft ol
Azure DDoS Protection Workbook Not installed Solution Microsoft
DDos A Not installed Solution Microsoft Microsoft 4 Previous ] [ End =
DDoS Attack IP Addresses - P Not installed Solution Microsoft Microsoft v
aam—— 4 Hours Remaining
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notification. In the left

earch () Refresh 37 Guides & Feedback At f
navigation panel, in the
General Data Connector with "content source = gallery content™ have been removed. All the removed content and more is available in content hub. re 1o reinstate in usé Configuration section, click
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Threat man: t = N Data connectors.
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v Content management

O

() Starting June 2, 2025, the Codeless Connector Platform (CCP) will be renamed to the Codeless Connector Fi . On the Microsoft Sentinel |

Content hub Data connectors blade, click

aaa <
- - More content at 3 H

@ Repositories Lo 0 Y cContent Hub Refl:esh and review the list of
Connectors Connected available connectors. Select

& Community .

the entry representing the
v Configuration Providers Microsoft Data Types - AzureActivity . Azure Activity connector (hide

pace manager = e the menu bar on the left using
ew) \<< if needed), review its
description and status at the

Data connectors

Status Connector name
Analytics far right, and then click Open
Azure Activity connector page.
B Summary rules =] ieromott

B watchiist D

s Automation

o

On the Azure Activity blade
the Instructions tab should be
selected, note the

& Settings

o o 4 Il Aewin
+ Previous ] [ End = ]
ca— 4 Hours Remaining
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5. On the Microsoft Sentinel | Data connectors blade, click Refresh and

review the list of available connectors. Select the entry representing
the Azure Activity connector (hide the menu bar on the left using \<<
if needed), review its description and status at the far right, and then
click Open connector page.
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notification. In the left
navigation panel, in the
Configuration section, click

to the Codeless Connector Framework (CCF). Data connectors. .
R 0 Fy More contencat [] 5. 0n the Microsoft Sentinel |
Content ub "
Connectors Connecte d Data connectors blade, click

Refresh and review the list of
available connectors. Select
the entry representing the

P ~ Azure Activity connector (hide
Status Provider Last Log Rece the menu bar on the left using
\<< if needed), review its
description and status at the
far right, and then click Open
connector page.

Providers Microsoft Data Types AzureActivity & Azure Activity

Status Not connected (1) .

Azure Activi
e
Microsoft

[] 6. 0On the Azure Activity blade
the Instructions tab should be
selected, note the

z ) P ENG 15:58

6. On the Azure Activity blade the Instructions tab should be selected,
note the Prerequisites and scroll down to the Configuration. Take
note of the information describing the connector update. Your
subscription never used the legacy connection method so you can
skip step 1 (the Disconnect All button will be grayed out) and proceed
to step 2.

7. In step 2 Connect your subscriptions through diagnostic settings new
pipeline, review the "Launch the Azure Policy Assignment wizard and
follow the steps" instructions then click Launch the Azure Policy
Assignment wizard>.

39



e a

re Activity

ted 3 Microsoft

y Logis a subscription log that provides insight into
level events that occur in Azure. indluding events
lesource Manager operational data, service heaith
operations taken on the resources in your

and the status of activities performed in Azure.

2 14

Queries Analytics rules templates

m Azure Monitor, Microsoft Defender for cloud, Enable Just-In Time Access in VMs, Microsoft Sentinel - Google Chrome

25 labclient.labondemand.com/LabClient/b9290af4-c0a5-4d4e-9da9-7f2cef858db0

Instructions

a
You don't have subscriptions using the legacy method, please move to step 2
2. Connect your subscriptions through diagnostic settings new pipeline
This connector uses Azure Policy to apply a single Azure Subscription log-streaming configuration to a collection
of subscriptions, defined as a scope. Follow the instructions below to create and apply a policy to all current and
future subscriptions. Note, you may already have an active policy for this resource type.
Launch the Azure Policy Assignment wizard and follow the steps.
1. In the Basics tab, click the button with the three dots under Scope to select your resources assignment
scope
2. In the Parameters tab, choose your Microsoft Sentinel workspace from the Log Analytics workspace
drop-down list, and leave marked as “True" all the log and metric types you want to ingest.
3. To apply the policy on your existing resources, select the Remediation tab and mark the Create a
remediation task checkoox.
Launch Azure Policy Assignment wizard>
v

n - ENG 501 AM
‘I Q - g [ | ] us O 12/8/2025

O

N

[

Azure Monitor, Microsoft Defender
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel

Instructions  Resources (2]

never used the legacy
connection method so you
can skip step 1 (the
Disconnect All button will be
grayed out) and proceed to
step 2.

In step 2 Connect your
subscriptions through
diagnostic settings new
pipeline, review the "Launch
the Azure Policy Assignment
wizard and follow the steps"
instructions then click Launch
the Azure Policy Assignment
wizard>.

On the Configure Azure
Activity logs to stream to
specified Log Analytics
workspace (Assign Policy

X
End

e

[4— Previous ] [ End

)

ENG 16:01

3 Hr 56 Min Remaining

8. On the Configure Azure Activity logs to stream to specified Log

Analytics workspace (Assign Policy page) Basics tab, click the Scope

ellipsis (...) button. In the Scope page choose your subscription from

the drop-down subscription list and click the Select button at the

bottom of the page.

Do not choose a Resource Group
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i 8 @ A Poor Connection Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel End

Parameters Remediation Non-compliance messages Review + create

Instructions  Resources [«
—Wizaru>.

= e [] 8. 0nthe Configure Azure
Activity logs to stream to
specified Log Analytics
workspace (Assign Policy
page) Basics tab, click the [ ]
Scope ellipsis (...) button. In
the Scope page choose your
subscription from the drop-
down subscription list and
' click the Select button at the
bottom of the page.

B Do not choose a
Resource Group

[] 9. Click the Next button at the
bottom of the Basics tab
twice to proceed to the

- )
Next EZN o Clear All Selections A7 Give feedbad [0— Previous ] [ End —»]
| e .- A 5w _cen om ENG 5 . 5:02 AM — 3 Hr 54 Min Remaining

z ) P ENG 1602 [ ]

9. Click the Next button at the bottom of the Basics tab twice to proceed
to the Parameters tab. On the Parameters tab click the Primary Log
Analytics workspace ellipsis (...) button. In the Primary Log Analytics
workspace page, make sure your subscription is selected and use the
workspaces drop-down to select the Log Analytics workspace you are
using for Sentinel. When done click the Select button at the bottom of
the page.
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Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel End

Instructions  Resources [«

l Resource Group ‘

[] 9. Click the Next button at the
bottom of the Basics tab
twice to proceed to the
Parameters tab. On the [ ]
Parameters tab click the
Primary Log Analytics
workspace ellipsis (...) button.
In the Primary Log Analytics

' workspace page, make sure

your subscription is selected

and use the workspaces drop-
down to select the Log

Analytics workspace you are

using for Sentinel. When done

click the Select button at the
bottom of the page.

["] 10. Click the Next button at the

e Fowmas M (& Previous ] [ Ena -]

| - - A EW cel ow ENG o . 503AM —— 3 Hr 53 Min Remaining

AP ENG 16:03 [ ]

10. Click the Next button at the bottom of the Parameters tab to proceed
to the Remediation tab. On the Remediation tab select the Create a
remediation task checkbox. This will enable the "Configure Azure
Activity logs to stream to specified Log Analytics workspace" in the
Policy to remediate drop-down. In the System assigned identity
location drop-down, select the region (East US for example) you
selected earlier for your Log Analytics workspace.

- Azure Policy remediation is the process of automatically fixing existing,
non-compliant resources to meet defined policy standards, using effects
like Modlfy or DeploylfNotExists to bring them into compliance, acting as an
"auto-fix" for governance rules by applying changes to resources that don't
match standards after assignment. It can be triggered manually or
automatically when a policy is assigned and is essential for enforcing
corporate governance at scale.
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Parameters Remediation Non-compliance messages Review + create

[ Creste a remediation task

Configu

Managed Identity
ith the deploy!f

e ability to deploy res and edit tags
ned managed identity or creating 2

ype of Managed Identity ;)

System assigned identity location

Permissions

Parameters Remediation
[ RECT TP HERS Py

am to specified Log Analyti

bility to d resor

Y ces and edit tag:
ned managed

entity or creating 3 sys

ype of Managed Identity
stem assigned managed identity

er assigned managed identity

System assigned identity

Permissions

Monitoring Contributor, Log Analytics Contributor n)

Role assignments (permissions) are created based on the role definitions specified in the policies

QeCom=

ENG
us

CF o

Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel End

Instructions  Resources [«
—TMTMe rrimary LOg ANaiyucs
workspace page, make sure
your subscription is selected
and use the workspaces drop-
down to select the Log
Analytics workspace you are
using for Sentinel. When done []
click the Select button at the
bottom of the page.

o

[] 10. Click the Next button at the

. bottom of the Parameters tab
to proceed to the Remediation
tab. On the Remediation tab
select the Create a
remediation task checkbox.
This will enable the "Configure
Azure Activity logs to stream
to specified Log Analytics
workspace" in the Policy to
remediate drop-down. In the

[4— Previous ] [

End —»]

a— 3 Hr 52 Min Remaining

&> ENG 16:05 [ ]

Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time

Access in VMs, Microsoft Sentinel e

Instructions  Resources Q B
oMU e Ureun A
This will enable the "Configure
Azure Activity logs to stream
to specified Log Analytics
workspace" in the Policy to
remediate drop-down. In the
System assigned identity
location drop-down, select [ ]
the region (East US for
example) you selected earlier
for your Log Analytics
' workspace.

]

. Click the Next button at the
bottom of the Remediation
tab to proceed to the Non-
compliance message tab.
Enter a Non-compliance
message if you wish (this is
optional) and click the Review
+ Create button at the bottom

[4— Previous ] [

End 4]

3 Hr 51 Min Remaining

11. Click the Next button at the bottom of the Remediation tab to
proceed to the Non-compliance message tab. Enter a

Non-compliance message if you wish (this is optional) and click the
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Review + Create button at the bottom of the Non-compliance
message tab.
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e a

[ A Assign policy - Microsoft Azure X+ =

Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel End

Instructions  Resources [ -}

= SIRUIVEVRIVIS R
System assigned identity
ome location drop-down, select
. . the region (East US for
ASSIQn pOIICy example) you selected earlier

for your Log Analytics
Basics  Parameters  Remediation  Non-compliance messages  Review + create workspace. o
[] 11. Click the Next button at the

Non-compliance messages help users und olicy. The message will be

displayed when a re

bottom of the Remediation
tab to proceed to the Non-
compliance message tab.
Enter a Non-compliance
message if you wish (this is
optional) and click the Review
+ Create button at the bottom
of the Non-compliance
message tab.

is not compliant wit
rce is denied and in th y no

ny non-compliant

Non-compliance

essage

»

Click the Create button. You
should observe three
succeeded status messages:

J |

a— 3 Hr 49 Min Remaining

N

1

[4— Previous End —»]

ENG 16:08

12.Click the Create button. You should observe three succeeded status

messages: Creating policy assignment succeeded, Role Assignments
creation succeeded, and Remediation task creation succeeded.

You can check the Notifications, bell icon to verify the three successful
tasks.
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Azure Monitor, Microsoft Defender X

! A e - % for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel End
v @ & | |abUser-57473160@!
bt i Instructions  Resources [«
Notifications - N
of the Non-compliance
message tab.
) [] 12. Click the Create button. You
a

@ Remediation task creation should observe three

succeeded
ructions succe.eded s.tatus r}wessages,
. Creating policy assignment
To do this, click on the ‘Disconnect All" button below, before proceeding to launch the Azure Policy Assignment wizard a succeeded, Role Assignments .
creation succeeded, and
Remediation task creation
@ Role Assignments creation . succeeded.
succeeded
You don't have subscriptions using the legacy method, please move to step 2 . ———————————————
B You can check the
Notifications, bell
2. Connect your subscriptions through diagnostic settings new pipeline icon to verify the
This connector uses Azure Policy t Iy Azure Subscript _stre figuration to a collection of Creating policy assignment
s connector uses Azure Policy to apply a single Azure Subscription log-streaming configuration to a collection o o Smu:ed g three successful
subscriptions, defined as a scope. Follow the instructions below to create and apply a policy to all current and future taske
subscriptions. Note, you may already have an active policy for this resource type. "
Launch the Azure Policy Assignment wizard and follow the steps. . P
1. '€ Basics tab, click the button with hree dots under Scope to select your resources assignment scope. D 13. Verify tlhat the Azure ACtIVIty
2. In the Parameters tab, choose your Microsoft Sentine! workspace from the Log Analytics workspace drop- Dl S
down list, and leave marked as “True” all the log and metric types you want to ingest.
3. To apply the policy on your existing resources, select the Remediation tab and mark the Create a remediation [ +~ Previous ] [ End N ]
task checkbox @ Install Success
a— 3 Hr 42 Min Remaining

3

ENG 1615 []

13.Verify that the Azure Activity pane displays the Data received graph

(you might have to refresh the browser page).
It may take over 15 minutes before the Status shows "Connected" and
the graph displays Data received.

45



m Azure Monitor, Microsoft Defender for cloud, Enable Just-In Time Access in VMs, Microsoft Sentinel - Google Chrome

25 labclient.labondemand.com/LabClient/b9290af4-c0a5-4d4e-9da9-7f2cef858db0

X2 a

A Poor Connection

Azure Activity

Toesi st mceed

|4

£ AzureActivity 12/08/25. 05:31 AM

Instructions

/ Configuration

1. Disconnect your subscriptions from the legacy method

The subscriptions listed below are still using the older, legacy method. You are strongly encouraged to upgra
to the new pipeline.

To do this, click on the "Disconnect All" button below, before proceeding to launch the Azure Policy Assignme
wizard

You don't have subscriptions using the legacy method, please move to step 2

2. Connect your subscriptions through diagnostic settings new pipeline
This connector uses Azure Policy to apply a single Azure Subscription log-streaming configuration to a collec

v of subscriptions, defined as a scope. Follow the instructions below e and apply a policy to all current 3

Task 3: Create a rule that uses the Azure Activity data connector.

Azure Monitor, Microsoft Defender X

for cloud, Enable Just-In Time

Access in VMs, Microsoft Sentinel End
(2 <}

Instructions  Resources

[] 13. Verify that the Azure Activity
pane displays the Data
received graph (you might
have to refresh the browser
page).

B 1t may take over 15
minutes before the
Status shows
"Connected" and the
graph displays Data
received.

Task 3: Create a rule that uses
the Azure Activity data
connector.

In this task, you will review and create a

) {

3 Hr 15 Min Remaining

+ Previous End —»]

zZ ) P ENG 1641 [ ]

In this task, you will review and create a rule that uses the Azure Activity data

connector.

46

1. On the Microsoft Sentinel | Configuration blade, click Analytics.
2. On the Microsoft Sentinel | Analytics blade, click the Rule templates

tab.

Review the types of rules you can create. Each rule is associated with

a specific Data Source.

3. Inthe listing of rule templates, type Suspicious into the search bar

form and click the Suspicious number of resource creation or

deployment entry associated with the Azure Activity data source. And

then, in the pane displaying the rule template properties, click Create

rule (scroll to the right of the page if needed).
This rule has the medium severity.
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Azure Monitor, Microsoft Defender
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel

icrosoft Sentinel | Analytics X Instructions ~ Resources (228 <]

[ rules you can create.
4 Creste |~ Anzlytics workbooks &7 Guides & Feedback . Eachrule is
associated with a
1 du, More content at specific Data Source.
erview : Content hub
Active rules
g5 .
Rules by severity [[] 3.Inthelisting of rule templates,
9= type Suspicious into the
arch W High (1) Medium (0) Low (0) Informational (0) search bar form and click the .
management N Suspicious number of
Active rules nomalies .
€ ruies  Rule templates resource creation or
 management X
suspicious X ¥ Add fitter l deployment entry associated
ntent hub with the Azure Activity data
Severity Name Rule type Data sources Tactics Techniques Sub techniques Source name .
positories source. And then, in the pane
mmanity Suspicious Res. Scheduled  Azure Activity Bimpsca  Ti496 Azure Activity displaying the rule template
~ — properties, click Create rule
uration Medium  Microsoft Entra. Scheduled  Azure Activity Eoet 1528 +1 ( Azure Activity (scroll to the right of the page
srikspace manager Medium  Suspicious num. Scheduled  Azure Activity Bimpact  T1496 Azure Activity if needed).
eview)
Medium  Suspicious gran. Scheduled Azure A +10) Dpe+1 @D T1008+1 0 = Create rule
ta conn
B This rule has the
alytics " :
medium severity.

mmary rules

itchlist .

+ Previous ] [ End = ]
tomation
ttings — 3 Hr 6 Min Remaining

ENG 1650 []

3

4. On the General tab of the Analytics rule wizard - Create a new
Scheduled rule blade, accept the default settings and click Next: Set

rule logic >.
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X2 a

General Set rule logic ncident settings Automated response Review + create

Create an analytics rule that will run on your data to detect threats
Analytics rule details

Name *

Suspicious number of resource creation or deployment activities

ndicates when an anomalous numb:
eActivity log. This query generates
ndividual and generates an anomal

th

MITRE ATT&CK

@D o

Azure Monitor, Microsoft Defender
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel

Instructions  Resources (2]

deployment entry associated
with the Azure Activity data
source. And then, in the pane
displaying the rule template
properties, click Create rule
(scroll to the right of the page
if needed).

B This rule has the

[] 4. 0nthe General tab of the
Analytics rule wizard - Create
anew Scheduled rule blade,
accept the default settings
and click Next: Set rule logic
>.

[] 5. 0n the Set rule logic tab of

. medium severity.

X
End

e

[4— Previous ] [ End

)

ENG
vs W %

ENG 16351

a— 3 Hr 5 Min Remaining

5. On the Set rule logic tab of the Analytics rule wizard - Create a new

Scheduled rule blade, accept the default settings and click Next:

Incident settings (Preview) >.
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b= | Azure Monitor, Microsoft Defender X

for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel End

General Set rule logic ncident settings Automated response Review + create R
[ Instructions  Resources [«
medium severity.
Define the logic for your new analytics rule.
Rule query 4. On the General tab of the

Any time details set here will be within the scope defined below in the Query scheduling fields.

Analytics rule wizard - Create
anew Scheduled rule blade,

let szOperationNames = dynamic(["microsoft.compute/virtualMachines/write", "microsoft.resources/deployments/write”]); X
let starttime = 7d; accept the default settings
Let endtime = 1d; and click Next: Set rule 51
let timeframe = 1d; N
let TimeseriesData = F . (]
Azureactivity .
[] 5. 0nthe Set rule logic tab of
query resuits l the Analytics rule wizard -
Create a new Scheduled rule
Alert enhancement blade, accept the default
Entity mapping settings and click Next:
Custom details Incident settings (Preview) >.
Ao aeals [] 6. 0n the Incident settings tab of

the Analytics rule wizard -

Query scheduling Create a new Scheduled rule

fumaueny sveny ” blade, accept the default
- I : . e
———
[4— Previous ] [ End —»]
ENG ] aEm——— 3 Hr 4 Min Remaining

ENG 1652 []

6. On the Incident settings tab of the Analytics rule wizard - Create a
new Scheduled rule blade, accept the default settings and click Next:
Automated response >.

NB: This is where you can add a playbook, implemented as a Logic
App, to a rule to automate the remediation of an issue.
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Analytics r

ule wizard

- Create a new Scheduled rule

General Set rule logic Incident settings Automated response Review + create

10

Alert grouping

rule. are grouped into incidents
pond and reduces the noise from single alerts

Set how the slerts that are triggered by this analyt
Grouping alerts into incidents provides the context you need to

s, triggered by this analytics rule, into incidents

atching incidents

Azure Monitor, Microsoft Defender
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel

Instructions  Resources (2]

[ e IRV
the Analytics rule wizard -
Create a new Scheduled rule
blade, accept the default
settings and click Next:
Incident settings (Preview) >.

. On the Incident settings tab of
the Analytics rule wizard -
Create a new Scheduled rule
blade, accept the default

] settings and click Next:

Automated response >.

O

B This is where you
can add a playbook,
implemented as a
Logic App, to a rule
to automate the

remediation of an

issue.

X

End

e

+ Previous ] [ End —»]

a— 3 Hr 3 Min Remaining

ENG 16:53

=

7. On the Automated response tab of the Analytics rule wizard - Create a
new Scheduled rule blade, accept the default settings and click Next:

Review and create >.
8. On the Review and create tab of the Analytics rule wizard - Create a

new Scheduled rule blade, click Save.
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ga Azure Monitor, Microsoft Defender X

Analytics rule wizard - Create a new Scheduled rule for cloud, Enable Just-In Time End
number o - Access in VMs, Microsoft Sentinel

"2
P2

Validation passed Instructions  Resources (2 ]
TTTTTWIZBIU WITAtT 9 1SV

Scheduled rule blade, accept

the default settings and click

Next: Review and create >.

General Set rule logic ncident settings Automated response Review + create

Analytics rule details

Name Suspicious number of resource creation or deployment activities

O

. On the Review and create tab
of the Analytics rule wizard -
Create a new Scheduled rule

Description ndicates when an anomalous number of VM creations or deploy vities occur in Azure via the Azu

ttern of cloud & creation by an individual and ge: an anomaly when any unusual 5

privileged users could be an indication of a cloud infr:

re takedown by an adversary

M Impact (1) blade, click Save.
Mediom ] e
Status Enabled . B You now have an
active rule.
Analytics rule settings

Rule query

e"]): let starttime = 7d; let
arttime)) . startofday(now()) |

Task 4: Create a playbook

In this task, you will create a playbook. A
ay(ago(endtime)) | security playbook is a collection of tasks
_set(_Resourceld,100) that can be invoked by Microsoft

and CalleripAddress=set_CalleripAddress Sentinel in response to an alert.

if(Caller has

[4— Previous ] [ End —»]

endtime)) | where anomalies > 0 and

set(CalleripAddress,100) by bin(Time
project-away Callert | extend Name = iif(Caller has '@
@ rend AadUserid

erated, timeframe), Caller ) on TimeGenerated, Caller | m
ring(split(Caller.'@"0)[0]).") | extend UPN

ing(spiit(Caller, @1)[0]) iif(Caller thas '@

[

Run query every 1 day

[ oo [ s

a— 3 Hr 2 Min Remaining

&> ENG 1654 [ ]
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: 8 @ A Poor Connection Azure Monitor, Microsoft Defender
Analytics rule wizard - Create a new Scheduled rule for cloud, Enable Just-In Time
numb Access in VMs, Microsoft Sentinel
Validation passed Instructions  Resources Q B
TTTTTWIZBIU WITAtT 9 1SV
General Set rule logic ncident settings Automated response Review + create Scheduled rule blade, accept

the default settings and click
Next: Review and create >.

Suppression Not configured

Entity mapping

Entity 1 Account D

Name, V; .

[

On the Review and create tab
dentifier- Name, Value: Name of the Analytics rule wizard -
UPNSuffix. Value: UPNSuffix Create a new Scheduled rule
blade, click Save.

Entity 2 Account
dentifier: AadUserld. Value: AadUserld I
S w e
y 0 B You now have an
active rule.

dentifier: Address, Value: CalleripAddress

Custom details

Not configured
Alert details Task 4: Create a playbook
Not configured
In this task, you will create a playbook. A
security playbook is a collection of tasks

Incident settings

Create Incidents from this rule Enabled that can be invoked by Microsoft
Alert grouping © Disabled Sentinel in response to an alert.
omation rules Not configured
[ 4+ Previous ] [ End = ]
==
aaE— 3 Hr 2 Min Remaining

NG 1655 []
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e a
[ A Microsoft Sentinel - Microsoft Az X

A Poor Connection Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel End

& O @ nhttpsy//portal.azure.com/#view/Microsoft_Azure_Security_Insights/MainMenuBlade/~/Analytics/id/... B @ A ¢ 1= :. Instructions  Resources (2 ]
TTTTTTTTWIZGIG wITate O e
Scheduled rule blade, accept
the default settings and click
Next: Review and create >.

[] 8. 0nthe Review and create tab
~+ Create ™/ [~ Analytics workbooks A7 Guides & Feedbac of the Analytics rule wizard -
Create a new Scheduled rule

1 pAy More content blade, click Save.
Qo Ll Content hub
Active rules .

# Log

Rules by severity ] B You now have an
@ Guises active rule.

ch W High (1) Medium (0) Low (0) Informational (0)
Active rules  Rule templates  Anomalies Task 4: Create a playbook
P Add fi

In this task, you will create a playbook. A
Severity Name Rule type Data sources Tactics Techniques Sub techniques Source name security playbook is a collection of tasks
that can be invoked by Microsoft

ow Schedule Azure Activity a T1496 -
cheduze ! P impact Sentinel in response to an alert.
Viedil Scheduled Azure L
Medium Scheduled Azure Activity B Impact T1496 Azure Activity
Medium  Suspicious gran. Scheduled Azure A <10 Dpe+1 O T1098+1 0 Azure Activity 4+ Previous ] [ End —_ ]
| a— 3 Hr 2 Min Remaining
u

zZ ) P ENG 1655 []

You now have an active rule.

Task 4: Create a playbook

In this task, you will create a playbook. A security playbook is a collection of tasks
that can be invoked by Microsoft Sentinel in response to an alert.

1. In the Azure portal, in the Search resources, services, and docs text
box at the top of the Azure portal page, type Deploy a custom
template and press the Enter key.

2. On the Custom deployment blade, click the Build your own template
in the editor option.

3. On the Edit template blade, click Load file, locate the
\Allfiles\Labs\15\changeincidentseverity.json file and click Open.
You can find sample playbooks at
https://github.com/Azure/Azure-Sentinel/tree/master/Playbooks.

bl4
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: Azure Monitor, Microsoft Defender X
i ¥ for cloud, Enable Just-In Time
Edit template - Microsoft Azure X - Pl c s
D A P + g Access in VMs, Microsoft Sentinel End
& O @ nhttpsy//portal.azure.com/#view/HubsExtension/TemplateEditorBladeV2/template/%7B%0A%20%20... B @ A ¢ 1= :. Instructions Resources [ 3K ]
TTDOPivy @ wuS W WSTHPIaNS g
£ Search resources, services, and docs (G+/) I 0 Copilot press the Enter key.
ST © Upload Completed for 2. On the Custom deployment
Edit template | changeinddenseverinison blade, click the Build your own
Edit your A = Cn e e template in the editor option.
 Addresource 1 Quickstarttemplate 7T Loadfile | Download
D 3. On the Edit template blade,
1 {q click Load file, locate the
2 "$schema” 1ena .management . azure . con/ schemas/2015-91-01/deploymentT e.jsons" ¥ .
vameters (21 2 iii:a . ;V:m;.mar\aaeﬂzr azure. con/schemas/2@15-91-01/deploymentTemplate. jsons", \Alffiles\Labs\15\changeincidentsev
) Variables (1) 4 "metadata®:{ file and click Open.
. 1 Resour 5 "coments”: “This playbook will change Incident Severity based on specific username that is part of tiily [
R c Incident user entity
ariables('AzureSentinelConnectic ! I .
( 6 ) auth aniv shasha B You can find sample
) ol
8 “parameters": { playbookls at
s “playbookName": { https://github.com/Azure/Azu
10 e”: “Change-Incident-Severity”, Sentinel/tree/master/Playboo
1
12
13 "
2  "cusername>@<domainy”, [] 4. onthe Edit template blade,
1= click Save.
16
17 A
18 "variables": {
19 “azuresentinelConnectionname”: "[concat('azuresentinel-', parameters('Playbookname'))]"
20 } -
" “resources”: [ + Previous ] [ End - ]
22 {
23 type": "Microsoft.Web/connections”, — 3 Hours Remaining

24 "apiversion”:

016-06-01",
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4. On the Edit template blade, click Save.
5. On the Custom deployment blade, ensure that the following settings

are configured (leave any others with their default values):

Setting Value

Subscription the name of the Azure subscription you are using
in this lab

Resource AZ500LAB131415
group

Location (US) East US

Playbook Change-Incident-Severity
Name

23



User Name your email address

4] Azure Monitor, Microsoft Defender for cloud, Enable Just-In Time Access in VMs, Microsoft Sentinel - Google Chrome

25 labclient.labondemand.com/LabClient/b9290af4-c0a5-4d4e-9da9-7f2cef858db0

S8 8

Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel

hin 3 single ARM templats? | | Generate  Poy

shell script to deploy a resource || +1

Custom deployment O | Canl deploy mutipi -~

Instructions  Resources Q B
@ New! Deploymer —_—

ks let you manage the lifecycle of your deployments. Try it now =

Setting Value
Select atemplate  Basics  Review + create

the name of the
Azure subscription
you are using in

Template -
P Subscription

B this lab
Resource a
Project details group AZ500LAB131415
Select the subscription to N
manage all your resol Location 8 (US) East US
Subscription * . Playbook & Change- .
Name Incident-Severity

Resource group *

User Name  your email address

Instance details | ] 6. Click Review + create and
then click Create.

Region *

Playbook Name
B wait for the
deployment to

User Name [[sbuser-57473160@ LODSPRODMCA o

+ Previous ] [ End =

(o] )

aEm——— 2 Hr 58 Min Remaining
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6. Click Review + create and then click Create.
Wait for the deployment to complete.
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Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time
I o Access in VMs, Microsoft Sentinel End
Copilot

Instructions  Resources [«

Playbook @ Change-

’ Name Incident-Severity
W Delete T Redeploy L Download () Refresh User Name  your email address
| & oreer _
@ Your deployment is complete 6. Click Review + create and
o

G. then click Create.

30a852fd-6df2-4be2-3122-b5

B Wait for the
deployment to

Deployment details
complete. []

Next steps

| ] 7.In the Azure portal, in the
Search resources, services,
and docs text box at the top
of the Azure portal page, type
Resource groups and press
the Enter key.

Work with an

X 8._0n the

Azu m
who can help ssets

and be your fi

[4— Previous ] [ End —»]

Give feedback

— 2 Hr 56 Min Remaining

o' 7 ) £ ENG 1700 [ ]
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7. Inthe Azure portal, in the Search resources, services, and docs text

box at the top of the Azure portal page, type Resource groups and
press the Enter key.

8. On the Resource groups blade, in the list of resource group, click the
AZ500LAB131415 entry.

9. Onthe AZ500LAB131415 resource group blade, in the list of
resources, click the entry representing the newly created
Change-Incident-Severity logic app.

10.0n the Change-Incident-Severity blade, click Edit.

On the Logic Apps Designer blade, each of the four s displays a
warning. This means that each needs to reviewed and configured.

11. On the Logic Apps Designer blade, click the first s step.

12.Click Change connection, then Add new, ensure that the entry in the
Tenant drop down list contains your Azure AD tenant name and click
Sign-in.

13.When prompted, sign in with the user account that has the Owner or
Contributor role in the Azure subscription you are using for this lab.
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b= | N i Azure Monitor, Microsoft Defender X

for cloud, Enable Just-In Time
End

Access in VMs, Microsoft Sentinel
£ Search resources, services, and docs (G+/) 0 Copilot

e . Instructions  Resources (2
je-Incident-Severity X B On the Logic Apps
Designer blade, each
P of the four s displays

@) Parameters () Codeview - %5 Connections Errors Info

a warning. This
means that each
Create connection X needs to reviewed
and configured.

@ When a response to an Azure Sentinel alert is triggered

[ ] 11. On the Logic Apps Designer

Create a new connection . blade, click the first s step.
Q@ Whenar  nenicstion* D 12. Click Change connection, e
an Azure X ‘ then Add new, ensure that the
alertistr et ®

entry in the Tenant drop down
list contains your Azure AD
tenant name and click Sign-in.

B |
1 m Cancel [ ] 13. When prompted, sign in with

® Invalid conne

d the user account that has the
@ Alert-G Owner or Contributor role in
© invaid conne GRS
[ + Previous ] [ End = ]
1
aE—— 2 Hr 53 Min Remaining

) & ENG 17:03
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o @ Azure Monitor, Microsoft Defender
for cloud, Enable Just-In Time

Errors Info Access in VMs, Microsoft Sentinel

@ save X Discard (@) Parameters () Codeview ~ %9 Connections %D

Q@ Alert - Get incident . Instructions  Resources
h O Change incident severity 2 X
%) Invalid connection. To load. T
needs to reviewed
Parameters  Settings Codeview Testing  About and configured.
¥
Specify subscription id *
R © Subscription D x || 11. On the Logic Apps Designer
@ Alert - Get accounts blade, click the first s step.
® Invalid connection. To load. Specify resource group *
© Resource group x || 12. Click Change connection,
| Specify workspace Id * then Add new, ensure that the
+ © Workspace ID x entry in the Tenant drop down
- l \dentifier * . list contains your Alzure :’-\D )
@ change incident Incident tenant name and click Sign-in.
severity 2 .
Specify alert / incident * [ ] 13. When prompted, sign in with
© Number x the user account that has the
u Specify severity * Owner or Contributor role in
High the Azure subscription you are

using for this lab.

@ Connected to LabUser-57473160@LODSPRODMCA onmicrosoft.com.

| | 14. Click the second s step and,
in the list of s, select the

RS
[4— Previous ] [ End —§]

- ENG 6:07 AM
Q - c 2| u ‘ us & % 12/8/2025 aEE—— 2 Hr 50 Min Remaining

14.Click the second s step and, in the list of s, select the second entry,

representing the you created in the previous step.

11



15.Repeat the previous step for the remaining two s steps.
Ensure there are no warnings displayed on any of the steps.
16.0n the Logic Apps Designer blade, click Save to save your changes.
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Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time
X Discard (@) Parameters () Code view Connections Access in VMs, Microsoft Sentinel

End

Instructions Resources [ -}

blade, click the first s step.

& When a response to
an Azure Sentinel 2. Click Change connection,
alert s triggered then Add new, ensure that the
entry in the Tenant drop down
| list contains your Azure AD
I tenant name and click Sign-in.
Q Alert - Get incident D 13. When prompted, sign in with
the user account that has the
Owner or Contributor role in
¥ ' the Azure subscription you are
using for this lab. []
© At - Get accounts D 14. Click the second s step and,

in the list of s, select the
second entry, representing
+ the you created in the
previous step.

@ Change incident

severity 2 D 15. Repeat the previous step for
L <
+
[4— Previous ] [ End —»]
1] - ENG a 608 AM
[ | ] Q - g E u ‘ us L % 12/8/2025 aEEE—— 2 Hr 49 Min Remaining
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b= | Azure Monitor, Microsoft Defender X

for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel End

Instructions  Resources [«

@ Successfully saved workflow second entry, representing
Successhully saved workflow ‘Change-incider the you created in the
previous step.

[> Run @) Paramef ters () Code view Connec tions Info
15. Repeat the previous step for

the remaining two s steps.

& When a response to
an Azure Sentinel
alert is triggered

B Ensure there are no
warnings displayed
on any of the steps.

+ | ] 16. On the Logic Apps Designer e
= \ blade, click Save to save your
@ Alert - Get incident changes.

Task 5: Create a custom alert
+ and configure a playbook as an
automated response

@ Alert - Get accounts

+ D

- + + Previous ] [ End = ]
I

N @ Change incident a— 2 Hr 48 Min Remaining

z ) P ENG 1708 []

Task 5: Create a custom alert and configure a playbook as an automated response

1. In the Azure portal, navigate back to the Microsoft Sentinel |
Overview blade.

2. On the the Microsoft Sentinel | Overview blade, in the Configuration
section, click Analytics.

3. On the Microsoft Sentinel | Analytics blade, click + Create and, in the
drop-down menu, click Scheduled query rule.

4. On the General tab of the Analytics rule wizard - Create a new Scheduled rule
blade, specify the following settings (leave others with their default values):

Setting Value

Name  Playbook Demo

Tactics Initial Access

18



MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) is o
globally accessible knowledge base, framework, and matrix that details cyber
adversary behaviors, including their tactics (goals like "Initial Access," "Execution”) and
specific techniques (methods like "Phishing," "Credential Dumping") used in real-world
attacks, providing a common language for defenders to understand, map, detect, and
mitigate threats across enterprise, mobile, cloud, and ICS environments
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Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time End
General  Set rule logic ncident settings  Automated response  Review + create Access in VMs, Microsoft Sentinel [

Instructions  Resources

alytics rule that will run on your data to detect threats,

Analytics rule details Setting Value
Name Name | @ Playbook
S Demo
Playbook Demo
Tactics & Initial
Access

| ] 5. Click Next: Set rule logic >.

ﬂ 6. On the Set rule logic tab of
the Analytics rule wizard -

Create a new Scheduled rule

blade, in the Rule query text [ ]
box, paste the following rule
query.
Status
@D cnavied
[4— Previous ] [ End —0]
um - ENG a
L] - g D | = us LN oa—— 2 Hr 43 Min Remaining

@ 7)) f ENG 17114 []

5. Click Next: Set rule logic >.

6. On the Set rule logic tab of the Analytics rule wizard - Create a new
Scheduled rule blade, in the Rule query text box, paste the following
rule query.

where ResourceProviderValue =~ "Microsoft.Securit

29



where OperationNameValue =~

"Microsoft.Security/locations/jitNetworkAccessPolicies/delete"
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Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel

[ A Analytics rule wizard - Createan. X - End

& C O ntipsy//portal.azure.com/#view/Microsoft_Azure_Security_Insights/RuleEditor.ReactView/subsc.. 1 B @ A = @ Instructions Resources Q0 0

£ Search resources, services, and docs (G+/) Create a new Scheduled rule
blade, in the Query scheduling
section, set the Run query

Analytics rule wizard - Create a new Scheduled rule every to 5 Minutes.

| ] 8. 0n the Set rule logic tab of
the Analytics rule wizard -
Create a new Scheduled rule
blade, accept the default
values of the remaining

Rule query . settings and click Next:
Any time details set here will be within the scope defined below in the Query scheduling fields. |nCident Seﬂings >

General Set rule logic ncident settings Automated response Review + create

Define the logic for your new analytics rule.

| ] 9. 0n the Incident settings tab of
the Analytics rule wizard -
Create a new Scheduled rule
blade, accept the default
settings and click Next:
Automated response >.

ft.Security" —
ty/locations/jitNetworkaccessPolicies/delete”

| | 10. On the Automated response

Alert enhancement

Entity mapping

[4— Previous ] [ End —»]

— 2 Hr 40 Min Remaining
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7. This rule identifies removal of Just-in-time VM access policies.

Note if you receive a parse error, intellisense may have added values to
your query. Ensure the query matches otherwise paste the query into
notepad and then from notepad to the rule query.

8. On the Set rule logic tab of the Analytics rule wizard - Create a new
Scheduled rule blade, in the Query scheduling section, set the Run
query every to 5 Minutes.
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Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time End

Analytics rule wizard - Create a new Scheduled rule Access in VMs, Microsoft Sentinel

Instructions  Resources

General Set rule logic ncident settings Automated response Review + create
AlerTDescRpton Format B This rule identifies
removal of Just-in-
time VM access
policies.
—+ Add new property override
Query scheduling Note if you receive a
Run query every parse error, intellisense

may have added
values to your query.
Lookup data from the last . Ensure the query
: fours matches otherwise
o paste the query into
- notepad and then from [ ]
notepad to the rule
eview) query.

7. 0n the Set rule logic tab of
the Analytics rule wizard -

nla
Alert threshold i S
— [Crovos ) [ &a o)

©) Starting automatically, the rule will run every 5 minutes, looking up data from last 5 hours.

E— 2 Hr 39 Min Remaining

& NG 17218 []

9. On the Set rule logic tab of the Analytics rule wizard - Create a new
Scheduled rule blade, accept the default values of the remaining
settings and click Next: Incident settings >.

10.0n the Incident settings tab of the Analytics rule wizard - Create a
new Scheduled rule blade, accept the default settings and click Next:
Automated response >.

11. On the Automated response tab of the Analytic rule wizard - Create a
new Scheduled rule blade, under Automation rules, click + Add new.

12.In the Create new automation rule window, enter Run
Change-Severity Playbook for the Automation rule name; under the
Trigger field, click the drop-down menu and select When alert is
created.
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General Set rule logic ncident settings Automal

Automation rules

View all automation rules that may be triggered by this analyti
+ Add new

Order Automation rule nam

No automation rules

Alert automation (classic)

A Asof June

ou can no longer select playb:

until when

ethod will be deprec:

nstead, to run a playbo: e to an alert generate

P e
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Trigger

When alert is created

Conditions

Analytic rule name Operation:

Actions @

Rule expiration @

ENG
vs W %

Azure Monitor, Microsoft Defender
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel

T Create a new Scheduled rule
blade, accept the default
settings and click Next:
Automated response >.

[ ] 10. On the Automated response
tab of the Analytic rule wizard
- Create a new Scheduled rule
blade, under Automation
rules, click + Add new.

m

. In the Create new automation
rule window, enter Run
Change-Severity Playbook for
the Automation rule name;
under the Trigger field, click
the drop-down menu and
select When alert is created.

N

|| 12.In the Create new automation
rule window, under Actions,

X
End

Instructions  Resources [«

[4— Previous ] [ End

)

&> ENG 17:20

13.In the Create new automation rule window, under Actions, read the

note and then click Manage playbook permissions. On the Manage

permissions window, select the checkbox next to the previously
created Resource group AZ500LAB1314151 and then click Apply.

T4

2 Hr 37 Min Remaining
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Azure Monitor, Microsoft Defender

£ Search resources, services. and docs (G+/)

Analytics rule wizard - Create a new
General  Set rule logic

Incident settings  Automal

Automation rules

View all automation rules that may be triggered by this analyti
+ Add new

Order Automation rule nam

No automation rules

Alert automation (classic)

Manage permissions
Choose the resource groups that contain the playbook:

Browse Current permissions

Name

AZ500LAB131415

rkWatcherRG

Cancel

s you want to give Microsoft Sentinel permissions to run

All subscriptions selected

Subscription

MOC Subscription-lod51809825

scription-lod5 1809825

Permissions

for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel

Instructions  Resources

N

rule window, enter Run
Change-Severity Playbook for
the Automation rule name;
under the Trigger field, click
the drop-down menu and
select When alert is created.

. In the Create new automation

rule window, under Actions,
read the note and then click
Manage playbook
permissions. On the Manage
permissions window, select
the checkbox next to the
previously created Resource
group AZ500LAB1314151 and
then click Apply.

. In the Create new automation

rule window, under Actions,

[ + Previous

) {

) P

ENG 17:21

14.In the Create new automation rule window, under Actions, click the

second drop-down menu and select the Change-Incident-Severity

logic app. On the Create new automation rule window, click Apply.
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11. In the Create new automation

End —o]

2 Hr 36 Min Remaining
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e a

Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time
Access in VMs, Microsoft Sentinel End

Automation rule name *

ral Set rule logic ncident settings Automat Run Change-S

rity Playbook

Instructions  Resources [«

read the note and then click
Manage playbook
permissions. On the Manage
Conditions permissions window, select

Srder Automation rule namt the checkbox next to the

X P i previously created Resource
Vo automation rules free e B group AZ500LAB1314151 and
then click Apply.

Trigger
itomation rules 99

When alert is created
1w all automation rules that may

triggered by this analyti

Add new

w

Actions @ || 13.In the Create new automation

- . rule window, under Actions,

click the second drop-down

’ ‘ menu and select the Change-
Incident-Severity logic app.

On the Create new

automation rule window, click [ ]

ert automation (classic) Rule expiration © Apply.

| | 14.0n the Automated response
tab of the Analytic rule wizard
- Create a new Scheduled rule

Cancel [0— Previous ] [ End —']

pr - aEE— i ini
2= Q0 Fol> B> | ENG [ o 621AM 2 Hr 35 Min Remaining

q) P ENG 1721 []

15.0n the Automated response tab of the Analytic rule wizard - Create a
new Scheduled rule blade, click Next: Review and create > and click
Save

64



m Azure Monitor, Microsoft Defender for cloud, Enable Just-In Time Access in VMs, Microsoft Sentinel - Google Chrome

25 labclient.labondemand.com/LabClient/b9290af4-c0a5-4d4e-9da9-7f2cef858db0

ga Azure Monitor, Microsoft Defender X

. . for cloud, Enable Just-In Time
Analytics rule wizard - Create a new Scheduled rule Access in VMs, Microsoft Sentinel  End

"2
P2

Instructions  Resources [«

General Set rule logic ncident settings Automated response Review + create
_— - Create a new Scheduled rule
blade, click Next: Review and
Automation rules create > and click Save

View all automation rules

at may be triggered by this analytics rule and create new automation rules

" Addnew B You now have a new
Order Automation rule name Trigger Action Status active rule called
Playbook Demo. If an
1 Run C! 0 Aenc Run playbook ‘Change-Incident- Enabled . event identified by

the rule logic occurs,
it willresultina

. medium severity
alert, which will
generate a
corresponding
incident.

Task 6: Invoke an incident and
review the associated actions.

Alert automation (classic)

you can no longer select playb:
ethod will be depre:

o an alert generated by this analytics rule, create an Automation rule (see above), choose “When alert is created” as the rule's trigger, '_
el

ly from an analytics n

y adding it to the following list. Playbooks already in the list will continue

aE— 2 Hr 35 Min Remaining

) & ENG 1722 []

4] Azure Monitor, Microsoft Defender for cloud, Enable Just-In Time Access in VMs, Microsoft Sentinel - Google Chrome
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: 8 @ A Poor Connection Azure Monitor, Microsoft Defender X

. N for cloud, Enable Just-In Time
Analytics rule wizard - Create a new Scheduled rule Access in VMs, Microsoft Sentinel

End

Instructions  Resources Q B

Validation p:

- Create a new Scheduled rule
blade, click Next: Review and
create > and click Save

General Set rule logic ncident settings Automated response Review + create

Analytics rule details
Playbook Demo
B You now have a new
active rule called
Playbook Demo. If an
Medium event identified by
the rule logic occurs,

B nitial Access

tatu: Enabled . " .
it will resultin a
Analytics rule settings . medium severity
Rule query where OperationNameValu alert, which will
generate a
Rule frequency corresponding
Run query every S minutes -
incident.

Last 5 hours data

Task 6: Invoke an incident and
review the associated actions.

Trigger alert if query returns more than 0 results ,i X

Event grouping Group 3ll events into 3 single slert

[ oo [ s

Rule start time Automatic

eshold

[4— Previous ] [ End —§]

CEEEE— 2 Hr 35 Min Remaining
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You now have a new active rule called Playbook Demo. If an event identified by
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the rule logic occurs, it will result in a medium severity alert, which will generate a
corresponding incident.
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¢ 8 @ A Poor Connection Azure Monitor, Microsoft Defender X
https://portal.azure.com/#view/Microsoft_Azure_Security_Insights/MainMenuBlade/~/Analyti... G B SR for cloud, Enable Just-In Time
. End

Access in VMs, Microsoft Sentinel

£ Search resources, services, and docs (G+/) I D Copilot
Instructions  Resources [ -}

oo © Analytics rule saved T - Create a new Scheduled rule

Microsoft Sentinel | Analytics Analytics rule Playbook Demo’ saved succes blade, click Next: Review and

: ’ create > and click Save
Search —+ create v () Refresh |~ Analytics workbooks ! Import

v General B You now have a new
3 pAy More content at 3
© Ovenview e Content hub active rule called
® Logs Playbook Demo. If an
Rules by severity event identified by
@ Guides the rule logic occurs,
Search W High (1) Medium (2) Low (0) Informational (0) it will resultin a

Threat management . s 0 medium severity
ule templates  Anomales v
Active rules alert, which will

v Content management

= oy ID. name, tactic or technique W Add filter generate a
Content hub — - corresponding
& Repositories [] severity ¢ Name Rule t Status Tactics Techniques Sub techniques Sourcy incident.
& Community O Medium Playbook Demo s Enabled nitial Access e
v Configuration (] Medium Suspicious num s Enabled mpact T1496 Task 6: Invoke an incident and
& manasEr O 1 e Advanced Mul F Enabled Colle +11 @ review the associated actions.
Analytics
E Summary rules [‘— Previous ] [ End —0]
B Watchlist

aE— 2 Hr 34 Min Remaining
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Task 6: Invoke an incident and review the associated actions.

1. In the Azure portal, navigate to the Microsoft Defender for Cloud |
Overview blade.
Check your secure score. By now it should have updated.
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X2 a

Azure Monitor, Microsoft Defender X
for cloud, Enable Just-In Time

i Subscriptions [ What's new Access in VMs, Microsoft Sentinel End
v General .
. 1 a O -- 0-- Instructions  Resources
ervie
O Overview Azure subscriptions Assessed resources Attack paths Security alerts alert, which will
{ Setup generate a
Recommendations corresponding
. incident.
© Attack path analysis & Security posture g Regulatory compliance
Q@ Security alerts
o “~ ’ Microsoft cloud security benchmark Task 6: InVOke an InCIdent and
. Cloud Securiy Explorer 0 e 0 0/0 57 of 63 contros passed review the associated actions.
N e . Critical H Overdue
B recommendations recommendations )
@l Workbooks 1. In the Azure portal, navigate
& Community Environment risk and secure score Lowest compliance standards to the Microsoft Defender for
by controls passed 0
Al recommendations by risk (18 Cloud | Overview blade.

Icriticalo IHigho  IMediumo  llow®  INot evaluated 18 No additional standards are currently monitored
> Cloud Security Q

B Check your secure

. Mansgement Total secure score 0% score. By now it
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2. On the Microsoft Defender for Cloud | Overview blade, click
Workload protections under Cloud Security in the left navigation.

3. On the Microsoft Defender for Cloud | Workload protections blade,
scroll down and click Just-in-time VM access tile under Advanced
protection.
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On the Just-in-time VM access blade, on the right hand side of the row
referencing the myVM virtual machine, click the ellipsis (...) button,
click Remove and then click Yes.
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Note: If the VM is not
listed in the Just-in-
time VMs, navigate to
Virtual Machine blade
and click the
Configuration, Click
the Enable the Just-in-
time VMs option under

. the Just-in-time Vm's

access. Repeat the
above step to navigate
back to the Microsoft
Defender for Cloud
and refresh the page,
the VM will appear.
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5. In the Azure portal, in the Search resources, services, and docs text
box at the top of the Azure portal page, type Activity log and press the

Enter key.

6. Navigate to the Activity log blade, note an Delete JIT Network Access

Policies entry.

This may take a few minutes to appear. Refresh the page if it does not

appear.

69




25 labclient.labondemand.com/LabClient/b9290af4-c0a5-4d4e-9da9-7f2cef858db0

@xeaa

m Azure Monitor, Microsoft Defender for cloud, Enable Just-In Time Access in VMs, Microsoft Sentinel - Google Chrome

Azure Monitor, Microsoft Defender X

for cloud, Enable Just-In Time End

Access in VMs, Microsoft Sentinel [
h resources. services. and docs (G+/) I 0 Copilot

Instructions  Resources [«

Search resources, services,
and docs text box at the top
of the Azure portal page, type
Activity log and press the
Enter key.

v Activity Editcolumns () Refresh 530 Export Activitylogs | Download 3sCSV @ Insights O Feedback 57 Pin current filters

@ Looking for Log Analytics? in Log Analytics you can search for performance, diagnostics, health logs, and more. Visit Log Analytics

[ | 6. Navigate to the Activity log
Geletd Quick Insights blade, note an Delete JIT
Network Access Policies
entry.

Management Group : None b: moc ipti Event severity : All Timespan : Last 6 hours

B This may take a few
minutes to appear.
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In the Azure portal, navigate back to the Microsoft Sentinel |
Overview blade.

On the Microsoft Sentinel | Overview blade, review the dashboard
and verify that it displays an incident corresponding to the deletion of
the Just-in-time VM access policy.

It can take up to 5 minutes for alerts to appear on the Microsoft
Sentinel | Overview blade. If you are not seeing an alert at that point,
run the query rule referenced in the previous task to verify that the
Just-in-time access policy deletion activity has been propagated to the
Log Analytics workspace associated with your Microsoft Sentinel
instance. If that is not the case, re-create the Just-in-time VM access
policy and delete it again.
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9. On the Microsoft Sentinel | Overview blade, in the Threat
Management section, click Incidents.
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10.Verify that the blade displays an incident with either medium or high

severity level.

It can take up to 5 minutes for the incident to appear on the Microsoft

Sentinel | Incidents blade.

Review the Microsoft Sentinel | Playbooks blade. You will find there
the count of successful and failed runs.

You have the option of assigning a different severity level and status

to an incident.
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newly created Azure resources
that you no longer use.
Removing unused resources
ensures you will not incur
unexpected costs.

[ ] 1.Inthe Azure portal, open
the Cloud Shell by clicking
the first icon in the top right
of the Azure Portal. If

. prompted, click PowerShell

and Create storage.

L]

. Ensure PowerShell is
selected in the drop-down
menu in the upper-left
corner of the Cloud Shell
pane.

[ ] 3.Inthe PowerShell session
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Results: You have created a Microsoft Sentinel workspace, connected it to Azure

Activity logs, created a playbook and custom alerts that are triggered in response to
the removal of Just-in-time VM access policies, and verified that the configuration is

valid.

Clean up resources

12



Remember to remove any newly created Azure resources that you no longer use.

Removing unused resources ensures you will not incur unexpected costs.

In the Azure portal, open the Cloud Shell by clicking the first icon in

the top right of the Azure Portal. If prompted, click PowerShell and

Create storage.

Ensure PowerShell is selected in the drop-down menu in the

upper-left corner of the Cloud Shell pane.

In the PowerShell session within the Cloud Shell pane, run the

following to remove the resource group you created in this lab:

Remove-AzResourceGroup -Name "AZ500LAB131415" -Force -Asjob

Close the Cloud Shell pane.
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menu in the upper-left
corner of the Cloud Shell
pane.

| ] 3.Inthe PowerShell session
within the Cloud Shell pane,
run the following to remove
the resource group you
created in this lab:

. powershell E@ Type I[] Cof

B131415" -Force -AsJob

| | 4. Close the Cloud Shell pane.

Congratulations
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This week’s labs demonstrated how Azure's security and monitoring ecosystem
works together to protect cloud environments. By implementing Azure Monitor,
Defender for Cloud, Just-In-Time VM Access, and Microsoft Sentinel, | gained
hands-on experience in collecting and analyzing logs, improving security posture,
reducing attack surfaces, and detecting threats in real time. These labs
strengthened my understanding of cloud security operations and provided practical

skills in monitoring, incident response, and proactive threat prevention.
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